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L NEEE . CH2 930l Chet Foky
« & T HAIX] B HE
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- ANH HE ZF « Loss of privacy . Y OEEA
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« S/IMIME: Secure/Multipurpose Internet Mail Extensions
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* SSL (Secure Socket Layer)

« 712
o« LI AF0|Z AtOf A 19941 z‘sl Z2EZ A Mol A M
o Hefx{Zhe| etMet Sdls /=

. NIZ[E 2 9l TCP 2ol M4 T2 A SSL ALS
. MO| AHE Z2EZ0| 7|2l 2ot MH[AE MBS (HTTP)
7|E2| TCP/IPO| gie 2ot THEE =7t

« SSL=Z 7|He 2 TLSE &4
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* SSL (Secure Socket Layer)

R 7H o
=2 74
« SSL Record Protocol

« VX HRHE ZEEZEE SSLe| AR E A HO

« Handshake protocol (Hello)

« Change Cipher Spec Protocol (& 2 HAll

« Alert Protocol (21)
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SSL change
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Protocol

SSL Handshake
Protocol

SSL Alert
Protocol

HTTP

SSL Record Protocol

TCP

IP
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* SSL (Secure Socket Layer)

. SSLO| 71
* M|(Session)

« 220|HEQ} MH| AlO]|2] SHE M|0|3 ProtocolE E8F 14
« Lo 40| SRot= =™ Of7fd+E Mo|(Zf 40| Eeer &
oF 2ok = 2|5l MR)

« M4 metole Hel £

mf 20| £ L

Session Identifier MH 7t MEiSt= @e|o| HIO|E &

Peer Certificate & X.509v3 215 A (NULLZtS)

Compression Method 2%} 5t7| H AUZOAIE L= ELE|E

Cipher Spec MACH LHO]| A El= Y= &= offA| Z12|Fu SiA[27] 52 2
Master Secret =Et0[AHEQF AH{ 7}

Is Resumable AR o &, | HZEZ AlZSH7| {6 M2 At &= A=X]0 EH?t Flag
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* SSL (Secure Socket Layer)

» SSLO| 7HH
« 214 (Connection)
« Peer-to-Peer2| 7|
- DE o442 AUA|XMO0|H §tLFO| MA4Tt @dzt(Associated)E

- A4 mietolE HE

R T
Server/Client Random Zt 40| A8%t= MH{/Z2t0|HET MEISH= HIO|E &

Server write MAC Secret A{H{7} B O|O[H 2 MACH AtA| AHESH= H|E 7|

Client write MAC Secret Z2t0|YE7} HH H|O|HZ MACﬁl*Ml At+&5t= HIE7|

=2

Server write Key MEZt HIO|H & =3} 2E0|HET Rt If AHE5t= O 7
Client write Key =20[AETL HO|HE Y22, MHII f22te I AFESH= CHE 7|
Initialization Vectors CBC HEE E5 Y3 = ALY M| ArEE= =7| &

Sequence Numbers S/ 45t AIX[Of CHet =AM EHZ (MAX: 264-1)
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* SSL (Secure Socket Layer)

« SSLO| 7l
- T}2}O]E{ O] A4

« Client/Server t==: PRF& 0|&3ll BtE 32bytes =
« NonceZ AtE: timestamp(4bytes) + Random value(28bytes)

« Premaster Secret: Client7} PRF& 0|23l

A
ohE Lk

- MMF|Z AE: client_version(2bytes) + random value(46bytes)

Client Random

Master Secret

(48bytes)

Server Random

Key, MAC Secret, IV
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* SSL (Secure Socket Layer)

« SSLO| 7l
- T}2}O]E{ O] A4

« Master Secretl| M4 1

=]
=

Client Random

V1

V2

V3

V5

Vé6

Master Secret = V4||V5||V6

\

Server Random

Master Secret

\

Key, MAC Secret, IV
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* SSL (Secure Socket Layer)

« SSLO| 7H'H
o Ti2tO[E{2] 2843
 Key block ¥4 T2l

)
———SHA-1——» V1

Client Random

V2

V3

Key_block = V4||V5||V6

\

Server Random

Master Secret

\

Key, MAC Secret, IV
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* SSL (Secure Socket Layer)

. SSLO| 71
o Of2tO[E{S -
« Key block #+Z&
0

15

31

36

41

48

Client MAC Secret

Server MAC Secret

Client Key | Server Key

« Client/ Server IV 7| At

Client Random

Server Random

MD5

Server Random

MD5:

>

Client IV

P

Client Random

Server IV
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* SSL (Secure Socket Layer)

SSLYHZE ZEEZE S&
- 7|
- 22| A& HAIXIE TCPO| ™
« 7|2, HAIX| RFZEE(MAC)AIS

e MA| SE 12l 28 ol
CHg
s
MAC H&
R

SSL Y3 E §H
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* SSL (Secure Socket Layer)

- SSLHIE ZZEZE S&
« MAC 7|4 S2F 1 &l

MAC_write_secret |Pad_1]|Seq_num| Compressed_type | Compressed_Length | Compressed_Fragment

= l

MAC_write_secret: 35 H| 27|

MD5 or SHA-1 Seq num: ﬂil*lxl°| 'f':'kludﬁ
Pad_1: 0x36Hr0I__ H..*% (MD5£ 48, SHA-12 40H)
Pad_2: 0x5CH|'0| HHE (MD5= 48H, SHA-12 40%)
Type: THHO| X EIEI" M-‘.’-I A% m2ES
: E Length: &=Fl THHO| Z 0|
MAC_write_secret |Pad_2 MD1 § Fragment OI-*EI I:|-u.1(u.1'='o| II:_|-.E1)
MD5 or SHA-1 > MD>
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* SSL (Secure Socket Layer)

- SSLHIE ZZEZE S&
« Record &4l

« Contents Type: 22| Protocol2 4|
e 20: OI-° I:I=|A-|| I:|=|7=I IZ2ES

c 21 B ZEESE
. 22:3._ Holm Z2EEE
« 23: 88 7=” S
0 8 16 24 32
Contents Type Major Version Minor Version Compressed
Length

MAC (0, 16, or 20byte)
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* SSL (Secure Socket Layer)

- A5 HA| 48 L 2 E 2 (Change Cipher Spec protocol)
o 1L E E O=| Stk

= =

+ 1byteE FEE HAIX|Z2 T4
* Handshake Z2EZZ HY E LIE0| 0|F 2| Stlo| HEHE &=

Contents Type Major Version Minor Version Compressed

Length CCS: 1
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* SSL (Secure Socket Layer)

- 31 ZZEZ (Alert Protocol)
« 2byte2 HE Z2EE, Z1(Warning)2t AlZh(Fatal)2 &3

e AMZt:SSL2 ZA|HdZEES B SR MMM MER 914 E7s, &
XH A'I|*=|°| CtE OI_=I7E=|<I_> 7(|A

« Level HIO|EO|M Ao MZHE FH
- Alert HIO|EE= E™ 4

Contents Type Major Version Minor Version Compressed

Length Level Alert
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* SSL (Secure Socket Layer)
E = (Alert Protocol)

i = B
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>
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* SSL (Secure Socket Layer)

- B T2 E Z (Alert Protocol)
H

S = 3L
- ARl Zno| EF &
Argt
Close_Notify SUX7L 0| HZOM H O]y HAX|S ELHX| G

=
rir
rﬂ _

G 7e:' S=& ™o of 311 & EL{Of g
No_Certificate Mo ASAM7t e B2 AUSA 2F0 ozt
Bad_Certificate FAE IS MO EX 7t US (BSSHK| E2 A
Unsupported_Certificate =4lEl QISXM2| &2 X|ASHX| 2
OlZ A AER Revoked, Expired, UnknownS2| CIZA &

Al of
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* SSL (Secure Socket Layer)

- P4 Z 2 EZ (Handshake Protocol)
. C|O|EE T& 57| Hofl £
« M2l E2EI0|HET MEE QISstD &35, MACY 1 E|E tlZE O
Ol ES0| A SE &55 7|E
. 2210|HEQ} M7} DEHSHE
« HIAIX| E4
« Type: 107H2| HIA|X|E A&
* Length: HIA[X|2| ZO|E HIO|EZ LIELH
« Content: HIA|X|2} 2A2HEl Of7HEd 4
8 16

0 24 32

Contents Type Major Version Minor Version Compressed
Length Type Leng
th

LH& (>0)
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* SSL (Secure Socket Layer)

- P& X 2 E Z (Handshake Protocol)
« 22I0|MEQ} MH7I mEtetE odE] HIA|X|2 7
N NSETLEE:

HIAX| 5 oj7H *H=

Hello_Request Null

Client_Hello Version, Random, Session ID, Cipher suite, Compression Method
Server_Hello Version, Random, Session ID, Cipher suite, Compression Method
Certificate AZLEl X.509v3 QS A

Server_Key_Exchange Parameters, Signature
Certificate_Request Type, Authorities
Server_Done Null

Certificate_Verify Signature
Client_Key_Exchange  Parameters, Signature
Finished Hash Value
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* SSL (Secure Socket Layer)
= E 2 (Handshake Protocol)

O

S2H0|HE MH
1 =|_7_," Client_Hello >
1 HOt 7|5 2%l - <t Server_Hello
A, M D, &= =8 &% @i, =] Hp
5 (ME{7 Zade: dxk, |ngg 2D ASHE 2F) = Certificate
Hellot I'71|°| == g8 ot o Server_Key_Exchange
3 O|KA‘|7|- QX %F:’p, 31012 HA o 9)1%) 2 |_7'." -t Certificate_Request:
Z2I0|QET} 7| sHS HLH - Server_Hello_Done
4 Yz xS weotn g T2EES R
Certificate >
3 '|:_|'7-'" Client_Key_Exchange >
Certificate_Verify >
Change_Cipher_Spec >
L

Finished
4 THA .

Change_Cipher_Spec

A

-t Finished
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* SSL (Secure Socket Layer)
A

& L= EZ (Handshake Protocol)
« 1EHAH|: 2ot 7|5 MY §

[ ]
I
>

EEET M

Session ID 20| 00| OfL|H = Ut A2 LUS ALE,
00|H M=z2 Mds flet its 28

Version: 2210|AEJ} 8% £ &= 71E =2 HHE
) Random: 32H| E E}Q} *E"usz} 28HIO|E h4= (H|H)

—] Session ID: 7t Z 0| |4 AEX} 02 AL M =
=2 Ltg Cipher Suite: 22I0|HE7} X|¥sl= &5 dN2|FE S 20} weh WA
Compression Method: 255 2

e L - Server_Hello £

Cipher Algorithm  RC4, DES &
MAC Algorithm MD5 EE= SHA-1

Cipher Suite 57f7(|°| 7| m=zt BHH(RSA, Diffie-Hellman S
= of 71 7|

Cipher Type AEREE S5

ls Exportable HEEAA

Hash Size 0, 16(MD5), E= 20(SHA-1) Bytes

Key Material Write 7| ‘40| AH8 HIO|HE Z&dt= HIOIE &

=
IV Size CBC Y220 AtESH=E =214 2| A 7|
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* SSL (Secure Socket Layer)

- & T 2 EZ (Handshake Protocol)
« 2CHA|: M QI1E 0t 7| wEt

« 7| BEO 7
« RSA
. o :

| |2 Sajo|HE M
- HA| Clm[
II

El
mg|_ m0| ".IOI
rl:l rl:l rg

«——Certificate: X.509v3 QIS A

<«—Server_Key_Exchange: Oi7i'H 3=, A E——

<«——Certificate_Request: 215A| @ F——

2 THA|

<«——Server Hello Done: Null
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* SSL (Secure Socket Layer)
A

- & I = EZ (Handshake Protocol)
« 2EHA|: 7| Lol 7
- RSA

- Z2}0|2E = Pre-master secret2 MH| S7H7|Z2 &5 35t5t04 ™
 Pre-master secret: client_version(2bytes)+=F=(4bytes)

Ot

 Premaster secret: g mod p

22toIAE Mt Zato|E M

RSA |«——Certificate: RSA QISA

--eeeeeeees Server_Key Exchange------------- —aF, HAIZ, 3 HE
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* SSL (Secure Socket Layer)
A

- & I = EZ (Handshake Protocol)
« 2EHA|: 7| W Eto| K3
« Al C|xm|3ABt
. Q17|12 MEE p, a, B TS
« Pre-master secret: g°s mod p

° 7&) El_u_lo-”I:II-

« Zf 7H7§'"|_ 174 DH I:”'|7|'|H|_ E MMde = Ue DH?"L'XOI "‘KH
o CUBMO LI gE ZF, S 7|7 JieIF|2 MESFt0qd QIS

- RSAEE=DSS QS M &L
 Pre-master secret: g° mod p

] ]
Zelo|HE

2ato|olE MH i
nes|
?:I*I «——RSA EE= DSS CIX|E M QS A _—Laﬁm

—2, HAIZ, 3 Ha, ME

37} HH-E Z oSt RSAEEE DSSA
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* SSL (Secure Socket Layer)

- & T 2 EZ (Handshake Protocol)
- 3CHA: 2CI0|ME Q1B 7| wEt
. BEOIUET} Rl OB MO REBE AL HE

0| E MH

Certificate: X.509v3 2/ FA|——

3 CHA|

Client_Key Exchange: Oj7Ht 3=, A E—

Certificate_Verify: M >
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* SSL (Secure Socket Layer)

M EZERER (Handshake Protocol)
. 3CHA|: 22t0|YE Q15T 7| WE Q| 47tK| 88

Z2o[E MH Z2o[E MH
Certificate > Certificate >
nks 37l H$E EEE RSA EE ol A RSA E= DSS CIX|E MY
s DSS CIXIE A% 915N E'*II 25 A
Cjof gl gt C|m| &l ot
----------- Client_Key_Exchange--------» Client_Key_Exchange————
a5, HAZ, 3N B
Mu{o| 7§QI7| M
Z2o[E MH 20| E MH
------------------- Certificate----------------~ weseseeeemeeeeeooo-Certificates--------ceeeeeem
olH
|1 o
C|om ot RSA

Client_Key_Exchange————— Client_Key_Exchange————

Server?| S77|2 L3}

AA QA DY HA
- " v
=, A2, 3 He Pre-master secret
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* SSL (Secure Socket Layer)

- & Z 2 E Z (Handshake Protocol)
AEA: B=
- OISt B =
* Finished HA|X|= 7| @2t 215 1H0| S8 XMYS =l (sl Ald))

——Change_Cipher_Spec: &= HAM| HE 44—

Finished: Hash 2} -

ox
EN

<«—Change_Cipher_Spec: 2= HA|

< Finished: Hash Z}
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* SSL (Secure Socket Layer)
A

- & I = EZ (Handshake Protocol)
c ATHAH BR

» Finished HIAIXIQ] SHAl HI&E | [ vessoe] soner [woserseat | poar |
|
MD5 or SHA-1
_____________________________________________ L.
Master Secret  |Pad_2 MD;
1 .............................
MD5 or SHA-1 > MD,

Sender: Client-0x434C4E54, Server-0x53525652
Pad_1: 0x36HI0| EQ| = (MD5& 48, SHA-12 40tH)
Pad_2: Ox5CH}O|E Q| HHE (MD5+= 48, SHA-12 40%H)
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* SSL (Secure Socket Layer)

« SSLI} ME7H|E HOor
« M&7& BoF2 SSLE CIEY E& HEO| E|=E5 IETF &
« RFC 22462 2 AN|CH=I QIE{Yl EZ

« =Q XO|H
« MAC 7|4t fnE[&u He
« Master Secret H|AF

« Finished M|A|X| 7|&Ho]] oAt == & <= (PRF: Pseudo Random
Function)2| AtE
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* TLS (Transport Layer Security)

- HA|X| QIS3IE
« TLSOIME HVMACS Al
« HMAC, (M) = H[(K* * opad ) || H[K* A ipad || M]]

H: s A| &4 (MD5 or SHA-1)
M: 23 HAX]
K+: H{H7| 02 T35l SHA|ZE S5 Z0|=
(MD5 2f SHA-12| =5 ZO0|: 512bits)
ipad: Ox36H}0|E2| 6481 Hi=

opad: Ox5CH[O|E Q| 41 HIS

o= 7
- .- HA
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* TLS (Transport Layer Security)

e O|A

ZH & 4 (PRF: Pseudo Random Function)
0 | = 2| O|0|E| £33 2 2|8l HMAC_hash()2d4H2 BH5

PRF hash(secret seed) = HMAC hash(secret, A(1) || seed)
HMAC _hash(secret, A(2) || seed)
HMAC _hash(secret, A(3) || seed)

A(0) = seed
A(i)) = HMAC hash(secret, A(i-1))
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* TLS (Transport Layer Security)

.7C=>|T’ — =

- No_Certificate 2+ | |3P SLv30| Mo|El ZnIAEE K|S,
CHeh & &oil cHet & % |3H ZIICIt FIHE

7| 18 FortezzaZE X|Q|8t SSLv3 7| & X|&
« CHE! &5 2T 2|5: FortezzaZ X|EH CHE &5 20 2|F K|
2]

- OIS EOolu ZF HA[X]
TLSO| A FinishH|A|X| 24 A4 7[AFO| SSL1t CHE

PRF(master_secret, finished_label, MD5(handshake_messages) ||
SHA-1(handshake_messages))
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* TLS (Transport Layer Security)

- 23 A4t
» pre_master_secret H|4F2 SSLv32t S &
» TLSC| master_secret|&F WE2 CH&

Master_secret = PRF(pre_master_secret, "master secret”,
ClientHello.random || ServerHello.random)

=5 MEMAC HIZF[, MM & 7, IV)2| AL S8 £
HSE WM TR =

key_block = PRF(master_secret, "key expansion”,
SecurityParameters.server_random ||
SecurityParameters.client_random)

o 7|
O]

. 2018 T 7Hs(2 5 25 Zolol Hi4)
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* TLS (Transport Layer Security)
o X
- TCPE AtE35HoF &
- HZZ| &H|

« PKI £ A3l oF &

« PKI X|H3HX| &t= E2I0|E EXY
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HTTPS
+ HTTPS (HTTP Over TLS/SSL)

- M
- B et XMt M7t et et S 412 Foi6t7| IF SSLt
HTTPCS| ZAg!
» HTTPS 7|52 M 2E
o A Mo et AFE
« HTTPSQ| ZE £ 443 (HTTPE 80)
« URLO| http:// -> https:// 2 A&}

{0

| HEfR Kol LW

I

« HTTPSS| &5 35t 7S
- 23 M URL
- ZM9 LIS
- HEIRKX{ A LIS
- HEIRX{7I S48t 27|, M7 S48 F 7|
« HTTP slH2| LIE
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HTTPS

*HTTPS (HTTP Over TLS/SSL)
. EXF
« 212 THA|

5 = % % V=N
» TLS HEMO|T 2EF HTTPR QLE ME a0 et
« D= HTTPO|O|IE{= TLS 22 OH|0|EH A 1
TLS Client Hello——mnonn-—__|
-‘.?-_ EH' 0| 3 ;  e——Server Hello——
- VESE |
« HTTP dl|Z =0{ Connection: close HTTP -~
UoE AE SR EAN e .
» TLSTZ& HZ B E = close_notify  ssslolg | ‘
ZE e (HTTP .
2 HTTP
2 L eciom o]

Network Security Essential

Protocol Engineering Lab., Sangmyung University

42



HTTPS

« HTTPS (HTTP Over TLS/SSL)

o =K}
o
- H ¥4 =
. 519l TCPHZO| TLS 47017 ZRECH IR 4t
- Close_notify 3= 2} Connection:close X|A|A} Q10| BE = SE ™A7 2 HSHK]
2 ae
- MH Z233 7L} K| 3xte| 30| #elo] H
« TLSE 2ot ZEE Sl oflz{et 2/ 52 A XI/CHA

Network Security Essential
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- 2l 2ok
o« OFHAZN HE EOF (SSL)
- M&HE EoF (TLS)

* SSH (Secure SHell)
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SSH
* SSH (Secure SHell)

« 712
. |_-||§_<,>-.|5_01|A-| CIE AFE 232, d43 BHE S eHde 0| o]
EH S22 Fodet S Z2EZE
. %*Eir E|X| et= 7I1E Q| TelnetS2 CHAISHZ| {5l AA

« Z22I0[AHE/MH FZ o TCP £ AM'E (2 E:22)
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SSH

* SSH (Secure SHell)

.7Ho

- M& AHE ZZEZ (Transport Layer Protocol)
. TetEr 7|%‘(Forward Secrecy)E IFESt= AMHQ| 21F, H|O|E 7|&
MM A= ( Moz ot= 7(1|—-—)
- AFE Xt 215 Z 2 E Z(User Authentication Protocol)
« MEHO|AH ASKE 215
- ¢34 Z 2 E Z(Connection Protocol)

« 5tLt2| 7|= SSH @12 & A& 3st07 0421 712 iEI’“
=)2 Ch& 3t

T

Al %

—

OHH
tol

J

—_
[l

(&5
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* SSH (Secure SHell)
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* SSH (Secure SHell)
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* SSH (Secure SHell)

N > 17 = |
« MEHE T2 EZ (Transport Layer Protocol)
Z2EZ S5
ol 77 = SS9 Al
=L El | =HOo Sato|gE A
- XIS SIE[EE MEE =22 T |
MEdst 558 SSH MSG_KEXINIT T TE
iz sht= G P

0 | i% o|-0=| '—-I o Egj—!?__"?} SSH-Protoversion-SoftwareVersion——»
o 9| le_§l_|', %I'§, MAC, %I'—fl— %% S M | e SSH-Protoversion-SoftwareVersion———
I SSH_MSG_KEXINIT: >

i S SSH_MSG_KEXINIT

7| mzt

7| m# SSH_MSG_NEWKEYS >

B - SSH_MSG_NEWKEYS
MH|A 2% |————SSH MSG_SERVICE_ REQUEST———»

Network Security Essential Protocol Engineering Lab., Sangmyung University 49



SSH
* SSH (Secure SHell)

« TSEH|

« I
o

Ol

= E = (Transport Layer Protocol)

BCE E O| DES(3DES), AES, Blowfish, Twofish, Serpent, Arcfour,
ast a2 €E|F2 CrYet 7| ZO|= X[ &
- MAC 1 2[&

« HMACAIEE @3t SHA-1, MD5S°o| &1 g|
INEE

il

S oy

[OF

7| 2402

. Hd
e zlib: RFC 19502 RFC 19510 A &9

Network Security Essential Protocol Engineering Lab., Sangmyung University 50



SSH

» SSH (Secure SHell)
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* SSH (Secure SHell)
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