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Introduction
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* Hypervisor-based virtualization
« Container-based virtualization

 Docker

« Container-based virtualization
* Docker Architecture
* Docker engine
* Docker container
* Docker Security Analysis
« Docker Internal Security
* Docker and Kernel Security Systems
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Background

« Virtualization &3

* Hypervisor-based virtualization
« SIEQO] =&0|M 7t EE NSE

. BAE 29 HA ATHol 2B Ity AlAHE 75
. ZH 7FA §} AMAEHS 22 n 2 —1 Hﬂ} 1 F5H 0ot et
B ol 72ut A K*xﬂ HAE OSE T4 E
VM
VM ||VM|[ VM |[VM | e VM
Hypervisor engine Degsg:tegcsies VM HVM HVMJ ‘ VM > Aplication

Host OS Hypervisor engine Degszgtegcsies
Hordare Hardware

Hosted Hypervisor Bare-Metal Hypervisor

Analysis of Docker Security Protocol Engineering Lab., Sangmyung University 5



Background

« Virtualization &3

 Container-based virtualization
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Background

» Differences of architecture

« Container-based virtualization= container0| Al OS7t

EHEIX S

S8 T2 IS Adst=d HRE 379

ClAA7I SAst 22 z 2332 AMsE vMe 37| al
ZIQSt BIAAELCH &S

« Container-based virtualization2 7t4 2t4do| =2 o E

K-”_l_ol'

Analysis of Docker Security

Protocol Engineering Lab., Sangmyung University

7



Docker
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 Container-based virtualiztion
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Docker
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Docker
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* Docker Engine
« Container-based virtualization architecture@t A

 Docker daemon
« Docker container& A5t g2|E
 Docker client
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Docker
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 Docker Hub
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Docker

 Docker container
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Docker

* Docker container
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« Cgroup
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Docker

* Docker security analysis

e Container= S AE 74l R EAl S L QloOg S A

x|
E AAHo] Y HE M A

Analysis of Docker Security Protocol Engineering Lab., Sangmyung University 14



Docker

* Docker security analysis

* Docker Internal security
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* Process isolation
* Filesystem isolation
» Device isolation
« |PC isolation
* Network isolation
« Limiting of Resources
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Docker

* Docker security analysis

* Docker Internal security

* Process isolation
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Docker

* Docker security analysis

* Docker Internal security

* Filesystem isolation
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Docker

* Docker security analysis

* Docker Internal security
 |PC isolation
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Docker

* Docker security analysis

* Docker Internal security
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Docker

* Docker security analysis

* Docker and kernal security system
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Docker

* Docker security analysis

* Docker and kernal security system
« SELinux
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Docker

* Docker security analysis

* Docker and kernal security system
« SELinux
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Docker

* Docker security analysis

* Docker and kernal security system

* AppArmor
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Docker

* Docker security analysis

* Docker and kernal security system

* AppArmor
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Conclusion

» Docker= namespaces, cgroup & filesystems
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