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- CHEZ|2t HICHE 7|
« & oAl (1/2)

- CHE7| & E 5 A
« AlAIZF OlO|E] A2

. TR
« SAXC| HRIF|ZE MEBFH SAXIO| SINT|Z HEE & {0
CIO|E R 2d 480 X7t 218 7Is®

o« 7

mk2,
« SSL/TLS, IPsec S T2ZEZ20|A CiE7|E nEst= ol A

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 3



» HIChE 7|
. BIFIZ AEstEtE HR
« RO ZIHFIZ & E 5t
o XRIXH
o ([
- AIXHERO| KMl THRIZ |2 S5 8t & 4~ RI0{ TIO|E 7|2 Eo| EEH
=g
« S7HFIE AtTo] gotor stEZ HO|E FZEE HEL 2% 2150/ ofdi=

- JHQIF7|2 A E 35t B9
. SRS THRIT|Z ot B 5tE
o AIFX4
o ([
. ClolEf P74 HET 51 QB0 7t
o CFZ

- AR SIMFIE S0 JUCHH FFLE =

ol
LOL
ok

o L0

4 2l0f HIZA HEol

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 4



H =
I S

« RSA-B 7

- S35t X|==0f Cher 34 (1/2)
« ZH2AEl M| A|X| B4 (Franklin-Reiter Related Message
Attack)
. Franklln Reiter7| &r74ser & .c=;.' , 7 70ef 27 HIA[X| 7} 4

A1 StLEC| HIAX|E &0

° eg

my =am, +b=f(x)L M, SAX7I m,E YIOXt &
¢, = mj modn = (am, + b)mod n = (f(x))e mod n
m,E 22 Z= Ot (f(x))e — ¢ = g1(%)
m,E Z2E A= Lt A x¢ — ¢, = g, (x)
xlEH—LOFJ\(GCD M
« m,Et S22 7HX[= Lt A ged(g1 (%), g, ()= 7+ &

TCP/IP ZEE =

Hyejeong Kim, Protocol Engineering Lab.
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H =
I S

« RSA-B 7

. o+§§+ K=o CHEt B4 (2/2)

- W W E ZZ(Coppersmith’s Short Pad Attack)
- HAIX|o| ZHEE F7te M, 2HEH HIEE F715t= WS
MR35 L} o mClS MRst 740 Wizt =7d

coH L— = =
« eg., AFESAI AR mE ¥Estetcto 7Hd
o HAIX] mOf| B2 THE pE F7101Y L=zl HA[X] & 47
e c=(m+p)¥modn
o SAXI LD E 2t 57| eE €1 UCHH, 7tsTt B= HAIX| m'S
ANESHHAM ¢ = (m+p)emodnE ':'f | l=em'2 &s

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab.



e EIGamal-S &t

« 7|
» SMZl(p, g, h), 702171 (x)
« g: p2| HA|IZ
* h: g*modp
e x:1<x<p-29 8=
. 7| A
1. & &7 pl HAIZ g& M
2. 10|&kp —20]|5to| F4 x MEH
e p— 12 AR, 8% Asto| LA
.« p—12po| Yot HHE HMES 7IM, ZEE Qidtof WES OIE
- 20} A™El0l 280, h = gP~* mod p = 10| El0{ B747|7} 10| H

3. h=g*modp &t

o

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab.
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TCP/IP 4
28 Hs

(HTTP, DNS, SSL)
EHAS

(GIF, JPEG)
MM AHS
(SDP, SAP)

M& HASB
(TCP, UDP)

HEXZ AS
(IP, ICMP)

HolH &3 A&
(Ethernet, PPP)

=2l HAS
(Fiber, CDMA)

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 9



- oIR8 20 2|E 2 A& 5o EYX|IREH SHKX|HR|Q
ZHZE MXE|=E= 72
= =2 O T - A
- 228 H|O|E
. Bo|: HES/F0lM TZI0| 2X{x|of £25t7| SlsH ofiE AR E miztot sHEX|
Zssts ol AL ElE dlole 72
. T4 2K T4, HEY 0bAT, H0|ES0], QIE{HO|A, HHE2
» X 2= (Forwarding)
- IZ)0| 2t RE{o| 3 23 o TR [, 2tREl= O TS
X3t =24 252 0| AFHE &
- Z2|Y H|O|Z

7| et eIt /e Lol 71 &

l'IJ
o
9-'—'

ol o2 A0 Mdst &2 230l =Y
- T4 FEX| F4, QlEBolA

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 10



HER3 AS A7H

0 15

S 2 2{T EE oAl
Incoming Outgoing

Port | Label | Port | Label
1 14 3 66

o—

Incoming Outgoing Incoming Outgoing
Port | Label | Port | Label Port | Label | Port | Label
1 66 3 22 1 22 4 77

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 11



HEXHT AT 274

o 1l E(Switching)

H
« SAE 7H0] L|O|EHE ™MEH St
==

* ST
« 3| W EH(Circuit Switching)

. S5 AIREALO|Of 22| B|M(EE %

0|835tod HIA|X|E FodtE wEt
e.g., OFHZ2 &l3 M3} A|AH]
S N(Integrated Services Digital Network)

. I§Z! W BH(Packet Switching)
SMRE7E HE SR 5= HIAXIE
QHet 7|2 2ot =, Y504
5 KIxpo} Ol8 Harshe mek Al
- eg.,IP

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 12




- I Z! TRt e
» 94743 MH|A(Connection-Oriented Service)
. %40
o =

o AFXA
o H
. S ARTL CIOIE £ME Halg Wegiol &1 40| I H
. Chxd

HOIEE EUHEEl=X]?

- GlO|E] ==&l o7 oi| CHEt SE -

GlolEf M%

Clo|e MY HE2 &elste SH T

L L E L A AN AaEEERRRARNN
AaEEEEWWAR AaEEEEWWRAR
— —

TCP/IP ZEE =

Hyejeong Kim, Protocol Engineering Lab.
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HEXHT AFT 274

MH| A (Connectionless Service)
H|

KO
KO

i X|e10| M=z

<

123 AH[201 H

O

LA A
AV S EE W W

aamE=m

<o
pal

.I

GilolE

aamEn

M

3

<H

ol

||

=

NH

LH

1

~

<

<

& =

s N

5k

2

kKl D

_._._-_ |

ol 40

|__A|ﬁ I__AIL [ ] |

mlen K

AT ==

o% N

N NIE
ol B0 O]
|—|——|L [ ] [ ]

muunuww \

AVAEEEEWWNRN
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O - O
=X 9 ZEX| |IP EE MAC &2

° OI—?=—=%5| A-l Hlé - E_?—'I I:él J_ll-jg(’”z) SrSEILt Asixjol HlolH0] xizEl K
x4
o

1. A EHA | Eoeg s
MEf HE U 2MA0l S
. 3o
- 2IRE7L 7Y EME Qe A ERIE st 23 2 SEHst= BEA
« E Kl
=

=
- B7L AQl 85 ok, 280 tiet SES WA= TS
A B
I
gﬁ' L

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 15



HEXHT AT 274

- A1AYE MH|A - Z T 1H73(2/2)

o
2. M& EHA|
- MMEI 442 E5} O|O|E{7} & E|= CHA

. SAE 7ol iFE B2t 7IS

CHA|

° €.

g., TCP 4way handshake

- P>

= A EZ|E MAN Tt

—_ L

=

o

TCP/IP ZEE =

Hyejeong Kim, Protocol Engineering Lab. 16



HERZ HE 274
CIEE MHIA - HE BE e

]
|o]
e L1, L2d0lE8
- suxl| =8kl Lo 1 2 BUR[SHER | o
|:| L1 ‘4& Fa 'H‘ L2 ‘%Sa 4 ‘
network [ ] A connection-oriented ’ )

[ ] packet-switched network
[ ]
:
N 7hY 3| [ ]

]

]

—>|:| network
]
[ ]

Outgoing

Port Lable Port

Lable

1 L1 2

L2

:
&7

TCP/IP Z=2EF

Hyejeong Kim, Protocol Engineering Lab.
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—
. HIOJE] M& S AlEHety| © HZAS MEsHE DA KQ10] LAl
. H1% K|

=2 O
. HIOJE{7} TS ElS SO Wasts
ket 2t A
- SE K|
. Hl0JE M&0| ARE

0

TCP/IP ZEE =
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HE3 HAS LAY

R1 R2

Ok
>
A
e
[ ]

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 19
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HIAEE MHIA - TZ TS B Lo

EUX| Fa o
A
B

A

EN

C 3

=d}t
=

network [ ] A connectionless -*
[ ] packet-switched network ;

bal

Wy
I:
A
1|
12
El

I x|
o o|E4 CllolE4

B
M
B
‘ no
M
B
R
B

R1

&
|
;,,

network

R3
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HEXHT AFT 274

T
2r
of>
l',J_

0

HolM ZEl= AZFS 2 QI5H K[d g

& &

R1 R2

2
> O

x
Fdy

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 22



HEXF AT 47N
HESIT AE MulA

- =2|* =2 (Logical address)

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 23



HE3S

e MAC C}& &2/ MAC F4

10 ;|OE = %F;l- 2 x4 | 2ol Hlolg
-\-L-I A— 1— = O _’|, — _Ix Datagram . D'; -y l
X AZ F 3510 2 AIRFO| |[ eencerzan _
IPI_LE i.:.oo —|—|_X__ =ESE sx= —
- O_la 4' _* -Il X-I EI' Datagram+NA
L |§ 7 o O - = Y DA
CIS & MAC FAE XS ARP
MAC o DA 2Xx|9| =254
Datagram+MAC e NALCIE &9 =2|F A
Y Link Link | MTU
ErEist o MTU ZICH & B9
Z1
W10 . . e HOlO|E ZO|
MTU Ef0|E
A 4

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 24



HEXHT AFT 274

s HERIF AT MH[A - EAIX|(2/5) [a
mZio) Eux| & SE| £4
- I %3} (Packetizing) EMEe Z2EE Solus
- 9
- SYBSLEZFH 22 H0|HE HIo|F12= 2 AEs| st U
- EF

. COlE] B, 12! T, T2 MERISE 0| 01 0{Z

. M&sEH|o|E{7} MMM 0|2 et HO|IRER M=l IjFloz
L50{ M&
P ZiZ! sl | o|o|E]
}

e [ &8l | diolE | EAYH

o= Olo|H

=
o )
N
o

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 25




HE3T HS A7)0
s HE QT AS MHIA - g AX|(3/5)

R E}% §O| '_-|:E| = A 7:I-7|
- O|O|E{ O&o| SHMX| FAE E11 2IRE H|O|E& & 15101
CIS 2tREe| =8| FAE A=A

plefulol

192.168.1.0 255.255.255.0  192.168.1.1 EthO
192.168.2.0 255.255.255.0 192.168.1.2 1 Eth1
59.3.135.0 255.255.255.0 - 23 Eth2

0.0.0.0 0.0.0.0 59.3.135.254 15 Eth3

TCP/IP Z=2EF

Hyejeong Kim, Protocol Engineering Lab. 26



HEX3 AS A1
e I E Q|3 HE MH|A - 2 AIK|(4/5)

= MAC(Media Access Control) =42 37|
2 &9 =2| A E ARP(Address Resolution Protocol)&
& 5l MAC(Media Access Control) &4 2 B&HsHE A

+ ARP: =E|ZAE EE|TAR HEAHTE 22

« MAC: 22/ HEHI MIHES| SAIE ?ls HERA
ClE{mH|o|A0l T =l 1 AERY

C:\Users\Owner=>arp -a

DM LAN {2 H 22 99 HZx 1: ClEH I O|A: 192.168.183.1 —— Bx5
PlEY Fa Bax Fa
192.168.183.255 ff—Ff—Ff—Ff—F+—+FF
224.0.08.22 01-00-5e-00-BB-16
224.0.08.251 01-00-5e-00-80—Ffb
224.0.0.252 01-08-5e-00-80—Fc
239,255,255, 250 01-00-5e-7f—ff—fa

ol o o o3 ox Jo
O e O

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 27



HEXHT AT 274

3 AS MH|A - g AIX|(5/5)

» EHS}(Fragmentation)
- H9

Cio|Ea” ol 37|17} M&E7HS T MTU(Maximum Transfer Unit)
372t E 82, 2gstod ©M&ste A

» e.g., OIO|E{2 & 2| 37| 4000byte, MTU= 1500byte
 4000byte = 20byte(IP 31|HZf)+3980byte(H| O| 2 = Z))

1500byte = 20byte(3l|HZt)+1480byte(H O| 2 = 7))
& O|o|E ZE B EQ13980byteE 1480byte 2 XA ZHCIHH,
1480 1480, 1020 bytel| HO|Z2E 3 7|E 7} % Ho|E{ 2 2y

HI’C’*OE Lt= %'F:.’
*MTU

EClHERIR MEE = U=

Z|cH 1P ClO|E{2 & el 37|

TCP/IP ZEE =

Hyejeong Kim, Protocol Engineering Lab.
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HEXHT AFT 274

HAS MH|A - BFRE{(1/2)

o
m
10
L

2t2E Eo|g
DA DA | NA
| g &0l =2l 548 &8 |
NA : : HES=Z
Datagram+NA ]
4 DA R »| Processe: [
LIS & MAC FAE &3 ARP v
" MAC
Datagram+MAC
r Link Link | MTU
ErEs ]
[ MTU : : e DA EXMX|O| =EIF A
e MTU EflolZ e NALIS &9 =EIF 4
m— e MAC CI2 &2| MAC &4
e o Clole 23 H| e MTU %|CH M& B
False e HOOIE| ZO0|

2H
clolEi 12 Data Data waG | eeist

EEY MAC | EHH3t

dlolE 2as

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab.



HEXHT AT 274

s HHER 3 AE MH|A - 2HRE{(2/2)

- CIO|ET ™ =4 HA
» CllOJE 12 2| F 288 AASH0{ Cl|0[E{1=0| SHEH|
MEHE|od=X| & O]

AA L—
* e.g., A|=24(Checksum)
- &4l 0| M CIO[E| 1S MY mf SICiY HO|2E 8 B Ci#t %
1 &0l H4E HAstD £ 4 §01IA-I A Y [= A T [ e,
H|O | 5 (N —’F—°”0P_T'_ flef 2kt Hlw

EEOH CHall s st A3 +=1
01 %|5tH H|0|E{2 20| &4 ||

539-\1

Tk 7t

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 30



2
P
o
X
2
of

CHZ|

x2| Al7F =29
MEE AL SE Processes HE3
, ZE oA 1
True ! H7
False Hlole| 23

2t CHo|

Hlole 25

ClolE ME

xC->Ié>|-x—-llol_| » E”OlE-lj_EH
E”OlE-lj_El-:ll'l'? " n1|7| a
False

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 31



HE3 HS A
- HE Q|3 HE MH|A - SX{X]|(2/2)

. 035}
1=

. D|O|E|E $AIsHE ZAFEIR, WAIK|ol M HSE Z/S ol
SE

- O[O R™ &8 HAf

. 4 {13 O O[E{ 2ol M2 A4S AH4kstod HOJE R4S Bol

o XLk

- =

. A8 H|O[E|O O] 2X1X| ZE HE S Holstn AQASCE HL
. T2 R E
. HIO|E|2 0| 0f2] THOl ZZHO R Liro] MEE B
SNEEEY

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 32



[ — -
« BAN|%E
« QF £
- MIMoR QFE AURIY £ QoL 0IE 8t /50
=
. IZl0| £ A E MBI MAE 4 9lom 0|2 Qs B2 E H|o[E{ 7}
OHE 2| O|Mof MEE = /US
« S E X0
- WX ARE7F SHX| HRE7 AMEE = Ye SECOHES2
C|O|EE MAI5I0{ MEe += S
A

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 33



HEXHT AT 274

« MH|A & & (QoS, Quality of Service)
. HHIADHZP Z|MstE FE MBS0l 01243 0] U3

AATE

. EH°='='= =&, KA, =% U F SO =2 Qs MH[ATF = HESHK| 7Lt
=& IHoUP EXNE
o E|‘o E|
- HER|Z 12 &0, 2tRE B2 848 S0 [HE ds X{5t0|
EH%J 2XE 1edsHok &
g, HER3 A 27 7HE+S 2tRE H|O|ES| 37 I S7tstH £l
EP—?—%‘ MEE grelste= o %‘ ot HZ 2|2t X2l S=0| FFE 4%,
A—I'— X-| |.|:|I-AH

TCP/IP ZEE =

Hyejeong Kim, Protocol Engineering Lab. 34



HEXHT AFT 274

)
=
oF AN
Ll o]
N T
o 0
o |u“.u_|
%0 o[ ol
< o< <
- E]
Tl 7l -
oF AN
= LH _r
=T HO
™ T s
%W W
1s K0
oz ] =
<F m__m 20 I
olll LHO .mu_.ﬂ 10 —<
= ol - 0%
<7 . K2
g RS
TRl KA
ol Kb
Rl g ot
A n R A
aﬂﬁ _§=QE
;imW EuaA
ﬂ:u mwﬂWMﬂ
=
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IPv4 =24

« HHEYIO|M EAE ZHO| OO HEE Qo B2 &
EMX|E X|H5= 32H|E Al &

o E [ )
2
0 O ¥ Ik
> o
0

Oh—-
0jo

- >4 | &£ Cl|o[H M&
O3 MY J|SEHS EEstod J|EFCHE 7152 AMZ 6t

o
Q@

ol
Ojn
al
2
2
2
O

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 37



IPv4 =24

BT ZAMQIE J}E
CEA DU ERIE OF7|AIH MES FAE BT of2iS

« 2%l 10%I, 16Tl ET7|HE 7t
H1EBX CA _ 67 _ 00 _ 44
© | 202 103 0 _ 68
B|2N 11001010 . 01100111 . 00000000 . 01000100

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 38



IPv4 =24

715
- QIEm|O]& Al

- O|O|E| 10| BHIE = AIRfOH| M EE %8 |
Qls BHISH LIEXT 0| QIEHOIAE AlEE = U= 3

-2t 2E x|
. B4 B0|CHE HEST0 U B9, BHREE S5
GOl S 7hy Fig

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 39



IPv4 =2~

- HHER(Z ID
. &0l
« O 2I1Z 0 AlZStE §H 9| HIE
s OdSF
— =
. BAET} QRIS UEYAE AlEsts Ol AR E
e S AE 1D
. &0l
- HER3 IDE Ae|gt LIHX| HIE
o O_=||3EI- <4 bits—)l(—4 bits—Ppt€—4 bit$—>|<—4 bits—>|<—4 bits—)|<—4 bits—Jp
¢ |__-||E_<r3__|:] O! SAEE P FEA 5 _
Algdst= M’%El:ula A asia | HESZD SAEDD

IP 3480 127.10.2.56
HER3 F4£:127.0.0.0
ZAE $£4:0.10.2.56

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 40




IPv4 =24

S

. 04|Al| 5.1
10%) 7| IPv4 TAE M 10ZN(EE 27) E7|HoZ #HEtsle)

CHE 2T(EEE TLoE M
1. 10000001 00001011 00001011 11101111
2. 111.56.45.78

. 184 E£0| . 28 EZ0|
« (10000001),— (129)4, ¢ (111),,— (01101111),
« (00001011),- (11)4, . (56),0— (00111000),
« (00001011),- (11)4, « (45)1,— (00101101),

.+ (11101111),— (239)4, « (78)10— (01001110),

+129.11.11.239 ~ 01101111 00111000 00101101 01001110

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 41



T —1_
o 711 X
. 0J|Al| 5.2
CIS IPv4 A E7|Ho|M &2 FE ME 2ot 2}
1. 111.56.045.78
2. 221.34.7.8.20
3. 75.45.301.14
4. 11100010.23.14.67
. EO|
1. 107 E7|H0i A 00| TH 2Fofl LIt = oF E
2. IPvd A E 4HIO|EREC| Blom oF =
3. M10% E7|HoM 2 =XR= 2552 CF 2F 7L} Zrofof &
4. 2T E7|HO M 107 E7|HE E&EAM Al6HM oF =

TCP/IP ZEE =

Hyejeong Kim, Protocol Engineering Lab. 42



IPv4 =24

e AR
- 0{N| 5.3

CHE 28 BV IPv4 A8 16T R7|He = HiErst et

10000001 00001011 00001011 11101111

- E0|
. (10000001),— (81)4¢
. (00001011),— (0B)y,
. (00001011),— (0B)y,
. (11101111),— (EF)4¢

- 0x810BOBEF

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 43



- 2t 7He| =4 CHAO| =40 HR7F E2e 8R7 US
- e.g., HERT ELIEHE, MEY! MHH
» 0.0.0.058E{ 255.255.255.2557}} K| ZO|E|0{ US
e e.9., Ma T4 OX[E AT FO{RIE2 B2
« XS FA:146.102.29.0
o OFX|2F F=A:146.102.32.225
« OFX[EF & - 4 =0.0.3.225
e FTAO| £ (0x256%4+0x256%+3x256+255x%x256%) +1=1024

» Zt 242 NOT, AND, OR AFE

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab.
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IPv4 =24

« 214HNOT)
. 04XN| 5.4

CHE =2 O|ZIHo = E7|El 32H|E £0{ NOT d4tE MEste WS A5t

00010001 01111001 00001110 00100011

- £0|
- 00010001 01111001 00001110 00100011
- HEHe| £:17.121.14.35
11101110 10000110 11110001 11011100
« H=:238.134.241.220

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 45



IPv4 =24

« 214HAND)
« oAl 5.5(1/3)

S =2 O[RIHe = EU|El 5 7H2| 32H|E0i AND d4r2 M st W2 Hodet.
1. 00010001 01111001 00001110 00100011
2. 11111111 11111111 10001100 00000000

X #Hm Z0|
+ QEZ XE|o =5 E RIEHCHZ AND LS AT
- 00010001 01111001 00001100 00000000

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 46



IPv4 =24

« 214HAND)
- Ol K| 5.5(2/3)

CIS =2 O|FIHo 2 E7|El 5 7H2| 32H|E 0| AND ¢4t 225t S Eodet.
1. 00010001 01111001 00001110 00100011
2. 11111111 11111111 10001100 00000000

« & Hmj £0[(1/2)
- AEO| ™ 10TIHo R EU|EI B2
e (A)F 3 Mo 5tLE7F 0 EEE 2552HH AND QA2 &2 HIO|E g2
+ (B) ¥ HIO|E7}0E ofL|T 255 OFL|ZHEd Z} HE

(o) K=
AR

- 00010001 01111001 00001110 00100011 =17.1-7.14.
« 11111111 11111111 10001100 00000000 = 255.755.140.

o X, & Hw, Wl #Hmi HIO|E= (A) &=, Al #Hmi HIO|E= (B) &S
SE=3
10O

o
Im
i
oo
0%
10
iC]
|0
|-|u Ml
mg 3
SN
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IPv4 =24

« 214HAND)
« Ol Xl 5.5(3/3)

S =2 O[RIHe = EU|El 5 7H2| 32H|E0i AND d4r2 M st W2 Hodet.
1. 00010001 01111001 00001110 00100011
2. 11111111 11111111 10001100 00000000

- = Hm £01(2/2)
- Nl il HIO|E 7|4 BbH
e 14=234+22 421
e 140=27 + 23 + 27
- 2 HE Nz Eo|UeE B8R, 0l FEE H
¢ 24 2°=8+4=12
£ 17.121.12.0

ok

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 48



IPv4 =24

« 244HOR)
. of| Xl 5.6(1/2)

ClS =2 O|FIHo 2 E7|El & 72| 32H|E 0] OR QiArE M E 3= W s Hoqig}
1. 00010001 01111001 00001110 00100011
2. 11111111 11111111 10001100 00000000

- A 0|

-~ 11111111 11111111 10001110 00100011

« 5 B E0[(1/2)
+ AS0| ™M 10THez BY|E 89
¢ (AT 3 ™Mo{T StLt7F 0 EE= 2258HH OR @442 E HIOIE gt
« (B) 5 HIO|E7} 0= OfL|11 255 OfL[2}H ZF HIO|EE 8o o = &4

(o) K=1
AATE

o AHEARY £:17.121.14.
o 5 HARY £=:255.055.140.
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IPv4 =24

« 244HOR)
- Of| K| 5.6(2/2)

S =2 ORI = EV|El & 71| 32H|E01 OR QittE ME st YHS 2oqE)
1. 00010001 01111001 00001110 00100011
2. 11111111 11111111 10001100 00000000

- = Hm £01(2/2)
« M| 2Hmi HtO|E H|4F 14
« 14=23+4 224 21
e 140=27+ 23+ 27
« Z2HEXME ¥Oo[/UeE B2, 0|4 SSIUHEH7I I X2 = B2E =+
o gt
e« 274+ (23+29)+21=128+8+4+1
. 255.255.142.35
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CBEA TlH FA K|
« 9|

e IPv4 T4 KAHONM AFEBElE HACE P FA B7HE
CtAd 7He| E2iA(A, B, C, D, E)E LI+04{ HHE3sl= &Y

0 8 16 24 32
I I

HES3 ID 2LAE D SagA A = A
2 ~ 8 bits 24 bits ZFehA AT

HES/Z D =2£E 1D = ==
) SolA B A

3 ~ 16 bits 16 bits l T
HES3 ID SAE D Sl A ~ A
0 4 ~24 bits 8 bits FeiLC FL
HE|FHAE O& T4 FalA D E=A
gic 28 bits gei£D FL
o A SalA E EA
it 5 ~ 32 bits SoHAE FL

TCP/IP ZEE =

Hyejeong Kim, Protocol Engineering Lab.
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IPv4 =24

1= ESR I PN b S

of|All 5.7

o| Ecil&E LIEILHO4EE
0000001 00001011 00001011 11101111
10100111 11011011 10001011 01101111

ZF

1.
2.

=A
0

HE7I 00|22 Sei& A

H HIET7L 10|12, & HM| HIE7I 00|22 224 B
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. e.g

P F4
oA

|P$AﬂﬂA*E

A P

z4 @gol | HEHIID

Dot ZAE |IDO| H|EO0| CHEH

E
—1

HIE &

AtX|5HE HIE

1 16
2/ 24
- X

1L
-l
AE D
E ==
I:H-T-.LE HE 30 &8t
. DIe £0| SAEE X|2(224 - 2)

- STEL HESRZ0
16 - ZEfA ARCHE M2

| ) —

K| (216 - 2)

A~EE
AN = =

. ATFEO HEQTof e (28 - 2)
IP HE| FHAE

- T 8o of2dH

TCP/IP Z=2EF
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IPv4 &2

=) H | H | X
*= I' PN b
« EX|
= (2/3)
o =) Itg4sk A& ol
1= E= | S HIELS| 4 A% 2tE En HEE =+ US
2 =
R eing 52
(o) X
EIPS/, 2tol el 2 e
(10Zl4x) e
ZoiA A Oxxx xxxx 0000 0001 0111 1110 1~127 1/3 1.0.0.0 ~ 127.255.255.255
Ze2iA B 10xx xxxx 1000 0000 1011 1111 128~191 2/2 128.0.0.0 ~ 191.255.255.255
ZoiA C  110xxxxx 1100 0000 1101 1111 192~223 3/1 192.0.0.0 ~ 223.255.255.255
224D 1110 xxxx 11100000 1110 1111 224~239 - 224.0.0.0 ~ 239.255.255.255
224 E 1111 xxxx 11110000 1111 1111 240~255 - 224.0.0.0 ~ 239.255.255.255

TCP/IP Z=2EF
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o
- ZIRElE EY FAO UESI DA ZAE D E €A g £
RS
- OffSf A
- U5 2HA(D, E)E EF0l ¥

TCP/IP ZEE =
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IPv4 =24

- 2fla TR =4 XE

« ENE
« A HHH|
« EoiAS| D™HEI FT|MHE0| 22 HEXI 7 A AE AFZ5HH
ore |pEA7F EH|

L — =1

= 1
A =
A% E P Fo0 B

S
LI E-
« TAJZUS HUHoR BESEE UERI QFAE 0| B35 E )
RS H CHXSt7| olti=

=AE gD nYE £ HEI T}

St
S H

A Brol| & |oqoF &

0%
0x
H
<2
m\l
=
1A
|0
rr l',J_
HT
9.'—'
N
el
0
L
Im
Jo
i
ol ijn
0%
X
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4754

T
<

HA -
. 59|
C7|E 2EHA TR FA RIH YHM SHAE MQIS T4
XIS

- S35 (1/2)
- SAMO B FoA Qe EHIQ! 7t 2t BI(CIDR, Classless
Interdomain Routing) 0|2+ &
« MA| =4 SHE 71 ZO| EFLE Lis
- =50 Z&El= F29 7 29| HE MZ0lojor &

0 8 16 24 32 0 8 16 24 32
| | | | | | | | | |

=1

T
T

22

T
J
iz
i
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IPv4 32

- 2ellA gl =4 XHE

. 578 (2/ )
« 2CHH| A XA
. ZEHA T FA RIE GAD SU
(prefix) 2t A‘l""*(sufflx)E L=
o Z2[EAE netid, MEIAE hostid 7Is2 &
- n2 25 A7\ et 08 327t K[| =71 E = US

d
o ]

= (= EVa
deE, 258 ZC|HA

n bits (32-n) bits
Z|EA MEA

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 58



« A0 EEZ Y| HAM ZE|E AL ZLo|(n) HETF A
MEo| Z&=

Byte . Byte . Byte . Byte / n
* e.g., 192.168.10.1/24

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 59



232 = 4,294.967,296 2, 22| M2 0l sHEStH 32702 ZE H|E 7} B
EE0|M SAEE FE57| {6 AFHEE

& MA FTA 20| SHLIS| EEC R 7HF KT 2E FTAT} SHLES
HEX3F 0| ettt 7JdE o|olf

. Z2[EA Obit, MEA 32bits

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 60



%
]
-+
>

s 2CiA Qe =4 K™
« E &2 SICH
= "1 =2 O
« (Z7d1) E80 S5t FLO| VI-ERE ZE[EA 20|
a2 o 5 ojoF &
e N=232""0|E2 n=32-log, N
¢« (R 2) 2T FLo| £RIN2 29| HENZO|OF &
» ZE[EA o[ no| H7t 7| flol EHF
« (2 2) 550 5t 22| V2R EH Z2[EA 4o
i & % lolof gt
e N=232""0|BEE n=32-log, N
 (ZRUNAH MM FTAE NS Z LFF0{E 5= Qlo{oF &
« ZR[EAE MTIe=E EP 22 XEl 5FRRS M, X x 2732

TCP/IP ZEE =

Hyejeong Kim, Protocol Engineering Lab. 61



H=22 OX]
== o

Jotie M =5 €38 =Us dnEet

rr
ol

ISP= 10007H2| =AE %

10000| 22| HEAM|Z Ol otL|Z| HE 0 10247102 FA T} & EHFH

- =289/ ZZEA ZO[En=32-log,N=32-10=22

o AW FTAE 10242 LIF0{K[= 2121 18.14.12.0/22 2 MEHFQAES [,
Otx|2t =AE 18.14.15.255/2271 E

£ MEA

|K
JH

=]

A

;dirxH 0001001000001110000011 0000000000

otxi2r - 00010010.00001110.000011 1111111111

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab.
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- HER|3 OIAF(C[EE OtA )
+ 9|
- HEST =48 FESH7| 26 n7li2| 2% H
32-nllo| LEZ HEES 022 HE EE
« E K|
—1 O
- HE 9|3 0rA2 39t SMX| FAEE
QMUFHHERMNI 4
< 8 P 24 »
255.0.0.0 11111111 00000000 00000000 00000000
< 16 >
255.255.0.0 11111111 11111111 00000000 00000000
< 24 8 >
255.255.255.0 11111111 11111111 11111111 00000000

oA AOIAZ

oA B OlAT

oA coriaz

TCP/IP ZEE =
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IPv4 =24

NECERPE

« 04|X| 5.10
CFR2E7F SMX| 471 201.24.67.32¢1 Izl 2t=Ct. 2E{7I o] HEXHA
FAE M HHE Hodzl.
. EOf

- &2/ HIO|E7I 2010|222 ECHA B

- ZiA B U ELYF 0tA 3 Q1 255.255.0.02 X &350{ AND Qd4He!

¢ 201.24.67.32(5™X| FA) + 255.255.0.0(HER3 0tA3T) =201.24.0.0
~201.24.0.0
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| AVZ R

H=E2 Xi-d ==
= -1 O-L T =
CEAIE FAE M N FAUENT FA), FAO| T4
OFX|S =4 S22 50| 222 ESEE X
netid (prefix) Hostid(suffix) =
v v
netid (prefix) 000...0 netid (prefix) 111...1
N F=a N PN s
FAO[ N =232
220] &3t FA0 TS
NS 20| &5t FA NS, a2 WEYI ID EE
= z|=|A Zo]

Hyejeong Kim, Protocol Engineering Lab.
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IPv4 =2~

K <r
KF < 30

K0 ED
1 &

—.—.—.—ﬁ ﬂA [ ]

Hyejeong Kim, Protocol Engineering Lab. 66

M =4 = (elo] £4) AND (WE=Z otAT)

.|

—

41 H

A

PN
OFx|ah =4 = ([olel F£4) OR[NOT (HESIZ OtAT) ]

=
=

=2E

1L

TCP/IP



E8 LHC| AT} 73.2217.25¢ [ E5 LIS 4 £, & B AL} OIX[8f FAE

T otet.

- EO|
e 73201} 127 AlO|Q| ZtolE2 2 Zela AN
. ZoHA A nZte 8
« A Z:3278 _ )24
- RIFZIN QEZHEE DR Z 0L 1E BE
« 1001000 00000000 00000000 00000000
« 1001000 11111111 11111111 11111111
o MHEIm| FTA ~0OFX|S FA =73.0.0.0 ~ 73.255.255.255
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E'E LHo| A7) 200.11.8454 [ E5 LIS A =, 3 Hlf TAL OIX|2 FTAE

« 2002 1922} 223 AtO|9| Zto|lE2 2 EEiA
« ZoHA COlnif2 24

« A Z.032-24 _ 98

. 2lZI QEZHIEES 0|S1 Z 0T 12 IR

e AMHEHmM FTAQ OFX|E =4 =200.11.8.0 ~200.11.8.255

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 68



167.199.170.82/272 EE0| &35}
ot

- E0I(1/2)
« FAOINF
e N = 232—27 — 25
- HEL3 OIAZ
« nZf0|270|22 HER3I OtA3= 27702 13t 5742 02 2 F+4
e« 11111111 11111111 11111111 11100000
M =4
- Uo|o|FA g HERXA OIAZ
= 10100111 11000111 10101010 01010010
® 11111111 11111111 11111111 11100000

=10100111 11000111 10101010 01000000
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— —
=S5 MHEH FT&

- Of| K| 5.13(2/2

167.199.170.82/272 =50 &3
FA0| ot A Hml =4 O x|=

'I'—I—

. Z0/(2/2)
. DhX[2 FA
- HEL3I0A3: 11111111 11111111 11111111 11100000
- UHEL{= 0tA3 E<: 00000000 00000000 00000000 00011111
. elojo| Fa [~HEYT DAZ
=10100111 11000111 10101010 01011111
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s E = X1
= —

=
= O =

_775
« 0{|Xl| 5.14

110.23.120.14/202 E20 &8t LIS FA
et A el =4 oFx|eh F

- EO|
- FAOIHF
e N = 232-20 _ 912
- UHEL3 OAZT
. 255.255.240.0
o X Hm F
. FA 110 120.
- HES{3 0FAF: 255.255.240.
o OI- 7‘|'O-||A-| A—II:CI=>|5\>/I-\I | (A) I:II-AI; x4 |:||_-|;XH,
P (B) &AlS Al ey I:I|-O|EO| rSE=3
« X EIm| F£4:110.23.112.0
« OFX|EF FA:110.23.127.255

SR, L] A HHOE0f 18

TCP/IP ZEEZ

Hyejeong Kim, Protocol Engineering Lab. 71



IPv4 32

ME | &!/(Subnetting)
. X0
. LII_E A7 B IHe]| &2 ME HEXF(MELYHNS E LFE=
. —TUQ =
- HERI ID, MEYH ID, SAE ID
o EKI(»”Z)
E D7 MEY DS}

e oA J[HFEA XA JIE S A
SAE D2 L_F-rI_T'_, CIDR2 7|& Z2|ZA7} HEQT IDS}

MEY! IDE L&

S AE |D(hostid)

—_

HERZ ID(netid)

HIE 43 ID(netid)

. SAEID
HE 23 ID(netid) (hostid)

Hyejeong Kim, Protocol Engineering Lab. 72
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- ME UH|Z(Subnetting)

- £3(2/2)
- 2cAl E7[H(/n) AHE
. HREIHAE ¥olo| 3|8 FOlTIP F4 BUS
E8MOE ABH 4 8

« A H| FAKOS FA)P MELH OIAT = MEL FA

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 73



IPv4 32

» ME[Z(Subnetting)

N 7| HERIo gZFE T4 7
 MEUl oA 3 N, A2 UEZIH BT Ei0| sa
o ng_o_| n 7|& ZE|EALHESRZ ID EO|
= _ = . su MEH! =4 9| subnetid 20
- MEUl IDE Y 5t7| {8t 32bits e
s HESI7 2aE 24
2% gk
« A
- HELI Dt MEY DO ZEHIEE1, SAE DS EEHIEE
02 MM
. 22 40| SAEE JIXIE s7H| M2 HWERZ 2 LM subnetid
20|18 TE % UB(s = N/Neyy)

Ngyp =N +log, s

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 74



IPv4 =24

- ME UH|Z(Subnetting)
- 0{Xl| 5.15

29| subnetid Z0|& TF35tct.

o]
141.14.0.0 ~ 141.14.255.255 CH 0| L EXITE U| 7He] MEH S Z L}FH
n=16,ny =n, =nz =n, =16 +log, 4 = 18
« MEBUlotAZ 7} 18712l 12 7 XR|1
14742 08 7H &S ololE G J

« 255.255.192.0 D 2

o M

141.14.128.1 141.14.142.37 141.14.191.254 141.14.192.1 141.14.233.47 141.14.255.254
L | L |
141.14.128.0/18 141.14.192.0/18
Subnet 4

HIEQI3: 141.14.0.0/16

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 75



IPv4

- ME UH|Z(Subnetting)
- 0{Xl| 5.16

130.34.12.64/26 20| 7|&oH EZE G 7|2 ZHZho| SLUst I£o
EE Zt= 4719 ME HEQITE A5 DAF BtCt, ME HEXIE MAHSID

S A
2t7to| ME HIESIZ 0 CHet HEE Tatat
- E0|

¢ BEFAOIIHEN =26

+ LIERT 9| 3 Hmf F=4AE 130.34.12.64/26
- HER3F Q| 0tK|e A= 130.34.12.127/26
+ MEHESZE ?E HE HESRT Ze[EHA o=
Neyp =N1 =Ny =Nz =1y =n+10g,(N/Ngyp) =26 + 2 = 28

4718 MEUHERIZZ LIFER gt ME HERXIY Ny,,= 2712 FLE
%I-(_7|<_7—| 2)
-I'=' HESI o AR =4 s
130.34.12.64/28 130.34.12.80/28
« 130.34.12.96/28 130.34.12.112/28

. J\' m°l' OH-

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab.
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IPv4 =24

- ME UH|Z(Subnetting)
« o{|A| 5.17 (1/2)

Ol ZAI7F B, 8%, MEBL| 370e| AR AIE 71X UCH Y AIF A AbA
WAN MEZE 0|835t01 S5 HE AIF A} e4AE|o] QU O Z|AL7F Syt

EE2 70.12.100.128/262| A|AFAE 2= 64712 =AE O|FR0{ZICt B
AE

= ~1 -
AT Ao 32712 =AE EE st LIHX| & CHE 5 702l AHF Aof &5 ste

N, S AL Aol HEE Fa0| 4 S& AT &1l subnetid 20

N, ST AR A BHE T 4 i 5% AT &2l subnetid 2101

N K% AR Alo] E#EE Fa _ S A&l subnetid 20
n 7|& Ze[Hao Zo|
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IPv4 =24

- ME UH|Z(Subnetting)
. o{|A| 5.17 (2/2)

- EO|
e ZSUARAOO| A8 FTAE 70.12.100.128/275E 70.12.100.159/27 7]} K|
(327l AFE)
« O] FA & 37z BtRE0| stLt= OFX|2 FAECHE SME Qo AFS
« SZ AMFAS70.12.100.160/2858E{ 70.12.100.175/287F K| A (1671 AFR)
. MEB ARALS70.12.100.176/28 5 E4 70.12.100 191/287t K| AR (167 AFR)

- 0|3 OX|Y A= CHE SHE 26 A

5 AR
MF AT 70.12.100.128/27 S3 AT
70.12.100.176/28 70.12.100.160/28

70.12.100.131/27 70.12.100.156/27

<

@ 70.12.100.190/28  70.12.100.130/27 ! 70.12.100.158/27 70.12.100.174/28

70.12.100.173/28
70.12.100.189/28

70.12.100.129/27

70.12.100.128/26

70.12.100.128 ~ 70.12.100.191

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 78



IPv4 =24

- ME UH|Z(Subnetting)
- 0{Xl| 5.18

a0l MEYl 20| A S9| 5tLF7F 141.14.120.77 [ MEY! =AE &HotE}.

 Subnet2 FA:141.14.120.
e OIA3:255.255.192.
= RS L TS FEN VT == NS T S S B s S
e 141,14, 0 AEH . . . ,
- Ml Hmi= (B) W AL
o H}O|E(120): 26 + 25 + 2% + 23
. HIO|E(192): 27 + 26 I 9 9|8 & 5
« MEY FA:141.14.64.0

SSSSSSS

HIES|H: 141.14.0.0/16)

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 79



IPv4 A

H| 2! (Supernetting)

LIS 2 HERIE E& 5t

[¢)

7He| 22 HERZE

T

K
- orl o
O ojn O
+|A <L
e 1| o
HE _._m (!
T 0 _||_W
m
- Ry
o =T
= K
KHu vy
Ol <4 iy
mo ol MR
T UM
<0 5 Oluwm
A
;OE =I ﬁE_AL
O m_ Ol Kk
S um o)
i K fowd
7 ™MD
_ ol 1|
5 moll
m KK
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IPv4 32

ernetting)

O

T+ HUIE(Su
Of

« 9]
O AN =H= _ . A
- MEUEE =357 ?I8t 32bits 27!~ 24
o 7| AL
— E A — " — A
- ZgfEl 224 Col 25 Ji+E cetD & M, supernetid ZHOIE 7E
(=)
A=
nsuper =n logz C
Ngyper = 24 — log,(23) 11111111 111414141 11111000 00000000 Y ofA3
n=24 11111111 11111111 11111111 00000000 HEQ3 ofA3
Newp = 24 + log,(23) 11111111 11111111 11111111 11100000 Med oAz

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 81



IPv4 =2~

. SAE D7} 0QI FA
. ST HESIE 7t2

* e.g., 192.168.1.0

- HERIF ID7t 02! =4
- AN HESXT | XHE EAEE 7I12Z
*eg.,0.0.72.8

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 82



IPv4 32

’

E=
=

= A(2/3)

191 = A (255.255.255.255/32)
IEQ3 LHS| RE CIE SAEE|H HAIXKIE ™
P, S FAS EMX| FAZ AS

==

oA
Ok

St KR}

10k

« SAE ID7H1Q T4
- XHE HESRFo|BE FAEE JIEZ

* e.g., 192.168.255.255

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 83



IPv4 32

« E FA(3/3)
HH _7|<_

I EH 2R A(127.0.0.0~127.255.255.255)

o AFE0| AX[El AZEQJ0{E A[RSHT| K AHS

. e.g., BAHe Hmo|X|=0| MCHZE M E|0o{ Q=X = ©
(http://127.0.0.1/index.html)

o  AFA = A
- IR0 QIAE[X| Bi= IP T4 SR, LI HIE R Z04A
AEx|0 NAT(Network Address Translation)Z S35 QIE{4!
OI_=I7E=| ; 7|’o 0|'7'”
* e.g., 10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16

- HE|FHAE FA(225.0.0.0)
« StLIS| EYX| HH|0|AM 08 BHIZ 1 8E A8 E
ClolE{ & Maaty| fist T4
TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 84




IPv4s A

* NAT (Network Address Translation)

« 20|
o —
» StLEQ| BRI IP FAE AFE510{ 0] 7HO| AMME IP FAE
ClElo] e = RIESE ST V=

192.1.168.1
Q/ — —
NAT
A IP F2 stLtol Bl IP T4 é
192.1.168.2 /

192.1.168.3

TCP/IIP Z2EZ Hyejeong Kim, Protocol Engineering Lab. 85



IPv4 a2

* NAT (Network Address Translation)

- B2 E|O|&
- 59

« CIEHHOCZEREE E0{2 &= I{Zlo| SMX| FTAE AlEHF 7| 5K
NAT 2t<E{7} 7} x| Q= EH|0O|E

e HFAI
O i
o Static NAT
<lel
« LI HERIS ZE MMIP FTAE StLIC| B3O IP FAZE &t
« E K|
- O

-« At IPeE FClIP7F T8E|0] Rio| Ey S e ¢ IPE HEF

A —_ - - =
+ QR UM LR HERF SH ZAE s 2ol |p
SECMINES 192.168.1.10
. 2718 BRI NBEE HA e 30nmag
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