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HTTP (HyperText Transfer Protocol) (1/5)

HTTP (HyperText Transfer Protocol)
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HTTPS (HTTP over SSL) (2/5)

. HTTPS
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HTTPS (HTTP over SSL)
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HTTPS (HTTP over SSL) (4/5)
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HTTPS (HTTP over SSL) (5/5)

< HTTP Z2}0|AHEL} MH = HTTP 2|2 =0 Connection: closezt= 2012 E &t

[

“ HTTPS AZS FEoH7| ?IoiAM =, TLS7r AA0| s STHYS| TLS JhH|ete| HZES S=al0F &

d

> B9 TCP A ZRE Ty
> & Z0| A close_notify AE (alert)E ELf= TLS A2 T2 EZ AFEO0| HH

e AAS ZFSH7| MY & 4 E (closure alert)

ﬂJ|ﬂJ

wasfof

< H™AMN ZE - 2Ot Al(warning)E 23s|jof &t

» HTTP 22}0|AE = 52| TCP HZAO| A0 close_notify 4 E 2
Connection: close X|A|XIE ELYX| @1 SEL|= Az

> MEo Z2O" @RLLTCP AZ SX[& OF7[Al7|& S 2LF &Y
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SSH (Secure Shell) (1/14)

 Telnet
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SSH (Secure Shell)

(2/14)

< 19954 I 2tE O] Tatu YI®nenO| 7 Ets

* Y=z 7[8E ARESH| MZ0,

% SSH2+= RFC 4250~4256 A9 =

 X7| HM SSH1S 97 212 7|58
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SSH (Secure Shell) (3/14)

A HZE T = Client Server
 SSH M5 A5 1|3l ugt
1 M2
TCP A4 48
SSH-protoversion-softwareversion (V_C)
Mgl stolg At me
SSH-protoversion-softwareversion (V_S)
SSH_MSG_KEXINIT (I_C) )l
gaEsEd SSH_MSG_KEXINIT (1.S)
7| Wt
SSH_MSG_NEWKEYS
>
lugss SSH_MSG_NEWKEYS
MH|~ 98 SSH MSG _SERVICE REQUEST N
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SSH (Secure Shell) (4/14)

+ SSH H& A3 I3l 74

Pktl = {7l 20|
Pdl = TjE! 20|

Seq # pktII pdl | et==l HojzE | oy
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SSH (Secure Shell) (5/14)

. SSH % A5 IR 74
% Packet length: I Z19| ZO|(MAC2| Z0|= O|xZ gl

% Padding length: 2i & L{Elo| Z 0|

% Payload: ThZo| TSt HB7t H7US. O B3t YNISS ABYX BH 3 A4S
% Random padding : @538} %125 2 =, MY BT WES 37},
oJo|o| HRO|E Zo|o|n & T 0|7t YS 2 SE37|0| tj47t
A BHS, A= ABO| AL 8Hio|=
% MAC: MAC ZEZ H|Q|gh ZH| Tj20at Sequence Numberoj Cis) MAC Zt2 74t
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SSH (Secure Shell) (6/14)

« SSHOj| MOIE LNZE fAE S
S A - O = O = AL 24
- XS =A== Yig|SS M2 =08 FEHst =25
- SSH_MSG_KEXINIT rotA|7{ 2 2|= SdAko] 2»Ql
s gnals
3des-cbc CBC 2.t 3% DES MAC et 3]s
blowfish-cbc CBC & & Blowfish hmac-shal HMAC-SHAL: 8}A]210]=7] 210]=20

twofish256-cbc | 256-B]E 7] CBCE.E twofish

hmac-shal-96 HMAC-SHA19] Al H]E 96H|E; sjA] Zo] 12

twofish192-cbc | 192-H|E7] CBCRZ E twofish

hmac-mdb HMAC-SHA1; sjA] Ao]=7] Zo]=16

twofish128-cbc | 128-H]|E7] CBCR E twofish

hmac-md5-96 HMAC-SHA19] A H|E 96H|E; sjA] Zo] =12, 7] Zo] = 16

aes256-cbc 256-H]E7|] CBCZE AES

aes192-cbc 192-8H]E7] CBCRE AES

aesl28-cbc 128-8]E7] CBCEE AES 1) o ) B

serpent256-cbc | 256-H]E7] CBCE.E Serpent none or% olo

serpent192-cbc | 192-H]E7] CBCZE Serpent zlib HMAC-SHA19] & Y| E 96H]| E; 3j|A] Zo] 12

serpentl128-cbc | 128-H]E7] CBCE.E Serpent

arctour 128-H]E7] RC4

cast128-cbc CBCR2 E CAST-128
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« SSH Diffie-Hellman 7| w2t s P

[_S A o] SSH_MSG_KEXINIT ]S A DA0NA wgt

ILC Za}o] A E SSH_MSG_KEXINIT of )= HAF Ao A wst

R, =gmod p M& yO<y<q MM s
R, = g¥ mod p A4t

x(L<x<qdd =
R; = g* mod p A4t

SE Rig 45t H

K=(Ry)Y mod p A&t HA A

se| Ry | KS| MBs| = con ms S 5o Fjol7| 2
HOfl CHet M s& 2hd
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SSH_MSG_NEWKEYS
Il WeF =2

p = QFHSH 2 A4 (300xt2] Wi 10714

g = 9|47} p-19! M4t

q= %=

H =hash(V_C||VS|LC| LS| KSRyl R K)
K = g¥ mod p
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SSH (Secure Shell)

(8/14)

gkt MACH| A8 L= 7| = (2
= H|Z7] K2 7| m2tof| A A
> SCO|AEZE MH A EH=
> MNHZ} SC0|AENA EH=
> SCO|AETZE MHOA EUH=
> MHZ} SC0|AENA EUH=
> ZEIO[AETE MH A ELi=

> MEZt Z2O0|AENA ELi=

[ I
ME S 2 H2RH EE

Z7] IV: hash(K || H || "A" || session_id)
27| IV: hash(K || H || "A" || session_id)
A3} 7| : hash(K || H || "A" || session_id)
A3} 7| : hash(K || H || "A" || session_id)
MAC 7| : hash(K || H || "A" || session_id)

MAC 7| : hash(K || H || "A" || session_id)
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SSH (Secure Shell) (9/14)

. MHA QX

SSH_MSG_SERVICE_REQUEST 1ff 7l M &

O|22 2= HO|E= SSH & AT LZle HO|ZEZA wgt

Q222 MACCE HD
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SSH (Secure Shell)

(10/14)

HEO| E (byte)
= At (string)
= A (string)

SSH_MSG_USERAUTH_REQUEST (50)
A X} O|E Zeto|dET HP%H 217tE Al
MH|A O|2 =E SSH

E A& (string) dE 05 A8z oy
G0 T2 WS
2 1ES HESIAL CIE o5 YWY e FIIHoz 2 F
HFO| E (byte) SSH_MSG_USERAUTH_FAILURE (51)
O] &-==(string) ALE= ASE oz Haz 4 o g
=2|g(string) FEHo 85

ME 7t 1SS &0t 1 HiO|E9| A|X| 2l
SSH_MSG_USERAUTH_SUCCESS (52 )& M &

@ Protocol Engineering Lab.



(11/14)

SSH (Secure Shell)
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SSH (Secure Shell) (12/14)

. XY HHLS C| Server
CISE HEss o4 dE

SSH_MSG_CHANNEL _OPEN

M2 7hAl

SSH_MSG_CHANNEL_OPEN_CONFIRMATION

N

— SSH_MSG_DATA

SSH_MSG_DATA

N

HOlg ™E
SSH_MSG_NEWKEYS

SSH_MSG_NEWKEYS

N

XH L ZSE SSH_MSG_CHANNEL_CLOSE <
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SSH (Secure Shell) (13/14)

© M HAHUS

© X2 HA

% SSHZ Z2EZS SSH ML A5 Z2E2 MM 23

HFO| E (byte) SSH_MSG_CHANNEL_OPEN

S X} (string) e oo ol &= flet of=elA oS X|E
BES™H432int32)  EAMXF XY 2k S
FE25-8432(uint32)  X7| /IS 37| TR
oEsHADUINGE2) X T2 37| 7hseh z[Cf xf'2 H[o|E 27|

ME R0 IHE H0lH 7hseh mjzlel x|t 27|

< MOHRO| XHEZ2 JHAIE = Y 2™ SSH_MSG_CHANNEL_OPEN_CONFIRMATION HA|X| & Hizt

- —

5t 2 9{o ™M SSH_MSG_CHANNEL_OPEN_FAILURE M A|X| S &t3}

| Iy .
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SSH (Secure Shell) (14/14)

- M2 HAHLZ
+ OOl &

% XE 7HA|=[H SSH_MSG_CHANNEL_DATA HA|X|E 0|31 0| H&

© HAIR|OlE SAIRte] HY Moot Ho|E 25 Zet
° xHLﬂ ZF_

» Ol ot ZOo|A KiE SEE JStH SSH_MSG_CHANNEL_CLOSE A X| & ©&

HAIX[Of = a=4IAte| *f 2 H= et
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