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- USB
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[1] http://returnaddr.org/b0d/view.php?id=mydoc_secudoc&8&no=6
[2] Charlie Miller, and Chris Valasek “Remote exploitation of an unaltered passenger vehicle,” DEFCON, Aug 2015.
[3] Karsten Nohl and Jakob Lell, “BadUSB - on accessories that turn evil” Black Hat USA, Aug. 2014
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« 45 CHA: ZEHA| HIZE 2| LHe| Hfo{ mt

« bootcode.bin : SIHM EEZ
o startelf : FHM| EEZH

« kernel7.img : 2l 74

. kernelimg: EZ 74

« A58 T F 734 U-boot HE Z =2 A|X]

X
HO Ao
- 45 =7 YR EcHAI H[ZE L
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* U-BootE St FE Z=E A[X]

» 3" bootloader(start.elf) 7} 7{'&(kernel7.img)E EE5t7|
Z10i| 4th bootloader(u-boot.bin) 7} S &t

El'ZH'" E|I[|-O|2 model BQ_| 2t=dalmo| M ¥ ON
Flash Memory(SD Card)

bootcode.bin

start.elf

kernel.img

kernel7.img

Freespace
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1. U-boot Command line Interface A%

2. HEXHAE S ot UE (TFTP)
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1. U-boot Command Line Interface

e U-boot Command Line 73 A& Al
USB KEYBORAD S} 5lX| et=2

CODE: SELECT ALL

It also states

CODE: SELECT ALL

It seems that direct keyboard access might not be possible
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63 T AL (U-boot ZtEHEE L THE AR
1. U-boot Command Line Interface A8

» Raspberry Pi 2 &4 M& Al

« PL2303 3.3v & USB-to Serial &%

* http://blog.xcoda.net/83
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+ 62 T/ AL (U-boot Er A & 7l AlZ])

2 |_1|Ec>4::E St 1Y M4 (TFTP - Host PC)

« TFTP M x|
 apt-get install tftp tftpd xinetd

c TFTP M8 T 475
* vi /etc/xinetd.d/tftp

= root@lee-VirtualBox: /tftpboot
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74
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2. HESZE St ot ©& (TFTP)
- TFTP CIHEZ| & & Het A7
« mkdir /tftpboot

» chmod —r 777 /tftpboot
e service xinetd restart

Sangmyung University 19
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* void main_loop(void)

#include <command.h>

#include <net.h>

void main_loop(void) {
/1 tfitp
printf("\n# Receive the file using TFTP\n");
cmd_tbl_t *bcmd;
becmd = find_cmd("tftpboot");
char *tftpboot[5] = {"tftpboot", "0x00200000", "hash.txt"};
do_tftpb(bcmd, 1, 3, tftpboot);

char *ptr = (char *)0x200000;
printf("Value: %s \n", ptr);
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2. HESZE St ot M& (TFTP
e tftp.c &2 1t (u-boot/net/tftp.c)

A:-X-I Ol 7HI:I-A|7CI-)

store_block

titp_timeout_handler f———» restart

tftp_complete

________._--—-""
tftp_handler

Q

update_hlock number

titp_start

tftp_=end

show _hlock _marker
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1. T|0{ hash g} A Ad

« SHAT1E E3t hash Zf MM HAE

EF COMS - PUTTY

UHICIE 2 E3F 7|Hro| Hellol 2otd HE =7 7HY

Sangmyung University 24



« O LIl ALE
[ et
if (i==0) {
_ loadimg[4] = load_file1;
1 . -LE -I—_Il O-I haS I- H gl /I origin_hash = firm_orig_hash1;
}elseif (i==1){
loadimg[4] = load_file2;
[ origin_hash = firm_orig_hash2;
}elseif (i==2) {
loadimg[4] = load_file3;
// origin_hash = firm_orig_hash3;

#include <fs.h>

#define load_file1 "bootcode.bin"
#define load_file2 "start.elf"
#define load_file3 "kernel7.img"
#define load_file4 "kernel.img"

#define load_addr "0x00200000" / SDRAM2| E2|X =4 yelse {

loadimg[4] = load_file4;
[ origin_hash = firm_orig_hash4;
}

int sha1_self_test (void) {
int firm_size = 0; // init file size
cmd_tbl_t *bcmd; // struct for using command
char *target_load_addr = (char *)0x00200000;

firm_size = do_load(bcmd, 0, 5, loadimg, FS_TYPE_FAT);
bcmd = find_cmd("fatload");

if (i 1= 3)

sha1_update (&ctx, (unsigned char *)target_load_addr, firm_size);
for (i=0;i<4;i++) {

printf (" SHA-1 test #%d: ", i + 1);
sha1_starts (&ctx);

char *loadimg[5] = {"fatload", "mmc", "0", load_addr};

else {
memset (buf, 'a', 1000);
for (j = 0; j < 1000; j++)
sha1_update (&ctx, buf, 1000);

sha1_finish (&ctx, shalsum);

if (memcmp (shalsum, sha1_test_sum(i], 20) != 0)
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1. HH 04 hash f 243
- shal.c &% 12t (u-boot/lib/sha1.c)

putc ———m efi_putc
printf //7
T

vprintf

shal_stars % out
out_dit
div_out
shal _self test strlen

memcpy

memset __,__,,J

shal_update
W " B chal process

shal_finish

MEFCIT
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Hozte

80H|E 1024
112H|E 2048
128H|E 3072
192H| E 7680
256H|E 15360

34Xl u-bootLHOl| EXiEt= AIEREL int7f 32bitE N 2
a8t Qo] EE 2 RSAQ| 7|o| Z!0|7t &|A 512byteO|4H 0| E|o{oF &
RSAZ2| 512bytel| 7| ZO|E Q44t5t04 AHE e = = AIEZ-H O] 8IS

e &, u-bootl| AIZHE ASSIH E/H LHEES UM

2 X208 £ s ABHS THMoF #
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HE EIHALE

ot7| fIgt &= 7t X| CHet
HbtstZ| 8 etolEe{2| &7
« GMP(GNU Multiple-Precision)[5]

* LibTomCrypt[6]

« FLINT/C[7]

o
S M
74
=
=
=

2. M™Ed1Z|E =Y

[5] https://gmplib.org/
[6] http://www.libtom.org/LibTomCrypt/

[7] Michael Welschenbash, “Crptography in C and C++ Second Edition
UMICIE QF ZHE 7|uho|

, " Apress, 2001
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.92 XISH Al3t

= L. O

2. ECDSAE 0|88 M
- ECDSA

- Elliptic Curve Digital Signature Algorithm2| 2F X}
- RSARI S0l H|3 M2 7| doIE 27

AASHA =
« SRS HHS

« RSA vs ECDSA 7| Z0| H|12[4]
HOpZt RSA(AQl=856}) ECDSA(O]|AFCH=)

80H| E 1024 160
112H|E 2048 224
128H|E 3072 256
192H|E 7680 384
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* PC(Host)

e OS : Ubuntu 16.04
« CPU : x86
 U-boot : 2016.07

- 2t 2 H| 2|Tt O] 2(Target)

* OS : Raspbian jessie
 CPU : ARM
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