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[1] http://returnaddr.org/b0d/view.php?id=mydoc_secudoc&no=6
[2] Karsten Nohl and Jakob Lell, “BadUSB - on accessories that turn evil,” Black Hat USA, Aug. 2014
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| HE AX 2EAAM £
[bcotcude.bln) HE Dol AlRE=
T SHA1, ECDSA

( start.elf )

HH o] o
bootcode.bin : AHM EEZH
start.elf : FHM| FEE
kernel7.img : 254 7L
kernel.img: & 74

U-boot
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host B.UERADE Solf ME L
host Ol Hl & &

vender's signature

2. B ARSI DR QIS

B A

4. HE/3AAE Sl
212 hostll H A&

flash memory(SD card)

] bootcode.bin B A2l 2012
start.elf
vender's signature _
kernel.img
6.hash 5. HIH ALS 2212 25 5t
kernel7.im
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o« HIC{A}
e PC
e OS : Ubuntu 16.04
« CPU : x86-64

= T O
 Host
e PC
e OS : Ubuntu 16.04
« CPU : x86-64

* U-boot : 2016.09-rc2

» Raspberry Pi 2(EtZ! C |}

0| &)
« OS : Raspbian jessie
« CPU : ARM
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