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Introduction

* Paper Name

* On the Security and Performance of Proof of Work
Blockchains

* Paper Abstact
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Introduction

e Frameworke $7He| 28O 2 LiE

« PoW Blockchain, Security Model

Consensus & Network Security
Parameters Parameters

l l
[PDW Blockchain] Stale r{ Security Model ]

block rate

' l

+ Stale block rate - Optimal adversarial strategy
- Block propagation times - Security Provisions
. Thmughput
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Introduction

e Frameworke $7He| 28O 2 LiE

 PoW Blockchain, Security Model

« PoW Blockchain Input

* Consensus & Network Parameter
* Network Delays
* Block Generation Times
* Block Sizes

 Information Propagation Mechanism &
* e.g., Bitcoin, Litecoin, Ethereum C}HE Blockchain Instacnes& AL

* PoW Blockchain Output

» Block Propagation Times
* Througput

« Stale Block Rate
« Blockchain security model2| IZA0 2 AL
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Introduction

e Frameworke $7He| 28O 2 LiE

 PoW Blockchain, Security Model

« Security Model Input

« Security Parameters
« Stale Block rate
« Adversarial mining power
« Block Propagation ability of adversary
» Eclipse Attack impact
* Mining costs
« Number of block confirmations

« Security Model Ouput

« Optimal adversarial Strategies
» based on Markove Decision Processes
« for Selfish Mining
« for Double Spending
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Background

* Blockchain 2 Layers

» Consensus Layer, Network Layer

» Consensus Layer(PoW)

« PoW &o| & 12|52 HHEZQIO|MH ATHE[}RT
* Block Interval
- EE Qo 50| MME|D, O ohg E50| MME|T| R AlZ
MM M2 7F w2 K|,

17

2|AMA

5

£ 71740| Z 2 EHFM %217} £ 0{X Stale Block 44 = E 0|
2 7174 ZFL Pow HIFHLIZ S| HO|E HAD B3 U

amE
Ak L G Le

Block 1 Block 2 Block 3 Block 4
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Background

» Consensus Layer(PoW)

* POW security

- 224l Pow 34 &ty
« Double Spending Attack

. SYB HIETQI

X

% 4 \ Seller A
—> \
Buyer ID: 537704 i

Seller B

Txlegitimate
Txdoublespend - Pays the adversary

1

SZ OHE 7Hel & st &

Spending money more than once
- Pays the vendor

Txlegitimate

Ok,

2 | accept the

payment

[+

TXdoubleSpenN

Majority accepts

TXdoubles pend

3

Goods/Service

/l_xlegitimate

2
N o
.~ ’ Txlegitimate
~ & ».

é

invalidated
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Background

» Consensus Layer(PoW)

* POW security
. 2P{El PoW 27 W

=
« Selfish Mining Attack
- TS| EF0| L2 AlZho] & 2, 25 B8 &
- HEFQI Z2EZ2 E5FY A F LS CIE & 50| AZBEE H
= 57852 A=

- =5 S| 02| dds6liE =252 37lstod, 252 MEE|H B &

Selfish Mining Attack

Honest miners keep
mining on the new
longest chain

(:C“_ .
AR
‘?,‘) =4
TR
¥
e

\ 7
> : &
1 This block is
/ \ «lost» for the

honest miners
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Background

* Network Layer(PoW)

« PoW 7|8t S5 X QoM S8 F7He| metO|H
 Block Size, Information Propagation Mechanism

* Block Size

=& 29|0|

1
& 71 =24X|12, Stale Block 4

- 717t 2 SSL+S T
ME &80l 57t
/ a o All transactions, blocks
. . . need to be broadcast
* Information Propagation Mechanism /g
= \ » Larger blocks =>
- HECIHAEZS O|SBH HE MY 87 g 8 e
/ latency
8 » Risks of network partition
\ 8 (stale blocks ...)
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Background
* Network Layer(PoW)

* Information Propagation Mechanism
« PoW 7|8t S5 #||2lof| EXH5t= 57H2| Network Layer

 Advertisement-based information dissmination
- LC AVICIE LEZREH AA(ERAEME =2 =5)0 &t Q2 =4
= B A ME

e LE B LE AO|AH ZHAE @ASH
Send headers

. m{Ale*’F_"EP-Ql CHZ A2t} CHAZE @ B{E|EE £0]|7| 25l sendheaders H| A
X8 AFE

Unsolicited Block Push

« miners= E0Q10| YMHEI EE5E EEE FIlAEE
Relay networks

« 7H2i 2] common poolE &7 350 miners& Zto|l 7|3 s 4

Hybrid Push/Advertisement Systems

o Push, 21 A|AERIS 8t A|AE|(EthereumO A AFR)

i,

(o]}

CtH
=]

1N
0l0

AE

=
—

In
>
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Background

* Network Layer(PoW)
 Stale Blocks

- =52 HGTUX|T S5 Qo 2 EX| 2 =5 20

LS L—

Bitcoin Litecoin Dogecoin Ethereum

Block interval 10 min 2.5 min 1 min 10-20 seconds
Public nodes 6000 800 600 4000 [12]
Mining pools 16 12 12 13

tvBp 8.7s[9] 1.02s 0.85 s 0.5-0.75s [13]
Ts 0.41% 0.273%  0.619% 6.8%

5B 5348KB 6.11IKB 8KB 1.5KB

¢ tMBP E _I 'I.\.Ll' A|7I-
* 15: Stale Block Rate
* SB: .Tg.EL %% 37'

e Stale BlOCk% %% 7|_|'7_=||, %Eﬂjlo.” é‘ %%F% |:||7_<|

=
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PoW Security Model using MDP

* POW Security Mode

» PoW 7|8F =5 | 2101 A Double-spendingzt Selfish
Mining= 27| £/8t Security Model 7|

» Security Model

» Markov Decision Process(MDP)E& & & &t Optimal
adversarial stategies

- R Elof| Eet mf2tolE
 Stale Block rate, Mining Power, Minig costs, The number of

block confirmations k, Propagation ability, The impact of
eclipse attacks
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PoW Security Model using MDP
» Security Model

« Markov Decision Process(MDP)
« FO{ZI B ZoIM 2ol HES AYsE EME T Y

Markov Decision Processes

« state, action, station probability matrix, reward, dixcounted
factor2 O|F04{%&

. 220| E= QX[ state, 2 FIZSR 0|5=: action, EA : reward

Protocol Engineering Lab Sungbum Lee, Sangmyung University 14



PoW Security Model using MDP
» Security Model

« Markov Decision Process(MDP)
. Ho

A Markov decision process (MDP) is a Markov reward process with
decisions. It is an environment in which all states are Markov.

A Markov Decision Process is a tuple (S, A,P,R.~)
m S is a finite set of states
m A is a finite set of actions

m P is a state transition probability matrix,
Pgs’ = P[St+1 == S, I St = S,At = 3]

m R is a reward function, RZ =E[R¢11 | St = 5. Ar = 3]

m 7 is a discount factor v € [0, 1].
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PoW Security Model using MDP
» Security Model

» Markov Decision Process(MDP)
- State: At&lo| A EN(E X 0| x| ®)
° ACtIOﬂ oHE(EEOl <37:|O| |:||'o|=

« State transition probability matrix: =
WX Q| F

E20| & HEFOE getionsS
N iZI O O — =
Q0o Z Ql5| 21 Hr&Fo 2 actionO|
O|EX| &tH HALE A

|0 state7}
Reward: actiong

Flet= 10 [E 24

Discount Factor: state0l| A action2 F

H|, olof [} & EA| g

» agent’| episodeE A|&SHAIOMAL 12 =i
AL, ECl rewardE 12 &4 7| 20] o{EH B 7t O L2
|:|-o|' _/I\_ O'lg

. A|.E|-o| O|xFOI| A A7

= M AEO0 S

—
A=
=

|5t rewardE & A £|=

18

—

|.

AMP= Zd0| LHY I:IH_T'_E7
Zdx{= discount factorE

=)
=

re o

A

|.
ofﬂd =& X[Z Ul E

QSiCtD Mztstn S5t
sl AlZtof| k2t reward9_| x|17F EetR|A =
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PoW Security Model using MDP
» Security Model

» Markov Decision Process(MDP)
» Policy: agnet= 0{H state0l| =2t5tH action2 ZAAst=0, ofH

state0f A 0{& action2 & X|E policy2t® &
« optimal policyE %0} rewardE Z|CH3} 5H040F &

* Security Modelof| M= MDPE |o_H oflHer mekO|E 2
7| & (action)E HASM S4F2| & (reward)0| 27} &

CtSHo{of &
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PoW Security Model using MDP
» Security Model

* Action

» Adopt: SZXt7I Honest Network2| %212 #olE0|= &S
Override: 2Z3X}7} Honest Network 2| 7<| = 1=
Match: SZXt= Honest Network2| X[QITHE ES52 HAlStD E5 FHS 44 A|9|E
Wait: 34x7t 252 YA M 74 X| Mining 3t &S

Exit: 44E %42l Double Spending2 stAS M BHEHE A S

0% o&’é
o o

S)= 4718 TF=(,, 1y, b,, fork) 2 E9]
g, lh = S}, HonestQ| |2
« b, eclipsed VictmLZEE M= E 252 Y&
« forke 37tX|Q| 22 7HE = US
* Relevant

* |rrelevant
» Active

oo
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PoW Security Model using MDP

» Security Model

- State(S)= 4702 FE(,, 1, b,, fork) 2 E9|

= Z 74X}, Honest2| & ¢!

¢ la, lh —
« b, eclipsed VictmLELEE AMZE EE2 YF
« forke 37tX|2| Zf2 7HE = U3
* Relevant
E52 A JXe 1, >1,0 82

« Honest HE {30l OFX|2
« Match Action M & 7t

lg,ln — 1, b,,
* Irrelevant
- S4Xt7t Orx|e EEE 2
« Match Action 88 €75

I,

* Active

« Match S £ PA,

o

40

SH
o

rok

SEN Q| state= 1y, 1}, b,, relevant 7} &

A (@)
st 32

o

RIEH OHX|2 O|M 250l 2E =20 &

— 1,1, b,,r DENQ| state= 1,1}, b,, irrelevant 7t &

22 ZAMA| state= Active7} E
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PoW Security Model using MDP
» Security Model

« Selfish Mining vs. Double Spending

» Selfish Mining =
.« T Ao EUE +74KP9I =59/ H|E2 s2leX

» Double Spendlng =

« Eclipse Attacks Eclipse Attacks %
* No eclipse attack
* |solate the victim World 1| World 2
 Exploit the eclipsed victim % Bob 2
:

, %
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PoW Security Model using MDP

» Security Model

 Selfish Mining MDP
» Optimal Strategies for Selfish Mining

» MDPE Z7|?/sll MDP Solverg M&3st11, 30252 U= [
A+E
- Stale BlockO| Selfish Mining0ll J&& 77|x|=

1.0

=L

A

045 meof

—_— a =01
—_— =103

/

I

o o o
N [ oo

Relative revenue

0.0
0.0 0.1 0.2 0.3 0.4 0.5

Stale rate 7.

« Selfish Miner2| reward & 7.
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PoW Security Model using MDP

» Security Model

* Double-Spending MDP
* Optimal Strategies for Double-Spending

» MDPO{|A| Optimal Strategies 214t
 pymdptoolbox library 4 AFE

« Policylteration ¢ 1 2|& M &
- 2| Bl E &35l confirmation k A k2| L0l EotS & E 5170 &
A Ol

o
EEX| iR E Bt & + US

22

Sungbum Lee, Sangmyung University

Protocol Engineering Lab



PoW Security Model using MDP

» Security Model

* Double-Spending MDP
* Optimal Strategies for Double-Spending

« Ol2He| == a = 0.3 (adversarial mining power), y = 0 (propagation
parameter), cm = a (maximum mining costs), w = 0 (no eclipse
attack)0ll CHEF optimal strategy 2| 0| & A|A|

l, : Honest Network chain length

’ ']
* l, : adversary’s chain I
* . EH —
o * - E7|'o la| 0 1 2 3 1 5 6 7 8
0 I W *a* B # EE oS stk B EES ES
¢ W: Walt 1 I W s wwﬂ' ww* ‘f‘d=‘z‘ sk E B shsfesk E
e a: adopt 2 | w ww*  wwF  owwF wwF ¥g *oE Kok Hk
] . 3 | W ww*  owwF owwF owwF ww kg ¥ ik ok
e e:exit :
4 | W wwE*  wwE oww® oww¥ oww ww Hg ek
5 | wEE  ww*  owwEF  owwEF owwEF owwE owwE owwE kg
6 | wFE o oww® owwF o owwF o owwT owwF owwF o wwT oww
T | e** e** e** e** e** e** e** wh--* WW*
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PoW Security Model using MDP

» Security Model
* Double-Spending MDP

Attack Honest
| I
[ 7,
(2, 1) % é irrelevant relevant  active
«-"'2 W W
Attack Hornest
(1, 3) irrelevart relevant  active
- a -
Attack Honest
(7,2 % irrelevant relevant active

=

e exit:l, >l and |, > k.
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PoW Security Model using MDP

» Security Model

* Double-Spending MDP
* Optimal Strategies for Double-Spending

- ot2ie| I 22 Double Spending 40| 4335t7| /et ol 258
~& LIErH.

[
—

—_— k=12
— =10

[
2

10

-
nmoum n nn
= o oW O D

10

10!
0.0 0.1 0.2 0.3 0.4 0.5
Adversarial mining power o

Exp. num. of blocks

e.g., HHEZIO|M 1F7F, Double Spendlng 340| 835t7| flsiAM= 0.25
04+ | mining powerEP 1000 E20[ TR (conflrmatlon = 10)
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PoW Security Model using MDP

» Security Model

* Double-Spending MDP
* Optimal Strategies for Double-Spending

* Impact of Propagation Parameter
» Propagation Parameter7} &7}5t% adversary 7t2| @12 &7}
« Double Spending 34 7t 57t
* vg:Value of Double Spend
« Double SpendingZ Honest Mining 2Ct 4 f 2[5t Bt== minimum transaction value
* y:Connectivity of the adversary within the network
e vy =1, A 0.5 blcok reward,y = 0.5 LI, 12.9 blcok reward

FHH

3 e
(=2 =

R R R FE R R
monouwonowonom
(] o w

|

Ud
Ud

)M 1
0.0 0.1 0.2 0.3 (.4 0.5 0.0 0.1 0.2 0.3 (.4 0.5 0.0 0.1 0.2 0.3 (.4 0.5
Adversarial mining power « Adversarial mining power « Adversarial mining power «
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PoW Security Model using MDP

» Security Model

* Double-Spending MDP
* Optimal Strategies for Double-Spending

* Impact of Stale Block rate
 Double Spendingtl| 23& 2 O|x|1 /USZ
- PoW =& A[Qlo] Eoto] 7tE 528 24 & St

10*

—_— =1

. —_— =103
l[]{\

= 10-

]-[Jl \
10"

0.0 0.1 0.2 0.3 0.4 0.5
Stale rate r,
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PoW Security Model using MDP

» Security Model

* Double-Spending MDP
* Optimal Strategies for Double-Spending

* Impact of eclipse attacks
« adversary2| mining powerE O|&3dH victim0i| | eclipse attackO| 7t 5
« Double Spending0l| J&g 77|&

Eclipse Attacks %

World 1 World 2

: :

« Impact of Mining Costs
« Double Spending 0lA Q& 0| iz
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PoW Security Model using MDP
» Security Model

* Bitcoin vs. Ethereum

 Ethereum
« Stale Block A& a{ 2517|238l Uncle Block 7HE = &
« Selfish Mining =X & | Z25t7| {6l 21 M2l €1n2l&2 =3
= &5t tie breaking = &

» Bitcoin2} EtereumO| & Y35t H| 6 confirmation &L
« Double Spending attack 01l CH8H A BitcoinO| T 9tX&f
e BitcoinZ} Ethereum2| Stale BlockO| S siCt 717
- F 25 A2 Ao R HluF 2, BitcoinO| 20t I oHHE S = 2l

04

(o] [l
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Simulation and Evaluation

» Security vs. Performance of PoW Blockchains

.22 ol 2ot Ul M5 By

* Blockchain Simulator

e Z|7 718t SimulatorE 0|28t "W} AlA
- OtYer 25 A|Ql miet0le & Bt

 Block Interval

 Block Size

* Propagation Mechanisms

» Stale Block rate

* Throughput

 Block Propagation times
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Simulation and Evaluation

* Blockchain Simulator

- S8z 301M MDP 2Rof 5 X2l AISE0IE 94 7ts

2= xﬂo._l OIAEIAO| HOME T}

« Simulator?| output(Stale Block)2 MDP 2 &!0{ X{|S35t04 & Ad
« A|Z8[O|E{0o| M =&let metOlE

Consensus parameter Description

Block interval distribution Time to find a block
Mining power distribution of the miners PoW power distribution

Network-layer parameter Description

Block size distribution Variable transaction load
# of reachable network nodes Open TCP port nodes
Geo. distribution of nodes Worldwide distribution
Geo. mining pool distribution Worldwide distribution
# of connections per node Within network

# of connections of the miners Within network

Block request management system Possible Protocols
Standard mechanism (inv/getdata) Default

Unsolicited block push Miner only push block
Relay network Miner network
Sendheaders Bitcoin v0.12

 A|Z2|0|E| Download
* https://github.com/arthurgervais/Bitcoin-Simulator
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Simulation and Evaluation

e Evaluation Results

« Simulator Validation

Bitcoin Litecoin  Dogecoin
Block interval 10 min 2.5 min | min
Measured tprsp 8.7 5 [9] 1.02s 0.98 s
Simulated tyrpp 9425 0.86 s 0.83 s
Measured 7, 0.41 % 0.27 % 0.62 %
Simulated 7. (a)0.14%-(b)1.85% (b)0.24 % (b)0.79 %

* Median Block Propagation Time, tyzp

« Stale Block rate, r;

. (a): Bitcoin2| 22 2 E Miner7} 37| HERIQF HIH E
= A AT 7HY

« (b): =& Propagation Mechanism2t M3 8tCt 1 7+
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Simulation and Evaluation

e Evaluation Results

 Impact of Block Interval
- PoW 7|8t 25 & 2/0{ M Median Block Propagation time2}
Stale Block rate0i| Block interval2| Q&
* Mining Power?} 30% @l adversary

» Consensus time0| 2& % Selfish Minig Attack £ & 0| =11,
Double Spending Attack £ & 0| <o} &l.

Protocol Engineering Lab Sungbum Lee, Sangmyung University 33



Simulation and Evaluation

e Evaluation Results

 Impact of Block Interval

EX 22 ox atg
'Case1 T2 tl-E
: TN EHE=2 OX{d 1 |
'CaSGZ. |'|_ AL =/ IO tl-E
A OANE = st 2l .” | -” O_I
- case 3: OI"*QI—TL@_.J__._E 718t 2lgjo] HER=
»case 4. 5 FA| & 20| HEXI L &4l &8l HAHLIE
Case 1 Case 2 Case 3 Case 4
Block interval typp s (¥ reet  taBp Ts Vg rrel  lapp Ts Vg rret  tapp Ts Vg Tyrel
25 minutes 35.73 1.72% 1247 034 2566 016% 1286 033 2250 003% 1289 033 2244 002% 1289 033
10 minutes 14.7 1.51% 1252 034 1065 0.13% 1288 033 941 014% 1286 033 9.8 0.13% 1287 0.33
2.5 minutes 4.18 1.82% 1245 0.34 2.91 0.16 % 1286 033 2.60 016 % 12.80 0.33 2.59 0.15% 1286 0.33
1 minute 2.08 215% 1235 034 1.34 0.35 % 12.81 0.33 1.30 025% 12.83 0.33 1.27 0.29% 1277 0.33
30 seconds 1.43 254% 12.06 034 0.84 0.45 % 1278 033  0.84 051% 12797 033 0.84 0.52% 12.69 0.33
20) seconds 1.21 320% 11.73 034 0.67 086% 12.68 033 0.69 0.85% 1268 033 (.68 0.82% 12.68 0.33
10 seconds 1.00 477 % 1073 035  0.35 1.73% 1246 034 033 141 % 1254 034 053 1.59% 1250 0.34
3 seconds 0.89 8.64 % 1008 037 037 294 % 11.85 034 045 2.99 % 11.80 034 044 305%  11.78 034

2 seconds 084 1665% 735 041 040 698 % 1047 036 039 728% 1037 036  0.38 7.10% 1042  0.36
| seconds 082 26.74% 437 053 053 1244% 834 039 038 1259% 824 039 037 1252% 830 0.39
0.5 seconds 082 3815% 278 060 061 2062% 622 042 049 2087% 6.16 042 036 21.10% 6.02 042
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Simulation and Evaluation

e Evaluation Results

* Impact of Block Size
- Block Size7} &7} &0l [} 2} Block Propagation timeO| 1%
Moz &7t
- Block Size7} 8MB O|% £ E{= Block Propagation time 1}
Stale Block rate7} 7|6t 2+Mo 2 &7}

Block Size tyipp Ts Vd Trel tamBP Ts vd Trel tampP Ts Vd Trel trmpP Ts Vd Trel

0.1 MB 3.18 032% 1280 033 212 0.03% 1289 033 202 0.03% 1289 033 2.02 0.2% 1290 0.33
0.25 MB 7.03 0.88% 12.67 033 493 0.11% 1287 033 449 0.05% 1288 033 446 0.17% 12.87 0.33
0.5 MB 13.62 1.63% 1248 034 9.84 0.13% 1287 033 865 0.05% 1288 033 864 006% 1287 033
| MB 2767  317% 11.79 034  20.01 038% 1279 033 1724 0.07% 1288 033 17.14 007% 1288 0.33
2 MB 5779 6.24% 1057 036 446 1.12% 1261 034 3549 0.08% 1287 033 3538 0.1% 1286 0.33
4 MB 13330 11.85% 820 038 12657 546% 1051 035 7801 0.12% 1285 033 7840 0.13% 1266 0.33
8 MB 571.50 2997 % 4.11 053 87597 1564 % 7.64 041 55549 043% 12,65 033 55025 04% 1268 0.33
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Simulation and Evaluation

e Evaluation Results

* Throughput

- =52/ 37| EF U AE ZESHH T

tps g rr«i Block size Block interval

334 1275 033 025MB 30 seconds
40 1238 034 0.10MB 10 seconds
50 1245 0.34 0.25MB 20 seconds
66.7 12.06 0.34 0.25MB 15 seconds
66.7 1265 033 0.50MB 30 seconds

66.7 1271 033 1.00MB | minute
- O|2Et £ S 8ol 2ot2 IH &8 AIF|X| fomA 7|E
Powe| &g dE &4 Al Ue 04X[7F US 2 Eoi&
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Back Up #1: €01 9]

* 15: Stale Block rate

* a: Adversarial Mining Power

* v4:Value of Double Spend

* y: Connectivity of the adversary within the network
* ¢ Maximum Minng Cost

* b,: The number of blocks in the attacker chain
that were mined bye the eclipsed node

* k:the number of confirmation

* tygp: Median Block Propagation Time
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