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Introduction

* Bitcoin
* Peere2 XY 5= Sdl 25 48
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» ref: C. Dwork, N. Lynch, and L. Stockmeyer, “Consensus in the presence of partial synchrony,”
Journal of the ACM, vol. 35, no. 2, pp. 288-323, 1988.
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Block Structure

* Block Structure

 Header Hash
 H(Header)
 Validation Hash
« H(Validation for Block H-1)
* Transactions Hash
« H(Transactions)

 Block H Hash

- H(Header Hash|Validation Hash|Transactions Hash)

- EE2£2 £35H TransactionsO| & & 5tCtD

 ref: R. Merkle, “Protocols for public key cryptosystems,” Proc. 1980 Symposium on
Security and Privacy, pp. 122-133, April 1980.
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Figure 1: Block structure
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Validators

e \Validator

» bond transaction2 Postingst04 bond7} locked & HA™HE
71 &l AFEXHE Z 2ol 7H2HE Posting et user)

« Validator= 2 cryptographic signatures, or votes&
Broadcastingst0od S5 2 S|l =M ol ZEEZ0
2104

» Validator= Unbonding Transaction2 Posting 5t04 coin2

unlock & —’F— UAZ.

e Unlock & coinS Af2E £+ Q)
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| = 1
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consensus

* On Byzantine Consensus

e Fischer= H|S 7| A|[AHIME B9|E EXSE = Qe =X
ZEZS oiff= 72 Ho{=ole

= L- HA A= =l I AAE
* FLP(Fischer, Lynch, and Patterson) Impossibility result
e Bitcoin (M= LWIEX 32| S7|3t2F AlZto] CHSH Z271X| 7}
M & 5104 FLP Impossibility resultE sHZ

« O| =2 Dworkl| =& Section 40| ATHstE LD EIE
22 |4k
» 4. Partially Synchronous Communication and Synchronous
Processors

- HERZ7I FEXM2Z 73t Z|o{QICt 71

1
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consensus

* Algorithm

- ValidatorE2 =5 FZ 0] A{HE5104 g o] T2 AM[A0 £od
« FEO| MTIR|HH(EE 882 ¢t FE HAH)
* Propose
* Prevote [ rowar | Round 2
* Precommit L
cEEO| St OHAH[(EE MA) e X v
« Commit ] wary i
* NewHeight
« Validator2| 2/37} M35t siE 2 =0 Ci$F Broadcast
Commit 2 =F 0| HE K= 2|5 Commit &

- 25 #2192 ZF Heightoll A round-based protocol O] A3 |
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consensus

* Algorithm

* Propose step

* Prevote step - ‘ Jf\

« Precommit step /

Commit step (o) ()

no +2/3
precommit for
block

+2/3
precommit for
block

no +2/3 prevote
Precommit Nil for block

+2/3 prevote
for block

Precommit Block
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consensus

* Algorithm

* Propose step

 N|2HXI= Proposal StructureE Broadcast

« N|QFRI7} O] BI2E0A EEo| &7 B2 E52 ACrst
T XMetMo]| Lock 7|52

. Lock: S &Et Height2|
e MO EFAHOMH BEE L E

Proposal
Height Round
Block
Proof of Lock
Signature

Figure 4: Proposal structure
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consensus

* Algorithm

* Prevote step
» Propose Lock 21 A%

» Validator7t O| 2t2 =0 XM|hEl E=0| Lock |01 QU2 Lock
=l E£0f CHsl PrevoteE MH 3t Broadcast &

* Propose UnLock 2! A<
» Validator7t TX 22 =01 CH5H ME 7ts¢et AetE = Alet 32 A
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consensus

* Algorithm
* Precommit step
« Validator? 1 =501 CH3SH 2/30|4 2| prevoteE B2 B
£ validator= sie £ 50 Ci st precommito]] AHEs5tD
broadcast
- 7 EX E20f CisH 2/30|4 2] prevotesE HFX| 261

MEZ2 onl o=
e PrecommitZHOIM REE L E= ZE Qs mE0of|A 2t
o CH8t 2 & PrecommitS A&
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consensus

* Algorithm

« Commit Step
- ZIR2EE 0tF2|stE BHAHIR 71K Z740| BrS £|o{of &
« T EE HER30 25 Commit E EEE AlSHoF &
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consensus

* Proof of Safety
« Byzantine voting power7P 1/3 0|5} ¢! Valldatorﬂ =5 BE
24et 82, 2I2EdM 28 BE AHAUSdiL &

e 2/30|AFO| PrecommitS t.':_*i’/fxl':'._h Commit 5t7| I3l 1/3
O[3t 2| vote 8o &FX| Z307| [HE0l E5F 2 Lock.

* Proof of Liveness

s AMMA T2 MATE DA AEfOl BHE 4 Qs Wi
A
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= 740
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» Cooperation

* Validator= 25 &+ E2& M3E & Validator=1t HiE
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Optimizations
« Sparse Signature Set
ANREIZTZTEZ2 0|BEMOE J7Is6HK|BH ANEZE = 7|4
ME A HELI3 MetAlE S 11845 HO|: =
- Validatore| ME S ZE =50 HEst= A2 04242,
* Describe sparse signature set as DMMV
» Handling Validator timeouts
. L:IIEOJH'— Validator2| & Ef #4301 ClHsl 23& sHoFst
« @212l El ValidatorE bond transaction2 CHA| X|& 5}04
g3}

 Faster Block Propagation

« TODO: Describe lib-swift used for broadcasting blocks

» ref: Riccardo Petrocco, Johan Pouwelse, and Dick HJ Epema. “Performance analysis of the libswift p2p streaming protocol”. In:
Peer-to-Peer Computing (P2P), 2012 IEEE 12th International Conference on. IEEE. 2012, pp. 103-114.
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Conclusion

* Tendermint is awesome. The Future is now

8. Conclusion

Tendermint is awesome. The future is now.

* Discussion

» Gossip Network F|2F%
- HERZ 78 L T2 EZEE 096t H, eclipse attack 0| 757
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