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« ECB (Electronic CodeBook) £ =
« CBC (Cipher Block Chaining) £ =
* CFB (Cipher FeedBack) 2 &=

* OFB (Output FeedBack) £ =

* CTR (CounTeR) 2
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Generator Generator
Key Stream Key Stream
Plain Text Cipher Text Plain Text
Byte Stream I @ I Byte Stream I @ I Byte Stream
Encryption Decryption
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fori=0to 255 do
j=(j+S[i]+T[i]) mod 256;
Swap( S[i], S[j]);

T eee |TI

j=(j+S[i]+TIi]) % 256
S e e S[i]_f cee Sil vee

i :_‘\ Swap /7
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j=(j+ S[i]) % 256 mm—m—

i,j=0; s veo [emb—t si| ... s

while (true) '
i=(i+1)mod 256; - ' » \ Swap /

j=(j+3S[i])mod 256;

\ \j
t = ( S[i] + S[j] ) % 256 > ¥

=~

Swap( S[i], S[j]);
t=(S[i]+S[j]) mod 256;
k=S[t];

return plaintext * k;
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- MXI I E=(ECB, Electronic Codebook) 2=

. OFi =5 #|2/(CBC, Cipher Block Chaining) £ E
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Network Security Essentials Protocol Engineering Lab., Sangmyung University 11



- X} I ES(ECB, Electronic Codebook) 2 E
L HEg UYE 820z Liro| SUH 7|2 255 ol
gt Al

Network Security Essentials Protocol Engineering Lab., Sangmyung University 12



0o
[l
1ol

oo
o
\_?ﬂ
oo
o
l'?ﬂ
.
.
.
oo
o
l'?ﬂ

o
ok
o
o
ok
o
il
ok
o

el —
< ——
< ——

Network Security Essentials Protocol Engineering Lab., Sangmyung University 13



- ECB

NP
O |
- 553 M2l SIS
- B384 X{2| 7t

=
7} HAEIX| oS

R
- I{T0| HRH
- BE2| Bt= miHO0| =0
. TjEd BZoi| ot

Network Security Essentials Protocol Engineering Lab., Sangmyung University 14



- 2t S E & #|2/(CBC, Cipher Block Chaining) 2&
- XM FEE Hot{ 4 Y E ESO| O EAH LEE
E§o| oSk HIC 2 OF= dEAl
= 11— OoOo =2 1.1 L L- O 1
« Z 7|3 HIE{(IV, Initial Vector) AHE
P, P, Py
v

Network Security Essentials Protocol Engineering Lab., Sangmyung University 15



*CBC

__O ,
_Ao . _oo
— ﬂ I =
__o_ﬂ __o._ O Tlu

o
o=@ 3
A ot
2
C ;
e
52l § ©
O o &
A ofl
Kb
N HO_H N
o lV@lV %._ [®)
A e
K;
~ § ~
o |V®IY “_..i 3)
ol

Protocol Engineering Lab., Sangmyung University 16

Network Security Essentials



FYEE B GLOL 2R e O BN BE 220 08 BE S
JERCEE

Network Security Essentials Protocol Engineering Lab., Sangmyung University 17



*CBC

C, C, Cn
. 2353
C4 C, Cn
P
|_> 2353 \—> =253} \—> =353t
v B I ‘ o ¥
7 7 7

Network Security Essentials Protocol Engineering Lab., Sangmyung University 18



PY El'x-
-
. 287} 2t
- S H2 BA XMEI =7ts
. y=lo] W

Network Security Essentials Protocol Engineering Lab., Sangmyung University 19



+CBCo| HY¥Eo=2 =25 4S5 E AER A5 =2 H2tst0{ -
=255l 5ts wAl
Chn-1
- ¥ . 1
I \V/ I Shift register Shift register
b — s bits s bits b —s bits s bits
K l K l K l
|—>‘ =St ‘ I_> oF 55} | of 53|

Select| Discard Select| Discard Select| Discard
s bits | b - s bits s bits | b -sbits s bits b — s bits
s bits s bits s bits
P1 P2 PN
7 9 —9
C; G, Cn
s bits s bits s bits

Network Security Essentials Protocol Engineering Lab., Sangmyung University 20



- CFB
- QF FH(1/2)
- & E 3 1t
« B =5 5IL7 27 oS M, 2K &5 F =5 O|F Shift register
HM 2F 7t 26| ABE MK 2 FE =50 GF
Cn-1
¥ - ¥ -
Y Shift reg!ster _ Shift reg!ster : Shift reg!ster :
b — s bits s bits b — s bits s bits b — s bits s bits
K K \i K l K i

3t \—> &f

&t

~-— |-0||

Select| Discard Select| Discard

s bits | b—sbits s bits | b —s bits
s bits s bits

[Ci] [C. ]

s bits s bits

I
=

i)
ok
o

<—
~-— |-0||

Select Discard Select Discard

s bits b — s bits s bits b — s bits
s bits s bits

[C]

s bits s bits

Network Security Essentials

Protocol Engineering Lab., Sangmyung University 21



REET =5 SILI7L 2T KIS M, B BE =5 O|F Shift register
oM 77t 25| ABE 7K BE =50 BF
Ch-1
« ¥ - ¥ - ¥
Y Shift register . Shift reg!ster : Shift reg!ster :
b — s bits s bits b — s bits s bits b — s bits s bits
K \ K \ K \ K \
|_> As3t \—> et &3t \—> et 3t \—> k&3t

Select Discard Select Discard Select Discard Select Discard

s bits b — s bits s bits b — s bits s bits b — s bits s bits b — s bits
s bits s bits s bits s bits

s bits s bits s bits s bits

Network Security Essentials Protocol Engineering Lab., Sangmyung University 22



. CFB

v Shift register Shift register
x b — s bits s bits b — s bits s bits
* el
K \ K \J K \J
« OFS §|— .| o=s .| o= .| a=s
n — ¢ e ¢
Select | Discard Select| Discard Select| Discard
s bits | b —s bits s bits | b —s bits s bits | b —s bits
s bits s bits s bits
[C.] [C.]
s bits s bits s bits
Cn-1
o E_I °| §|‘ -— ¢ -— ¢
v Shift register Shift register
b — s bits s bits b — s bits s bits
K \ K \J K \J
I—» =35t \—> & s3t \—> =3t
¢ LN ) ¢
Select | Discard Select| Discard Select| Discard
s bits | b —sbits s bits | b —s bits s bits | b —s bits
+—{o—
s bits s bits s bits
s bits s bits s bits

Network Security Essentials Protocol Engineering Lab., Sangmyung University 23



- CFB

B
. HZO| ZR5tHX| oS

R
- ot3 8 IR W Aa| Bits
. QR 7} A

Network Security Essentials Protocol Engineering Lab., Sangmyung University 24



a2 - —
- £ I| = H4(OFB, Output Feedback) 2 &
- CFBO| HEHOoR 7t ot5 2 B20| oI B/ 2B 25
Eﬂl. E=E2|X4{0]| dF Al
= 1T H 1= O 1
Cn-1

— — ¥

I I Shift register . Shift reg?ster _

b — s bits S bits b — s bits s bits

Select Discard Select Discard Select Discard
s bits b — s bits s bits b — s bits s bits b — s bits
s bits s bits s bits
i V
s bits s bits s bits

Network Security Essentials Protocol Engineering Lab., Sangmyung University 25



= _— O
EEQUS 2 L

e OFB
« CFB2} OFB2| H|1

CFB OFB
s bits S bits
Cn-1 Cn-1
— ¥ - ¥
Shift register Shift register
b —s bits s bits b — s bits s bits
« l ‘ '

o2
ok
1ol

Fol

| ‘m
=

s |

Select Discard
s bits S bits b — s bits

Pn l s bits

|_> CN+1

Select Discard
s bits s bits b — s bits s bits

CN+1

Py
— ]
!

Cn

s bits

-
e

s bits

Network Security Essentials Protocol Engineering Lab., Sangmyung University 26



| — A,
=5 s 2L

Chn-1
- ¢ - ¢
v Shift register Shift register
:z: b — s bits s bits b — s bits s bits
* el
K \ K \J K \J
« 2S5} Y I L .| ass
n — ¢ e ¢
Select | Discard Select Discard Select Discard
s bits | b —s bits s bits | b —s bits s bits | b —s bits
s bits s bits s bits
v v
ﬁ? <%) Q?
s bits s bits s bits
Chn-1
« =2 S _l- - y PE— y
1 _|_2 Y, Shift register Shift register
b — s bits s bits b — s bits s bits
K \ K \J K \J
¢ LN ¢
Select | Discard Select Discard Select Discard
s bits | b —s bits s bits | b —s bits
s bits

P

s bits | b —s bits
s bits s bits
Gl
? (?

s bits s bits s bits
Network Security Essentials

Protocol Engineering Lab., Sangmyung University 27



o §>|'X'
. 9B} HAElR| o
. Tj=lo| 25 x| oS
° El'x'

Network Security Essentials Protocol Engineering Lab., Sangmyung University 28



~<af—
A
I ~f—
1
A
~f—

Network Security Essentials Protocol Engineering Lab., Sangmyung University 29



*CTR

F———_————_—_—_ e — — —

A
—

P
i

P
—

F———_————_—_—_ e — — —

A
—

P
i

P
—

Network Security Essentials Protocol Engineering Lab., Sangmyung University 30



Network Security Essentials Protocol Engineering Lab., Sangmyung University 31



= - —_— OO
’E%%_?_T'__%E

@resos swna me emma
ECB @) O 0] X

CBC S5 3+ek
CFB S53tat
OFB X
CTR O

it

i

ol

ol

tol
o

kol

-

o

-

O

X

Shift registeroil M 25 7}

25| AEE WK

X

X

Network Security Essentials

Protocol Engineering Lab., Sangmyung University 32



Network Security Essentials Protocol Engineering Lab., Sangmyung University 33



