2lil
otolC|of RIPHA -

4
Al

KH

T

0
40

N
Qlod

UnderDog

)

(jonghyouk@smu.ac.kr



mailto:jonghyouk@smu.ac.kr

Computer Engineering Dept., Sangmyung University 2



- =FHQ 7IEE F&E5t04 LIXIZE IDE HElste ALE N
=1y

—

—
« ProviderZ7} Partnerof|| ID 2! @15 22| CIZ I E K|S
e 5tLFQ| IDBF QIS5 Hol= CHE MHIAE R O|&7ts
c eg., S SAA D7 e 1o B2, MFA A ZHEHE =Xt
S Al 08 7F5

« Microsoft, SK C&C SO0 S =& &

HAECIRRN - ZEYEHE oto|C|oq A eHA Computer Engineering Dept., Sangmyung University 3



. THt BYZS .
> = O = "HO|AS HERS UK, |24
COPEIB JHQIME BE| QM OIE e o 2
Y =
- NMPHEl =22 7|8 =2 A|AH! 13
» “BIDaaS (Blockchain based ID as a ben 4307 NS
Service)”, IEEE Access 2017.12 <Wh>
HO|ASF JHRIFE RF LHE0| 245 HX| 1 &L
Ch 7HQIEH E wjS2] PHHEEsH xl= 252 o
2 Li2Io|M |20t Hae S Sall YXISEE ol
2 =2 caiytsLct T

HAECIRIRIN - EULELF oto|C|oq e Computer Engineering Dept., Sangmyung University 4



ghed o4

- £ 5|2 (Blockchain)
« P2P HIEQIT &0 Hel HlolEJE E=2of X{&3st1 O
EEEOI‘EE‘EIO{ Molg o|fE 7|
« 2009 ' H 1 ¥ AMEA|LIFIZE (Satoshl Nakamoto)0il “H|E
Ao IA-I M2 M eHE

HAEC|IARNN - EYEHE ofo[C|oq MIRHA Computer Engineering Dept., Sangmyung University 5



£hed o4

 |DaaS (ldentity as a Service)

« 28I E = SaaS(Software as a Service)E S35l M2
= ID & ™2 el MH[&

e ArEXt= SHLIC| IDE HEHEl 2 E OHEZ|FH|0|M, AZES|
o{ 50l 212l 7ts

- ME22 MH|A O|EA| 215, Tt o|EH|o|A #E| S92
F=dE Llst7| |8l BFE0{H

A EC|ARN - EYEHE ofo|C|o MIeHA Computer Engineering Dept., Sangmyung University 6



-] —
. SlE|E
 Provider
o Partner01|71| BIDaaS MH|A N3
- =8A 22 X & &2
serQI 7t D, 371 7| S MYE &HH =5 AClof 7|15
%I—
e Partner
e User0i A| HHI/\ NS
. 22 7Qlo]| 947| HHat 2oig
e User

- OfZ2|70|H, &l AMO|E S AEste Ui ALE XL

A EC|ARN - EYEHE ofo|C|o MIeHA Computer Engineering Dept., Sangmyung University 7



— —
ZZHME 7|5 &4
« LTALEY B4 (1/3)

Q17| Z7H7| Al Ktalo| THOIZ|9F =7
H 7', =) H7| (SN=) User g?izkl' | H 5’lgl', S H OpenSSL (RSA)
AR Virtual ID A4 User User AtAIQ| ZIH7|E S8  OpenSSL(SHA 256 or
H AHA Virtural ID ‘- Keccak-256)
User M2 M& User, User2| 27H7|2t Virtual ID
Provider 33t 2353} opeisslk (R25)
Provider C|X[& MJE Provider  Provider2| 7217 |2 &
=0T Hte XHZ C|X| )\.||:|=<|:> OpenSSL (ECDSA)
== MNEX HEE EEXQ Provider &747I, Virtual ID, C|X|& eth.sendTransaction
e of M% (EE) MY HEHEE EHTM input ({input: })
of &
HAEC|IRIRIN - EYEHE oto|C|oq K| oA Computer Engineering Dept., Sangmyung University 8



z2ME J|5 &

A
~

- LTALEY B4 (2/3)

C|X|E HHE User Virtual ID, Nonce & Xt&lo
JMel7|2 C|XIE MHE OpenSSL (ECDSA)
MHIA™EZ 2F H  User, User7Z} Partnerol | AMH|A&
NX| H& Partner ™2 2% (Virtual ID, Nonce, HTTP Post
ElxlE—l A-|D=|)
MEAEE S5 01  Partner  =5%[2l0] User Virtual ID eth.getTransaction(),
_ = &0l (EL) ¢l eth.getTransactionReceipt()
&3 2E :
37| &S Partner E5#|Qlo MEEIUE e o et
(ELE)  User Z717| &S eth.getTransactionReceipt()
3707 HIES Partner  =5#l|2loi User &7} 1
(BEE) S22 AMSKoAH LE HTTP Post
C|R|E&d MH Partner  ES8t Usere| 3747|8 &
aif o= &I8F HIAIX] Q] EIXIE* OpenSSL (ECDSA)
A‘l 04 74 =
O [AO
HAEC|IRIRIN - EYEHE oto|C|oq K| oA Computer Engineering Dept., Sangmyung University

9



T2l s &8

A
~

c QTAEY 24 (3/3)

Partner 3717| M&E &
2|8t HIAIX| & &3t

HAIR| &

HAIX| S =3}
Partner -<'>-7H5’

1438,
|EE
=1/

Partner9_| 2747|2 &

BlDaaS A{H|A& 20l

Partner

Partner,

User

User

User

User,
Partner

Partner

Partner,

User

2= 3} UserOl -57|-|9|§ IHIAIXI(VlrtuaI
ID, Nonce+1, Partner2| &27H7|) &

H| A|X|(Virtual ID, Nonce+1, User2| =
7|2 & =356t Oo|E) HME

Userl| 7HCIF7 |2 &S 5tE HAIX| 55
3}, 2% MM X| Nonce+1 S, Partner
=07 =5

2S¢ Partnere| S717|2 HIA|X|
(Virtual ID, Nonce+2) & & 3}

HI Al X|(Virtual ID, Nonce+2, & % 3}HEl
Cllo|E]) M&

Partner= At&19| 7
SStE HAIR 553

Virtual IDE 7|Hto 2

OpenSSL (RSA)

HTTP Post

OpenSSL (RSA)

OpenSSL (RSA)

HTTP Post

OpenSSL (RSA)

HTTP Post

HAECIRFRIN - EHEFE otolC|o] K| A

P
i

Computer Engineering Dept., Sangmyung University

10



73

R 7.|HF3|—7=| __I.LA-I

 Provider
¢« O L_—'|E||:| E_Ix-llol
 Go-ethereum: 1.8.2-stable

» Partner AMHE
* Apache: 2.4 (Ubuntu)
« PHP: 7.0

« User(2HIAE §X)
« 2UH|A: tEZ0|E EE|EH(5.0)

HAECIRIRIN - EULELF oto|C|oq e Computer Engineering Dept., Sangmyung University 11



Blockchain Normal-node

@ Blockchain Full-node
8

Provider
(F LK)

BIDaaS M2 A}

9
]
<
[«
(]
=

3

Partner 2
BlDaaS& O|& 3t= Partner

1,
%gg_o//>
=
)

BlDaaS& O|&3tX| &f& Partner

)

User

Y

E
@

-
AN

I

HAECIRRN - EHE

I
J

ofo|C|o] A|eFA Computer Engineering Dept., Sangmyung University 12



L = —

. El2d o3t
I T 242
EEXC A 20174 = g7 Tl
|IDaaS &4 Hol O @)
AEEl & 7|5 BAl O O O
Ol ZEAM|A Kol 3l HAl O O O
EEXNQ HERXT 73 L S O O @)
DS User 73 O
2 QIE{H oA 3 O
E|AE O O O
H2t 8 A4S O O O

HAELCIXHRNN -

MEA

o4 &}
= T

[HH

oto[c|of M|k Computer Engineering Dept., Sangmyung University 13



IDaaS &4 H9|
AE|E| & 7|5 HAl
IE Z2M|A o
SEXQ HERZ 73 L ¢d&
H IE{mo|A T3

EAE

 Week
38 2% ~ 5% 8%
L= 1 2 3 4 5 6 7 8 9

CER-2

Ol

FH
=

|>
rm

(oL P.NJ

L
ba!

I

C|XFQII -

MEA
I
1

oto[c|of M|k Computer Engineering Dept., Sangmyung University 14



|>
rm

(oL P.NJ

>
THH

C|XFQII -

MEA
I
1

oto[c|of M|k Computer Engineering Dept., Sangmyung University 15



