- I 2 NA

2018/12/11

7|8 oA

B Z&1 16
(201621110)

*EP

Olo dtl

5
=

AN

=

FHAIR] &/584 2

skd

1 -

Fob

tol!



Soonhong Kwon, Sangmyung University 2




Overview

 IEMAE ME SEE|0] S

LZRAAT LS Flsh B4l MU BAIE
» Message QueueE O|&% S4!

. I 2 M|AZF OFREE EAlO| @ 2 =lo] k2t HIA|K]
ot 5 3lof [[t2} OFX3E EAl &2

Soonhong Kwon, Sangmyung University 3



c ZZMATZEFEA A

—

* Message Queue
« ZENMAZFO|OIHE HAIX| BEIZ HSote S48 =
» FIFO Et 2| GO M& S X[ &
- A AA”R S & B
« msgget()
« HAIX| 7 &
. msgsnd()/msgrcv()
o HAIX| S & 2
« msgctl()
« MA|X| 7 &0
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. e.g., DES, AES, RC4

 AES(Advanced Encryption Standard)
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I#_inJJdg<o_persvae_&h: ________ 1| ldinclude <openssl/aes.h> |
I | /* AES Decrypt Process */
l/* AES Encrypt Process */ | | bool decrypt_block(unsigned char* cipherText,
bool encrypt_block(unsigned char* cipherText, I | unsigned char* plainText, unsigned char* key)
[ unsigned char* plainText, unsigned char* key) {
I{ | |” AES_KEY deckey;
| AES_KEY encKey; I |
I I
: I | if (AES_set_decrypt_key(key, 128, &decKey) < 0)
if (AES_set_encrypt_key(key, 128, &encKey) < 0 return false;
| (retur; false: rypt_key(key V<0 Message Structure I
| I typedef struct msgbuf { | AES_decrypt(cipherText, plainText, &decKey);
| AES_encrypt(plainText, cipherText, &encKey); | Iong mtype; |
| ot true: | char mtext{MSGSZ]; Iy return true;
I} ' I } message_buf;
Process 1 Process
rbuf . .
| Send | | Encryption sbuf Decryption
_ . rbuf Message Queue sbuf :
| Receive | | Decryption | Encryption Send
. \ L ] . Process 1: hi
::f)proceSj .1hpress close', the connection is terminated: hi If you process 2 press 'close’, the connection is terminated: hi
P:gggz: 2: h! Process 1: hi
- Process 2: hi

Close connection

If process 1 press 'close’, the connection is terminated: close

If you process 2 press 'close’, the connection is terminated:close

Close connection
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* process 1 S&t

@ stremp(sbuf.text, “close”) HAIX] 2A1E Hm(Z2MAZHHAA S2E 2IEh
"= encryption_block HIAIX| &5 8} &4
gets) msgsnd(msqid,sbuf,buf_length,IPC_NOWAIT) M HAIX| AAL
msgrcv(msgid,rbuf, MSGSZ,2,0) 2= A HI AR HAF

stremp(sbuf.text, "close")

Closing connection

printf("process 2's input")-
encrypt_block(unsigned char * recv
cipher.text,unsigned char* text, unsigned
char* key)

strlen(sbuf.text)+1

perror and exit

<@sgsnd(msqid,sbuf,buf_length,IPC_NOWAIIT) < DT>

perror and exit

printf("process 1's input")-
send
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* process 2 &4

perror and exit

Closing connection

N o

\ B

decrypt_block(unsigned char®
cipher.text, unsigned char* text,
unsigned char* key)

msgrev(msqid, rbuf, MSGSZ, 1, 0) <0

printf("process 1's input")-recv

stremp(sbuf.text, "close")

= EE

decrypt_block HIAIR| &35 & ¢+

msgrev(msgid,tbuf, MSGSZ,1,0)<0 = AMBH HIAIR] A

gets() HIAIK| 124

o

stremp(sbuf.text, “close”) HIAIR| A1 Hl(Z2MAZEHHZE SR E 2/8h

msgsnd(msqid,sbuf buf_length,IPC_NOWAIT)<0 SAHAIR] ZAt

Y

encrypt_block(unsigned char *
cipher.text,unsigned char* text,
unsigned char* key)

strlen(sbuf.text)+1

perror and exit

msgsnd(msaqid,sbuf,buf_length,IPC_NOWAIIT) < >

printf("process 2's input")-
send
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