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Linux A|AEIO| A ELF IHUOf| CHSt fuzzing= $ITH =

orc_0754 orc_1139 orc_1524 orc_1909 orc_2294 orc_2679 orc_3064 orc_3449 orc_3834 orc_4219 orc_4604 orc_4989
orc_0755 orc_1140 orc_1525 orc_1910 orc_2295 orc_2680 orc_3065 orc_3450 orc_3835 orc_4220 orc_4605 orc_49%0
orc_0756 orc_1141 orc_1526 orc_1911 orc_2296 orc_2681 orc_3066 orc_3451 orc_3836 orc_4221 orc_4606 orc_4991
orc_0757 orc_1142 orc_1527 orc_1912 orc_2297 orc_2682 orc_3067 orc_3452 orc_3837 orc_4222 orc_4607 orc_4992
orc_0758 orc_1143 orc_1528 orc_1913 orc_2298 orc_2683 orc_3068 orc_3453 orc_3838 orc_4223 orc_4608 orc_4993
orc_0759 orc_1144 orc_1529 orc_1914 orc_2299 orc_2684 orc_3069 orc_3454 orc_3839 orc_4224 orc_4609 orc_4994
orc_0760 orc_1145 orc_1538 orc_1915 orc_2380 orc_2685 orc_3078 orc_3455 orc_3840 orc_4225 orc_4610 orc_4995
orc_0761 orc_1146 orc_1531 orc_1916 orc_2301 orc_2686 orc_3071 orc_3456 orc_3841 orc_4226 orc_4611 orc_4996
orc_0762 orc_1147 orc_1532 orc_1917 orc_2302 orc_2687 orc_3072 orc_3457 orc_3842 orc_4227 orc_4612 orc_4997
orc_0763 orc_1148 orc_1533 orc_1918 orc_2303 orc_2688 orc_3073 orc_3458 orc_3843 orc_4228 orc_4613 orc_4998
orc_0764 orc_1149 orc_1534 orc_1919 orc_2304 orc_2689 orc_3074 orc_3459 orc_3844 orc_4229 orc_4614 orc_4999
orc_0765 orc_1150 orc_1535 orc_1920 orc_2305 orc_2690 orc_3075 orc_3460 orc_3845 orc_4230 orc_4615 orc_5000
orc_0766 orc_1151 orc_1536 orc_1921 orc_2306 orc_2691 orc_3076 orc_3461 orc_3846 orc_4231 orc_4616 Report_

SHT[26]
SHT[26]

[ [04] executed
8] rule [15
5] rule [15] executed
8] rule [15] executed
= oxac) | S SYM[41] rule [14] executed
@x3119¢5f2) | SHT[26] SYM[42] rule [62] executed
= Bx0d15ea! 68a) | SHT[26] SYM[43
0x336501245ce77621) | SHT[26] SYM[47] rule [
X000000087ffffff) | SHT[26] SYM[SB) rule [04] executed
0b1€3903c0080600) | SHT[26] SYM[58] rule [04] executed
6x8) | SHT[26] SYM[62] rule executed
00C1006€26) | SHT[26] SYM[64] rule [16] executed

1 r_ELF_Fuzzer$ melkor -a test
' already exists. Files inside will be overwritten !

ction .dynanic with 31 entries
06000000C1009041) | SHT[21] DYN[2] rule [06] executed

g the Note section .note.ABI-tag with 32 bytes
the Note section .note.gnu.build-id with 36 bytes
the String Table .dynstr with 164 bytes

J/ I'll be corrupted 5000 times !

he String Table .strtab with 562 bytes

A\
/

tring Table 3 bytes

tion Header e
X000000003cedfdfa) | SHT[8] rule [63] cuted
0x00031337defeca7e) | SHT[@] rule [04] executed
o 0) | SHT[®] rule [
dffeeffee) | SHT[3] rule (85
) | SHT[5] rule [10] executed
08 8deadfacc) | SHT[5] rule [34] executed
_size = 0x00000 0 SHT[7) rule [64] executed
h_addralign

Automatic mode
ELF type detected: ET_DYN
Selecting the metadata teo fuzz )
| SHT[8] rule [10]
| sHT[10] rule [3
11] rule 7]
551a2) | SHT[13] rule [85] executed
d) | SHT[14] rule [02] executed

Detailed leg for this session: 'eorcs_test/Report_test.txt’

The Likelihood of execution of each rule is: Aprox.

|
ex1, sh_flags = o 4 o 242423294735b, sh_entstz 00006b16b80bS) | SHT[16] rule [19] ex

6x0000060800000006 [1‘\ rule [16] executed

Press any key to start the fuzzing process...
6x06000000000000 dj \ul( [18\ execute

6x8008000000 executed
exbadecede 1 rul ] executed

ing the Program Header Table
[6]->p_flags = Oxffoe0e4) | PHT[0] rule [ 5
(PHT[1]->p_flags = OxbS84) | PHT[1] rule [16] executed

QBQB (PHT[1]->p_flags = exffebsed) | PHT[1] rule [15) executed

https://github.com/cybertramp/qbgb_rabbitmg/blob/master/analysis_vuln/1_Analysis_fuzzing_tools/KR.md
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userm@userm-virtual-machine:~/afl-2 S ./afl-gcc -o test-instr test-instr.c
2.52b by <lcamtuf@google.com=
2.52b by <lcamtuf@google.com=

[+] Instrumented 6 locations (64-bit, non-hardened mode, ratio 100%).

userm@userm-virtual-machine:~/afl bs ./afl-fuzz -1 ./testcases/others/text/ -o .fafl-out/ ./test-instr
2.52b by <lcamtuf@google.com=
You have 2 CPU cores and 3 runnable tasks (utilization: 150%).
Checking CPU core loadout...
Found a free CPU core, binding to #0.
Checking core_pattern...
Setting up output directories...
Output directory exists but deemed OK to reuse.
Deleting old session data...
Output dir cleanup successful.
Scanning './testcases/others/text/'...
No auto-generated dictionary tokens to reuse.
Creating hard links for all input files...
Validating target binary...
Attempting dry run with 'id:000000,orig:hello world.txt'...
Spinning up the fork server...
ALl right - fork server is up.

All test cases processed.
usermgusern-virtual-machine:

. Makefile afl-as
Here are some useful stats: QuickstartGuide.txt afl-as.c
. README afl-as.h
1 favored, @ variable, 1 total afl-analyze afl-clang

4 to 4 bits (average: 4.00 bits) afl-analyze.c afl-clang++

2472 to 2472 us (average: 2472 us) usernusern-virtusl-nachin

No -t option specified, so I'll use exec timeout of 20 ms.

All set and ready to roll! userm@usern-
usermgusernm
userm@userm-
userm@userm-virtual-machine:
1d:000000,0rig:hello_world.txt

usern@userm-virtual-machine:~/af1-2

QBQB

american fuzzy lop 2.52b (test-instr)

© days, © hrs, ® min, 25 sec
©® days, © hrs, ® min, 25 sec
none seen yet
none seen yet

havoc

290/384 (75.52%)
39.0k

1470 /sec

8/56, 0/54, 0/50
0/7, /5, 0/1
8/392, 8/21, e/e
8/39, ©/140, 0/44
0/0, 8/0, 0/0
1/15.9k, 8/22.0k
33.33%/1, 0.00%

afl-gcc.c showmap alloc-inl.h
afl-gotcpu showmap.c as
afl-gotcpu.c tmin config.h

t -tmin.c debug.h
afl-plot whatsup dictionarti

52bS cd afl-out
2b/afl

ut$ s

t$ cd crashes
t/crashes$ 1s

crashes$ cd .
tS cd queue

0.01% e 3
1.00 bits/tuple

(100.00%)
(100.00%)
(@ unique)
(1 unique)

types.h

https://github.com/cybertramp/qbgb_rabbitmg/blob/master/analysis_vuln/1_Analysis_fuzzing_tools/KR.md
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 Melkor SHT(Section Header Table)

SHT _NULL « MMYGE HEHoE HAIG

SHT PROGBITS o IZZOZMO OBl Hol=l HEE HRSIH, ZZ o] Al of
- O= T2 0| oA Rt 27

SHT _STRTAB - =X€ HI0|=0| /US

SHT RELA « Elf64 Rela Ciot 9 E= QEME 1ol 64 HIE S A0 CH
- of S &2 A THHiX| 252 BT

SHT _HASH - A= GfA HOo|l=22 22

SHT DYNAMIC - S8 Ao ozt B2t US
- . WX, QEME miY2 58 MMZ SILITE A ] Tts

@SHT_NOTE - HOIYUZ {HACZE HAISIE HEI 20HUS
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