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FBA(Federated Byzantine Agreement)
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FBA(Federated Byzantine Agreement)
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FBA(Federated Byzantine Agreement)
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FBA(Federated Byzantine Agreement)
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FBA(Federated Byzantine Agreement)
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FBA(Federated Byzantine Agreement)

¢ AIAR OFFIS

« #|&H WX (Quorum Intersection)
- 0N 2=

Quorum A Quorum B

Quorum
slice V9

Quorum slice V3

Quoru

slice
Quorum V1 ,V2

slice V7

slice V8,V10
Y,

V4-’ VZ
V3’ V6’ V7
VZa VlO
V71 V4-
Ve
Vs, Vio
V1o
Vs, Vg

Stellar Consensus Protocol £ A1

Yeon-Joo Lim, Sangmyung University 14



FBA(Federated Byzantine Agreement)
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SCP(Stellar Consensus Protocol)
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SCP(Stellar Consensus Protocol)
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SCP(Stellar Consensus Protocol)
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SCP(Stellar Consensus Protocol)
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SCP(Stellar Consensus Protocol)
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SCP(Stellar Consensus Protocol)

» Federated Voting(Q1El & £ E)

- HAIX| BF

e Confirm
« DE L7} “g’0f CHall £2I5tE HAIXIE M&EMOH “a”7f EEE

Hro} 5043&'%% o|0
<>

Stellar Consensus Protocol & A4 Yeon-Joo Lim, Sangmyung University 22



SCP(Stellar Consensus Protocol)

» Federated Voting(Q1El & £ E)
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SCP(Stellar Consensus Protocol)
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SCP(Stellar Consensus Protocol)

» Federated Voting(Q1El & £ E)
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SCP(Stellar Consensus Protocol)

» Federated Voting(Q1El & £ E)
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SCP(Stellar Consensus Protocol)

» Federated Voting(Q1El & £ E)
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SCP(Stellar Consensus Protocol)

» Consensus protocol
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SCP(Stellar Consensus Protocol)

* Nomination Mechanism
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SCP(Stellar Consensus Protocol)

 Nomination Mechanism *|S| = cardinality

(the number of elements in set S)

: ~ _ Halgae Q(w) Nvreq]| *i = slot number
 Weigh = y

eight(v, v') ] *n = round number

*v = each node

* Neighbors(v,n) = {vllGi(N» n,v') < hmax Weight(v:v,)}

* Ninax= 2256
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* Priority(n,v") = G;(P,n,v")

* N, P are both 32bit XDR(External Data Representation) values
« N =SHA-256(1 || n || v)
« P =SHA-256(2 || n|| v)
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SCP(Stellar Consensus Protocol)

* Nomination Mechanism
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SCP(Stellar Consensus Protocol)

 Balloting Mechanism
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SCP(Stellar Consensus Protocol)

» Balloting - PREPARE

* Prepare0i|A12| Federated Voting
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- x o B E EX|7} #H| E[RAEE 2|O|
» prepared(n,x)
- prepare M A|X[7} confirm &2t S Al0d| commit(n,x) & EfE 'Ho{&

Stellar Consensus Protocol & A4 Yeon-Joo Lim, Sangmyung University 34



SCP(Stellar Consensus Protocol)

» Balloting - PREPARE
» Prepare0i A 2| Federated Voting
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SCP(Stellar Consensus Protocol)

+ Balloting - COMMIT

« Commit0l| M 2| Federated Voting
* Vote

ZUIE 220f Cfft &8 SEE T
« commit(x): x0i| CHer =& (&t4)E 20|
- abort(x): x0f| CH3t SEH(EHCH)Z 2|0

* Accept
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SCP(Stellar Consensus Protocol)

» Balloting - EXTERNALIZE

e Externalize
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statement
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* |oT firmware update

* |[ETF suit(software updates for Internet of Things)
. draft-ietf-suit-architecture M|t & Q1+

P ER A

* Lee, Boohyung, and Jong-Hyouk Lee. "Blockchain-based secure
firmware update for embedded devices in an Internet of Things
environment." 7The Journal of Supercomputing 73.3 (2017): 1152-

1167.
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HQ11 - SCP M|AIX| 2S¢
 Vote Message

e Statement T+ XA

 typedef opaque Hash[32]; // SHA-256

e struct SCPStatement {
PublicKey nodelD; // v (node signing message)
unite4 slotIndex;
Hash quorumSetHash;

SCPStatement pledges;

 typedef opaque Signature<64>;

 struct SCPEnvelope {
SCPStatement statement;
Signature signature;
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HQ11 - SCP M|AIX| 2S¢

« Nomination

e Nominate H|A|X| =ZEH
« Typedef opaque Value<>;

e struct SCPNominate {
Value voted<>; // vote to nominate these values
Value accepted<>; // assert that these are accepted

 union SCPStatement switch (SCPStatementType type) {
case SCP_ST _NOMINATE:
SCPNomination nominate;

s
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Q11 - SCP HIAIX| 2 M

» Balloting
« Ballot T+ = X|

 struct SCPBallot {
unit32 counter; // n:
Value value; // X:

o {m

HL FH
N
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4211 - SCP HIAIX] 23

» Balloting

» Prepare M| A|X| 3 EH
« struct SCPPrepare {

SCPBallot ballot; // b.n, b.x
SCPBallot *prepared; // p.n, p.X
uint32 aCounter;
uint32 hCounter;
uint32 cCounter;
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4211 - SCP HIAIX] 23
» Balloting

« Commit M| A|X| 3 CH
 struct SCPCommit {

SCPBallot ballot;

uint32 preparedCounter;
uint32 hCounter;

uint32 cCounter;
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4211 - SCP HIAIX] 23

» Balloting

 Externalize M| A|X| ZCH

 struct SCPExternalize {
SCPBallot commit;
uint32 hCounter;
}
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