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hE HH2 S|A 2hE 'FH
H (Random Numder)
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- 22/ 2|4 (Randomness)
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S 2 X (Uniform distribution)

« HIEQO| L}EtLL= 02t 10| LIEtLLE BIE T} H|xdH{oF &

- SE ’8 (Independence)
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THE HHQr OJAF B HH

- & =B (Random Number)

A 2™ = (True random number)
21 7ol AN 2 2t HE

- QEZ 1| AA (Entropy source)

. ZBEOIN ERIHOE g 4 9k 2 e
- e.g., 7| &= ElO|T mw{H, OIRA SEY S

AEZI]
AA

« TRNG (True Random Number Generator)
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THE HHQr OJAF B HH
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« O|A} EH H (Pseudo random number)
e Q1

o T 2|5 7|50l 7| % 304 MAE|T P2l B
3 g+ ol 4

(Random Number)
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* PRNG (Pseudo random number generator)
« FEHHIEYUE dE ot7| ol AAE £l g1El&
« 5Kl (Seed)= D™E
« Xt afodl et e A
- 2HM LdNE|F AME
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HH4 (Random Number)

H (Pseudo random number)

seudo random)
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« AE B &S (Stream cipher)
- HO
« HEL} HIO|E ER|2 =L QAE 5o 2 2|5
=037 g5 dEE
« E K|
- O

« OJAI RiEH HIE YE7IE A8
- FIAER HIT7AME

« Mg ZAF 240 CH2 57| QI8H %A 128 bits 0|49 7| Z
OI% 74 X{0F &

- B20} 7| AE R0l ST 22 XOR30 4222 €g

—  m—
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« AE T 'S (Stream cipher)
- AEF RO AR

- PRNGO| =3 g[¢l 7|AEEI BE S XORAUL5I01 =
22 I:Il-EO_lL_H
= - = =

- 7lE SRE (0T &3)

Key stream Key stream
Generator Generator

Plain text
Byte stream

Plain text
Byte stream

Encryption Decryption
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AEEl oS

« AE T 'S (Stream cipher)

c e.g.,

11001100 E= 10100000 ¢&=&

@ 01101100 7I2Ez 401101100 ZI2EE

10100000 ¢=&= 11001100 HE

T
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AER XS

Fob

(Stream cipher)
1S AAA Fol & &
= F7(71 7{okE!

GE ZRolE #HE oz LIEHHE HIEAERIS BHE 0|
. BHE 7|7 U 5 50| 024 E
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c AER S (Stream cipher)
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« AE T 'S (Stream cipher)
- FIHO| HES Z2 7|12 ¢S5 ot g5 5= 0| Bhedl
K= 827 = 48Z
- FIHe| S E 2 XORA|Z|™M #Hell BE1e| XORE.
e e.g., WE1:10110111 4521 11011011
2211001100 2 & 22:10100000
10110111 11011011
11001100 ® 10100000
01111011 01111011
<HE XOR > <EE XOR >

- 7|AE 301111011
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56 9

3DES 168 3
RC2 CIFst Z 0| 0.9

_ AEZ
RC4 CreFsk Zo| 45 of
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* RC4

—1 O

« HZEQ|0] &0l Of = H SE &

« RC4S % 1t
1. HIE] So| = 7|}
2. HIE{So| =7|x|&t
3. AEZ| MM
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- HiE SO| =713}
- 7|18 Yo 2 dhot 7| ¥ S M5t SO| gt S 0~25571t
K LEANTCSE T[S

fori=0to 255 do
S[i]=1;
T[] = K[ | mod keylen ];

Keylen >
- ® 00

«[TT1]

¢
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RC4 &1 2|&

. HIE] SO| = 7|5}

C QIA | T A o <010 2550
« 7| Z10|7} 256HI0|EQl A= T[i]=k[|mod keylen ];

e 7|12 OCHE YUA|IHIE] Toi| AZE
Zl0|7} 256HIO|E O|2HR1 AL
. 7| Zo|gtE Toll K%, T7F MU MWK 7|5 tHe 24}

o 7
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« HIE|SO| 7| x|&t
- HIE| TS} S[i |8 0|8 5t0f R|EE QA jE Al
- HlE| SO| ZH2 A404F 7| Llsh S[i 19k S[j 12l Y1k mE

J=0;

for | = 0 to 255 do
j=(j+S[i]+T[i]) mod 256;
Swap(S[i], S[j]);

r [ o < l"‘ (T

- J=(j+S[i]+T[i]) % 256 >

i Swap
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RC4 &1 2|&

2ARH & Ef ol et 2L o] W &
| | Eot0o QIEA tF A4t
St Y= F| AERICE MA

=S S [0] oM XS RE T Hhe

j=(j+S[i]) % 256 ——»

= g

< t= (S[|]+S[j])%256 S
K
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7| AER M

,j=0;
While (true)
i=(i +1)mod 256;
j=(j+S[i}) mod 256;
Swap ( S[i], S[j]);
=(S[i]+9[j]) mod 256;
k=S[t];
return plaintext * k;

j=(j+S[i]) % 256 ——»

S N

- t= (S[|]+S[j])%256 .
K
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* NISTOH|M 571X 28 ZEE& E2

- MX ZES (ECB Electronic codebook) 2=
ot E% &2l (CBC, Cipher block chaining) 2E
- A5 J_Ll': 44 (CFB, Cipher feedback) 2 E
- £3 1I|= 44 (OFB, Output feedback) 2=
2E (CTR, Counter) 2E
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1121 (CBC, Cipher block chaining)2. &
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. g—x-
- B2o| vh= 0| ZE{LIX| &S
« MRIFZE A58 XORRAA
CEHE
. QR A
- 55t AR WY &2 B7ts
. o] LR
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- 2F S M|=HH (CFB, Cipher feedback)2 =
= E

Hd S = o] X —1 =2 OF S Hist = O}
- CBCZ I_OQE, = s LAEE HEE -=|2|_|'0|'0:| = /
H S sSLl=l= HFAI
= _cg_gl— °|' — O —
Cn—l
Shift register : Shift register :
v b-sbits | SPIS b-sbits | 5P
K K
e 00
s bits Select | Discard s bits Select | Discard s bits Select | Discard
2 S bits | b -sbits P S bits | b -sbits D S bits | b - s bits
1 * 2 * n ‘
Cl Cz Cn
s bits s bits s bits
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- CFB

Shift register . Shift register .
° ?‘ N v b-sbits | SPIS b-sbits | SIS
K K
o |. — —
e /H=22
e oo
s bits Select | Discard s bits Select | Discard Discard
S bits | b-sbits b - s bits b - s bits
s bits
e 253
s B D —
Shift register . Shift register ;
v b-sbits | 5P b-sbits | P
K K K
o000
Select | Discard Select | Discard Select | Discard
S bits | b -sbits S bits | b-sbits S bits | b-sbits
¢ LG | © LCo | D
s bits s bits s bits
&
s bits s bits s bits
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o
£ 5lLb7} 28 LW, #K

. WE = , B 2= E E50|F Shift registeroi|
Moo= AdE [[H77}x| &S 20 WE C, .
Shift register . Shift register .
v b-sbits | SPIS b-sbits | SPIS

s bits Select | Discard s bits Select | Discard s bits Select | Discard
P S bits | b - s bits P S bits | b -sbits P S bits | b -sbits
1 ‘ 2 * n ‘
Cl CZ Cn
s bits s bits s bits
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=1
CFB
E —
« QF EA
- 253 Ot
- AEFE EF SILIVE 2F W= W, A BE =5 O|F Shift register
M T AHE IR HE ES0f| G&
Cn—l

| -

;
K

o000
Select Discard Select Discard Select Discard
S bits | b - s bits S bits | b - s bits S bits | b - s bits
& G ¢ C; %% y
s bits s bits s bits
P, Z
s bits s bits s bits
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- B E
- I{F 0| HRSHX| &t S

. EFE:
- A3 E2 BE MeEl 27ts
. 227} At
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Counter 1 Counter 2 Counter N

Network Security Essentials parkjaehyoung., Sangmyung University 34



— —_ O
EE %I'_‘?_ T'__%EE

7 2E{ (CTR, Counter) 2=
—_I-LX

Counter 1 Counter 2 Counter N

ot 5 3}

Cr

Counter 1 Counter 2 Counter N

A
A

P, P, 2}
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= ——
- EF S

ECB O O O X X

== == E : 3l *—2 I—.—% BE —2
= 5350t = 5 slot
= = = = Shift registe0| A 27 7t & &5
= s 5|0t = 5 slot
CTR O X @) X X
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Thanks!
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