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SA Bundle (1/3)
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IKE(Internet Key Exchange)

« IKE2| 49| (IKEv1 : RFC 2409, IKEv2 : RFC 4306)

- IKE = ISAKMP + Oakley
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IKE(Internet Key Exchange)

3t =

« IKEv2 7| m=F =

HAIREZE dEloh & &

W7|, FHAIXF7} BHE H|E

oH

= BIE, ZHAIXRS] AISME 27

S} BHE

e gads

ro

x

SR} Mo
SERto| OISAE Y, SYXHID, 9IS, HAIXTE A
m2t0l8, FHAIXtet SEALS] TS]

S5k AR ID, HAIRES] QIS A,
£ 9lgt

MAC+
EiSE 21 2|F, IPSec SA

D~
ot

oo
lo
4
:
(0]

MAC+ S8} [SEAL ID, SEXIO| O1E A, 015, SEAIL Mehst 22|E, PSec SAZ ¢
mtatalef, JHAI Xt SERLS| TS]

O
N
|
1

ot 12| =, HMAC key

377 E=3t, tE7| Y=t
ot 3} 7|, HMAC 2

o
o
[
L)
g|>|

oI5 OXIg MY
IPSec SAE st mb2t0|E{ : SPI, Src/Dest IP addr, Protocol, &

EPTS TEYot| Slet MY

(=

= TS(Traffic Selector) :

@ Protocol Engineering Lab.



IKE(Internet Key Exchange)
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IKE(Internet Key Exchange)
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IKE(Internet Key Exchange)
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IKE(Internet Key Exchange)
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IKE(Internet Key Exchange)

ot o2 ¥4 . HE &Y
- Initiator cookie(64 bits) : IKE SAE FHSE}7| Q|6 7HA|X}7} OHE ZF

- Responder cookie(64 bits) : IKE SAZ LH35}7| Q8 S A7 BHE 7t

- Next Payload(8 bits) : A|X| ©tO] I{|O|ZE QWS LIEIH

- Major Version(4 bits) : AtE QI IKEQ| = HH

- Minor Version(4 bits) : A2 &9I IKECQ| & HH

- ExchangeType(8 bits) : ust G

- Flags(8 bits) : IKE M0 Th3t S5 SM T A& 36| E0t Yolg
1) Initiator bit : O] ZjZI0| SA 7HA|R}7F ELH Z4QIX| OfLIX|E L}E}H

| OtlX|S LtELH

2) Version bit : SX L}IEFH HHA HS HLCF AFQ| =HA HSE AFRSH 4= Q=
® HEIXIS e

o = A
3) Responder bit : & &ot HA|X| IDE Z&ot = HAIX[Of Tt SE QA
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IKE(Internet Key Exchange)

o2t HOo|Z2E 4 : EE
- HO|ZE R :

1) SA: SAE MEst7| st Z2EE HE

Next Payload ZE X

2) KeyExchange : 7| W2t Z Lot H|O|E et L2 |EH
3) Indetification : AM@1%
4) Certificate : X}AI9]
5) Certificate Request : =\
6) Authentication : HjA|X| 91Z;
7) Nonce : |8 & 4= H0{517] ?let '.-J# O] &
8) Notify : SA At} ZAHE @R Lt AME| HE
9) Delete : O O|A & ote

10) Vendor ID : Z2tZt9| VendorZt Ho|at At
11) Traffic Selector : Il S ES AlH
12) Encrypted : &z 21l HE{O| CHE
)
)

13) Configuration : IKE 14 HHE

14) Extensible Authentication Protocol(EAP) : IKE SAS ©
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IKE(Internet Key Exchange)

- SICQt HO|2E HA - &
- ExchangeType ZE HH

1) Base Exchange : 7| 2t 3l OIS =1 A

E
In
nx
o

2) Identity Protection Exchange : M3 22
3) Authentication Only Exchange : 4 & =t9l
4) Aggressive Exchange : SA7ZtO| & A nf
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5) Information Exchange : @&, AEf™EE EX|, &KX &
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 RFC 4308

-7t2 AMEEE ?let F 7K =
A

IS XSS, IPSecv3et IKEv20]| #ZE AESE ALE

VPN-A VPN-B
ESP encryption 3DES-CBC AES-CBC(128 bits key)
ESP integrity HMAC-SHA1-96 AES-XCBC-MAC-96
IKE encryption 3DES-CBC AES-CBC(128 bits key)
IKE PRF HMAC-SHA1 AES-XCBC-MAC-96
IKE integrity HMAC-SHA1-96 AES-XCBC-MAC-96
IKE DH Group 1024 bits MODP 2048 bits MODP
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« RFC 4869
- 0|2 27} ot 2(NSA)Q| suite B BA|Qt S&HE|= 471HX| &3 suiteE 9|
- ESPQ} IKEO]| CHot MERS XS
- AES-GCM, AES-CBC, HMAC-SHA, ECP ECDSA 2 12|Z AlR

GCM-128 GCM-256 GMAC-128 GMAC-256
ESP encryption/integrity | AES-GCM (128 bits key) AES-GCM(256 bits key) Null Null
ESP integrity Null Null AES-GMAC(128 bits key) | AES-GMAC(256 bits key)
IKE encryption AES-CBC(128 bits key) AES-CBC(256 bits key) AES-CBC(128 bits key) AES-CBC(256 bits key)
IKE PRF HMAC-SHA-256 HMAC-SHA-384 HMAC-SHA-256 HMAC-SHA-384
IKE integrity HMAC-SHA-256-128 HMAC-SHA-384-192 HMAC-SHA-256-128 HMAC-SHA-384-192
IKE DH Group 256 bits random ECP 384 bits random ECP 256 bits random ECP 384 bits random ECP
IKE authentication ECDSA-256 ECDSA-384 ECDSA-256 ECDSA-384
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