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0% 71 s
ID 2
0 NO Encryption
1 IDEA
2 Triple DES
3 CAST-128
4 Blowfish
5 SAFER-SK128
6 Reserved for DES/SK
7 Reserved for AES-128
8 Reserved for AES-192
9 Reserved for AES-256
10N_11N Driviata alanrithme
5 gnels
ID =k
0 Uncompressed
1 /1P
2 ZLIP
100-110 Private methods

371 71 €a2lE
ID =k
1 RSA (encryption or signing)
2 RSA (for encryption only)
3 RSA (for signing only)
16 ElGamal (encryption only)
17 DSS
18 Reserved for elliptic curve
19 Reserved for ECDSA
20 ElGamal (encryption or signing)
21 Reserved for Diffie-Hellman
100-110 Private algorithms
s gzl
ID 29
1 MD5
2 SHA-1
3 RIPE-MD/160
4 Reserved for double-width SHA
5 MD2
6 TIGER/192
7 Reserved for HAVAL
100-110 Private algorithms
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‘A (E-mail compatibility)

Y =2
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PGP |

S3hM

[ -

el
Radix-64 tHH=t
11001100 10000001 00111001
A 4
Radix-64
converter
) 4
110011 001000 000100 111001
(51) (8) (4) (57)
Z/ I/ E\ 5\
01111010 01001001 01000101 00110101

value | code | value | code | value | code | value | code | value | code | value | code
0 A 11 L 22 W 33 h 44 s 55 3
1 B 12 M 23 X 34 I 45 t 56 4
2 C 13 N 24 Y 35 j 46 u 57 5
3 D 14 O 25 Z 36 k 47 v 58 6
4 E 15 P 26 a 37 1 48 w 59 7
5 F 16 Q 27 b 38 m 49 X 60 8
6 G 17 R 28 ¢ 39 n 50 y 61 9
7 H 18 S 29 d 40 0 51 VA 62 +
8 [ 19 T 30 e 41 p 52 0 63 /
9 J 20 U 31 f 42 q 53 1

10 K 21 Vv 32 g 43 r 54 2

@ Protocol Engineering Lab.




PGP2| CHHg}o} TH=E

CHH 3l (Segmentation) & X =& (Reassembly)

. TA S T2IWL 7} 50,000byte0|t2| HAX|E HESE2 A

o

P

0z
il

« PGPO| A= 50,000byteO| 22| A|X|E CHEDISIY MM&

L

ot
[l
0%

@ Protocol Engineering Lab.



MIME

MIME (Multipurpose Internet Mail Extension)

© SMTP= 2L AO[L} 2% HIO|HE TEOH| X

+ =0t ZO[2HIO|ER 95 = LSO, 2 lne, I M0t 42 O| M A
SMTPZ M&E 4= A2 ASCIIZER BHZ

. O|FIHO|E{SS 6H|EM 2338l S 0|2 ASCII 2 A}E S5} = Base64 (= Radix 64)
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MIME

MIME 5| ZHE

«  MIME-H{ & (MIME-Version)
M| A| X| 7} RFC 20452} 2046& =4=(Ut2tM|g 4f 1.0)

« L{E-EtR(Content-Type)
=M =& =l HOlHE A=

« LE-M&-E 53 (Content-Transfer-Encoding)
FHESS ?lot sNR HY B 9

o LjE-AIHXHContent-ID)
Cto| =20 MIME ANE[E|S &5t HE

« LjE-4 Y (Content-Description)
=ME 717 dHNe| HlAE AF(8S = 8le AN (0 2C|<2 Oo[H)0f =
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MIME

MIME Oj| A| X| z=&H

HE
o T

(Envelope)

O A|X] 81|
(Message Header)

MIME-Version : 1.1

Content-Type : type/subtype
Content-Transfer-Encoding : encoding type
Content-ID : message-id
Content-Description : textual description of

- MIME &

AKX =X
(Message Body)
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93 AELE k
plain TR R] OFe ENAE; ASCIIL} [0S 8859
EAE
Enriched orget 2o A Al
fEL A2 SPAAY AL o] ©
Mixed
ZF ot E = f Y tlA| RO e A TR fAIRTOA] e
Parallel MixedQ} H]25FX| T AR 7] THE S AP o= A17F A= A] b5
Hejote
C}E mEL S5 Auo) chewa, de) AR $A5 Feolukel 2471 AL FAIRC] B A AR ALEAL)
Alternative
W EL wAg Uepfopet 3
Mixed@} H]&6HR| 9 2} mHE 9] 7] type/subtype
Digest
message/RFC822
RFC822 Body+ RFC8220] &5t Z&atd AR
HA] R Partial PAROA S oS ©HE S 2 AT
External-body 2 3ol e AR g ZIHE =3
jpeg JPEG @A o]u]x]
o|ul x|
gif GIF A o]n]x]
H|C] o mpeg MPEG Al o]u]x]
Qe basic R E =& ¥]80]| 8kHzQl Td-x'2 8-H]E ISDN mu-law £33}
PostScript Adobe Postscript
oq
Octet-stream 8-H|E 2Elo g 1dd Uutx 9l 2%] Hlo]H
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PGP M| = 2Hd

MIME H|A[X] StZ=2] Of

MIME-Version: 1.0

From: Nathaniel Borenstein <nsb@bellcore com>

To: Ned Freed <ned @mnosoft com:>

Subject: A multipart example

Content-Type: multipart/mixed;

boundary=unique-boundary-1

This 15 the preamble area of a multipart message. Mail readers that understand multipart format should 1gnore this preamble.
If you are reading this text, you might want to consider changing to a mail reader that understands how to properly display
multipart messages.

--unique-boundary-1
..Some text appears here .

[Note that the preceding blank line means no header fields were given and this 1s text, with charset US ASCII. It could have
been done with explicit typing as in the next part ]

--unique-boundary-1
Content-type: text/plain; charset=US-ASCII
This could have been part of the previous part, but illustrates explicit versus mplicit typmg of body parts.

--unique-boundary-1
Content-Type: multipart/parallel; boundary=unique-boundary-2

--unique-boundary-2
Content-Type: audio/basic
Content-Transfer-Encoding: basetid

... basebd-encoded 8000 Hz single-channel mu-law-format audio data goes here....
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Radix-64 ©lI

I:I

11001100 10000001 00111001

A 4

Radix-64

converter
) 4

110011 001000 000100 111001
(51) (8) (4) (57)
Z/ | / E\ 5\
01111010 01001001 01000101 00110101

Radix-64 HztH®
value code | value code | value code | value code | value code | value code
0 A 11 L 22 W 33 h 44 s 55 3
1 B 12 M 23 X 34 i 45 t 56 4
2 C 13 N 24 Y 35 j 46 u 57 5
3 D 14 0] 25 Z 36 k 47 v 58 6
4 E 15 P 26 a 37 l 48 w 59 7
5 F 16 Q 27 b 38 m 49 X 60 8
6 G 17 R 28 C 39 n 50 y 61 9
7 H 18 S 29 d 40 o) 51 VA 62 +
8 | 19 T 30 e 41 o) 52 0 63 /
9 ] 20 §) 31 f 47 q 53 1
10 K 21 Vv 32 g 43 r 54 2
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MIME

S/MIME (Secure/Multipurpose Internet Mail Extension)

Ot

- O

MIMEO S EAIS M 8510 2otNS X Bote 3

o2t

Ef

* S/MIMEO|A &f= S MEO| A8 E[= E2g

il

ol ¢l &112|=: SHA-1, MD5

MO 2t 2|=: DSS, RSA

MM Z| E8lgkAl: Diffie-Hellman, RSA
CHA 7|22 (3} &0 2|=: 3DES, RC2/40H| E
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MIME

S/MIME (Secure/Multipurpose Internet Mail Extension)

Ot

- O

MIMEO S EAIS M 8510 2otNS X Bote 3

o2t

Ef

* S/MIMEO|A &f= S MEO| A8 E[= E2g

il

ol ¢l &112|=: SHA-1, MD5

MO 2t 2|=: DSS, RSA

MM Z| E8lgkAl: Diffie-Hellman, RSA
CHA 7|22 (3} &0 2|=: 3DES, RC2/40H| E
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S/MIME Q T A}SH HA|

SIMIMEZ (il JHAl &

“must” = E & QI

Uelss NE

|0 “should” = &1 E 2|0|

H AKX ClO|MAE M4

MUST: SHA-1 SHOULD: MD5

H AR CHOIMAE = 2t

MUST: DSS
SHOULD: RSA
SHOULD: 512~1024 H|E 7| RSA A{H=tel

/\OO

o AIX|2F 2 BEE ¢
et M7 ==t

MUST: Diffie-Hel Iman
SHOULD: 512-1024 H|E 7| RSA &5 3} X|&
SHOULD: RSAS| =z sl X[

el ME7IZ HES
St

et HAIX] Fz st

SHOULD: 3% DES<t RC2/40
MUST: 3% DES AlE ==
SHOULD: RC2/40=2 %11

st X[ ¥

P A

|
0

ol
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S/MIME 7| &

°
0

&%t 0|0|E| (Enveloped Data)

®olo| Et H|Ol& 9
ot L8 g2t 5’|

- A HEl | 0|E{(Signed Data) :
CIXE MBS MYE HE HAIX| CIOJHAEZREH TSN M HAQ
7Hel7| = 2ot A Hut L 82 base6d LA 2 §§PEID1, MEE HOolH
HA[X|= S/MIME 7|52 718 =4X2 2 = U=

AL A
=T

OI'

F M 0| 0| E{(Clear-signed Data)

ME HOo|HU Mt OrEt7HX| 2 L8| CIX[" MYEO| BF=S0{X[L,
CIX| 2 MBS base64= 0| &350 E2 3t

ANH™ O 2 S/MIME 7| 50| Sle +=4AE HAIX| HE2 & = US

F

» Signed and Enveloped Data
eottols = MEUot= M7 S 3 S El= 28

(=X~} %
153} DIAIRIE MBS, MY HO|E = ABE o + 9
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S/MIME &2l &l G| O] Ef

envelopedDATA MIME

A2 otEl HA|X]|S] S22 THA|
»=4AtE QIR Y=l base64E C|ZY
> AUXE RQI7| 2 Y2 otE ME7|E 529t
SHAIX| LHES MM7|E AHESIY 523t
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S/MIME £ 91l 0| Ef

S HlojE{2e] of

Content-Type: application/pkcs7-mime; smime-type=enveloped-data;
name=smime.p7m

Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename=smime.p7m

rfvbn;j756tbBghyHhHUUjhJHjH77n8HHGTIHGAVQpfyF467GhIGHYT6
7n8HHGghyHhHUujhJh4VQpfyF467GhIGIHfYGTrfvbnjT6jH7756tbBOH
f8HHGTrfvhIhjH776tbBIHGAVQbNj7567GhIGHfYT6ghyHhHUUjpfyF4

0GhIGfHfQbnj756YT64V
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S/MIME A=l §jo]E

signedDATA MIME 4l%j| =H|THA|
O A|X|] CHO|MAE 22|F HE4(SHA, MD5)
SN HE LHE9| HAIX| CIO|MAE H A
< MEXLO| Q17| 2 HA|X| CHO|HAE

=
S MKt && Signerlnfo={MHXt9| S 7(7|
23157 flet E1e|F A EA}L Y=3tE MD}

S AMIHE QA EE base64E C|TA L
S MEXIO| ZIH7|E AHESt0] MDE £
*Ate SEESZE MDE A /LS5t 20| == & MDEF H[ W
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S/MIME M=l §jo]E

NHE Ho[E2] of

Content-Type: application/pkcs7-mime; smime-type=signed-data; name=smime.p7m
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=smime.p7m

567GhIGFHYT6ghyHhHUUjpfyF4f8HHGTrfvhhjH776tbBO9HGAVQbn)7
77n8HHGTIHGAVQpfyF467GhIGfHfYT6rfvbnj756tbBghyHhHUujhJhjH
HUujhJh4VQpfyF467GhIGFHfYGTrfvbnjT6jH7756tbBIH7n8HHGghyHh
6YT64VOGhIGFHIQbnNj75
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S/MIME =4t M L 0| E

=3¢t A8 Ho|E2] of

Content-Type: multipart/signed;
protocol="application/pkcs7-signature”;
micalg=shal; boundary=boundary42

--boundary42
Content-Type: text/plain

This is a clear-signed message.

--boundary42

Content-Type: application/pkcs7-signature; name=smime.p7s
Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename=smime.p7s

ghyHhHUujhJhjH77n8HHGTrfvbnj756tbBOHGAVQpfyF467GhIGFHYT6
4AVQpfyF46/GhIGfHfYT6jH77n8HHGghyHhHUujhJh756tbBOHGTrfvbnj
n8HHGTrfvhJhjH776tbBOHG4VQbnj7567GhIGfHfYTeghyHhHUujpfyF4
7GhIGfHfYT64VQbnj756

--boundary42-
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THANK YOU
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Mail server
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Mail server
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