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 CVE Score (Common Vulnerabilities and Exposures Score)

R =EO == —_| L
- FlobAo| UErE HRSHE W

None 0

Low 0.1-3.9
Medium 4.0-6.9
High 7.0-8.9
Critical 9.0-10.0
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EoHE 2 M (Traffic analysis)
. HIAIRIS) RS BHEsH0] BARIO] B4 SAHS 2EsE X

e e.g., Wireshark

&A= RAH 2EHE
HAIZ|2 2= 27 =2 2ot

&¢I A = A7)

HEQ|3 Eot of MM Taeyang Lee., Sejong University 14



- B F (2/2)

- 1l
n ]
MO H
1 ry
K 10
™~
~ Iy
om - o
100 M
o =
S <0
L40 i
Kl i
il o
<l T
< HO
X T 4
S T ol
) B
% T 40
= O Tod
g m
< OF L1 O
~ K —3F
T _ N
N ml K™~
H0 <l A<
H-Q.A 20 HOwn
- ° °
:-_Ao W
T o °
K

Taeyang Lee., Sejong University 15

HE /3 =0t of Ml



= o} =74
(-

el L

- HOF S9| E7F (2/2)
M2 X Z 4 (Active attack) (1/4)
- AME 2| (Masquerade)
- HetE 7t VHAMIAME 71 - 5t0d 342 dAtst= A
. |_-_|.§ L |_:_|.|o| N PN —T'—7=|_T'_|- H#oHOHA-| Aécglsnl
« e.g., S QlE AlﬁE“ Mof| HetE 7R E Y& 5toq o[o|E #HE

SARI 2 o
2

H A %O x] T
HMEEOH

el

| E £

3 ot of Ml

Taeyang Lee., Sejong University 16



= OF =74

—l
- O T

ol EF (2/2)

74
3 (Active attack) (2/4)

RS XS
e« A XI_-lo ( play)
- EIE53% H|O|E B E Eﬁh_l QUCL7L AlZto| BAdtet = MHE
5tod OI7}E|x| of 2 AbEFOf M2 ste =74 SiE)
« e.g., SAXt7t SHA|IE ALIESH0] = AKX A RIS

EHEET AT H 2 HAXKE
ZdEEF F T H AT SECH

HEQ|3 Eot of MM Taeyang Lee., Sejong University 17



H O

I o 74
- O

L

- 20t SA9 EF (2/2)

(Actlve attack) (3/4)

4
Alxl 2= (Modification of Message)

- HIAIX|| B E EHOo = HASHL =ME FlHITF0{ QU7HEX]
ofe S7lE Lol 27 OHEH

LS L—- - — O™ o
. e, HAIXI B2 EE 35 Lof 200l LHS S Al

LRI T IFU-III"-IIE'—H HA X &

HEQ|3 Eot of MM Taeyang Lee., Sejong University 18



= o} =74
-

el L

- 20 SH9 EF (2/2)

. AAEIO| MAMOoR 28E|HL BHE|EIX| RIS Walste 22

e E X1 E.\T.E'_O EHAI—o °|-/\cl_3A|IC=I>

* e.g., CHEFO| HIA|R|E KEr5t0d Nt ESHE 2o Z

‘ SARI AHH 2| MH[~8
3 EFot

... [TT0

]
E 111

>

_I

HEQ|3 Eot of MM Taeyang Lee., Sejong University 19



o
lo

L HT 2>

rOro ok >
2
M
=

HEQ|3 Eot of MM Taeyang Lee., Sejong University 20



HOot MH[A

« =7 (1/3)
- 7|2M MH|A (Confidentiality Service
- QI7LE! A2 CIOIEE 212 &= /UL T ES 5= MHIA

=
« HIAIX| LI 27}, ECHE S8 EAM THOoZEHE ME
HAIXIE ES

<
o))
2

\|
AL

I
I o

LR A
=
_‘T'_

- 749 MH[A (Integrlty Service)
- =AIE O O_IE-|7P 215 E A7 2 A0t HES| dR[SH=
g Alg RIBate AHIA
a4

O_I_ r)-

AIX|7H HE O*OI Stz Je BT

[ J
(.
o [Q

C

i 1P CIO|E 0| %ol CHHME 25 MHIAE RI3

HES 3 £ 2k of MdlAd Taeyang Lee., Sejong University 21



HOoF MH|A

- 27 (2/3)

« 7+ MH|A (Availability Service)
AMAERI7I8 M BEX 2 25l AlARIE ES5t= MH|A

. 915 MH|A (Authentication Service)
- SLI0| AEE[UCHE R &elatiF= MH|A

.« CHS 7HAl| 215 (Peer Entity Authentication)

. AT U THHIO| AR B AH B

O|E{-&*{ 215 (Data-Origin Authentication)

.+ HIQIZ H&0IM £ AE HIO[EL BXE Ol &

ge

HEQ|3 Eot of MM Taeyang Lee., Sejong University 22



HOoF MH|A

- B8 (3/3)

- M2 |01 (Access Control)
« OI7LE|X| ot ME Rteo| A8 S
o 571, o{H =740f o XIS AIRSIE
CHet M2 2 A|Bt

FRISHE AMHIA
£ st=X|et &2 Ao

« 22IE M (Nonrepudiation)

o

» SAO| FH|7} Stlol| HoIFEH AHAE FRIs= A& LXK
» FUR7 SAUXRZRE 2 HAIXKIEHE JWE A=
« SAXTE HAIXKIE &2 FA7 ARIEHE AE SHAF

+ e.g., A /& HAIX| gE5E £l

HEQ|3 Eot of MM Taeyang Lee., Sejong University 23



F HI7{L|& (Specific Security Mechanism)
| JHA7F =EtE JIXEH AXZE 2 SARICIXIE =0l

gl__l
1
i
N

HEQ|3 Eot of MM Taeyang Lee., Sejong University 24



Hor H7AHL &

« 58 E 2 H|7HL|& (Specific Security Mechanism)

« S5 (1/2)
- A3 3t (Encipherment)
o =M UNE|E2 ALE5104 CIO|EHE &2 &+ Qe SEIZ Eﬁff X
o Cl[O|E{ 2| &t} E:r‘._ gdne|E0 A k= 7ol et HetA
K= M (Digital Signature)
. I:-IIOIE-I AMXE7E OlO|E o] g AREQL R ZE N
fI=E AT 5 OO0 E0|= TIO[E S| EX #HE
. e.g., eBay2| Q/E Ot= A+E
- M2 X|0{ (Access Control)
« XtHol M2 Het2 Xgtste Crder HAHLE
« e.g., dMUH A|AHo] CHet M2 Heto| gie ol ™22 Al
OlE BN (Data Integrity)
- Cllo|e| F2-EE tlsted A&l HFHLIE

110]
2o
c O

9.'—'

N

40

rok

N

Ik

. O

HEQ|3 Eot of MM Taeyang Lee., Sejong University 25



Hor H7HLE

- EH HOot H|7{L|E (Specific Security Mechanism)
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