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. QBT WILE QIBF CVSS AHlA W

* https://nvd.nist.gov/vuln-metrics/cvss/v2-calculator

NIST = NVD MENU

Information Technology Laboratory

NILST s
NATIONAL VULNERABILITY DATABASE D

VULNERABILITY METRICS

CVSS Version 2

E Common Vulnerability Scoring System Calculator

This page shows the components of the CVSS score for example and allows you to refine the CVSS base score. Please read the CVSS

standards guide to fully understand how to score CVSS vulnerabiliti

s and to interpret CVSS scores. The scores are computed in sequence

such that the Base Score is used to calculate the Temporal Score and the Temporal Score is used to calculate the Environmental Score.

As of July 13th, 2022, the NVD no longer generates new information for CVSS v2. Existing CVSS v2 information will remain in the database but the NVD will no longer actively populate CVSS v2
for new CVEs. This change comes as CISA policies that rely on NVD data fully transition away from CVSS v2. NVD analysts will continue to use the reference information provided with the CVE
and any publicly available information at the time of analysis to associate Reference Tags, CVSS v3.1, CWE, and CPE Applicability statements.

Base Scores Temporal Environmental Overall CVSS Base Score: NA

Impact Subscore: NA

&0 a0 80 8.0 Exploitability Subscore: NA
6.0 6.0 6.0 4 6.0 CVSS Temporal Score: NA
4.0 4.04 4.0 4.04 CVSS Environmental Score: NA
2.0 2.04 2.0 2.0 Modified Impact Subscore: NA
0.0 4 . . - 0.0+ 0.0 - - 0.0 A J Overall CVSS Score: NA
Base Impact  Exploitability Temporal Environmental  Modified Impact Overall
CVSS v2 Vector
NA
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» 2Ot M|7{L| & (Security Mechanism)
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» H ot H|7{L|& (Security Mechanism)

- EX Hot HFHLIE(2/2)

215 1 H(Authentication Exchange)
OB wmetE Soll S4IXte| MHE mefste HFHLIE

- E2iE] miS(Traffic Padding)
. Eff=l EM UEE |5l O|0|E] Bl 2o HIEE M HFHULE

_IOOE

» 42 A|04(Routing Control)
- O|lO|E{o| tH et & H2E MEist=E HAHLIE

« &35 (Notarization)
- O|O|E W te| Hots ?I5H MEE M3XHE & &30

HZHALIE

Network Security Essentials Jihye Kim, Protocol Engineering Lab.



Hor H7HL|E

2 oF HIZ{L|& (Security Mechanism)

o bk 2ot HZHL|F
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 HOF MH|A(Security Service)
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HOoF MH|A

 HOF MH|A(Security Service)
- B2(2/4)

- 2018 M MH|A(Nonrepudiation Service)
« SMXS| H|O|H MSE Atad B2l WX|s= MH[A
L IR M, 224 S0l LS ©8

y T B O O©— = K

- 2018 M, &E&{(Nonrepudiation, Origin)
. HIOE{7} SH SXZRE SAES FHsH= MulA
« 2218 M, =™ X|(Nonrepudiation, Destination)
. S A7} ClO[EIE £ 418te EHsts MulA

= T 1A= ©o

. 7k2 A MH|A(Availability Service)
« QI7LEI EAIXIO| 27 A, MA|ZtS 2 O|O|E{E MEste MH|A

. 274,015 D# 5 HHLIE XS
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H oF AJH|A

 HOF MH|A(Security Service)

« S5 (3/4)
e 7|2 A‘II:IIA(ConfidentiaIity Service)
. IH|0|E-| LE Y K2 UXst= MH[A
. otzs} EaiE IE SOl HLIE M8
- 014 |':"“(Connect|on Confldentlahty)
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ok AH|A

 HOF MH|A(Security Service)

. S5 (4/4)
« £ 24 MH|A(Integrity Service)
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HES2|3 Eot ma

HEYZ M EOtPE
- T2 77 P JEY
- M2 M2 2&(Information Access Threat)

. S5 ABAZRE M2 #EH0| £o{5|X| o2 C|O|EIS 7hZ M
L 25i5}04, ALSRF RHAOIH REISH S SrEE 93

« MH|A 2%(Service Threat)
. QILE AL REO| AlAEI 2 W AR Walst7| HlaH HFEo
M~ ZE g o=t 9IS
SFEEERICRE
« S 4K}
» 5li74(Hacker)
. Alagol Hastod HlolE] W 2 IS ChRE AR
« 2 X}(Intruder)
. AAHE TII[E Sxoz Sy MTsto] HEAE SRS AR
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HES|3 Eot mal

Mo ot oo
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HES|3 Hot 2
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- = ol cher 22 HI7{LIE
» 7{{0|E Z|1{(Gate Keeper)

- HIQI7} AKXt L M AxEQ o] B K| & KA
» P L|E{Z(Monitoring)
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