2024/07/16, 2024 E ot 7|= M|O|Lt

FEei HERXI 2o

9% HE 3 (2)-

0| H Zl(jeongmin@pel.sejong.ac.kr)

NSCHstn Z2EZZ A7 A



mailto:jeongmin@pel.sejong.ac.kr

» Q12 3l
» &= 22| LIHX| 8|

tsen HER3 ot Jeongmin Lee, Protocol Engineering Lab. 2



» Q123
» &= 22| LIHX| 8|

tsen HER3 ot Jeongmin Lee, Protocol Engineering Lab. 3



o
lo

HI
inl

@

Alm
oX

&= | (Fundamental Theorem of Arithmetic)O0f
ol FEHE RUSHH EHE = US

IZIJPZJ .e”kagl- %I:'O— SE €1, eZ)’“)ekO-” EH%H,
1 =

ol
—_—

o>
My
10
0N

0
| ]

Cl=Edl ¥IE|&0| ALK XS

H 7| &5 A|AEIO| HOFAO] SHAIRIO| ©3stO
37l 7| & E= =2 DLP (Discrete Logarithm Problem)2}
actorization) =X 0i| 7|+t

_I—.I
=
-
~
®
Q
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=
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AQI2E 5 (2/20)

H

AN
T
lem(a, b): a2t b2| Z=[A SHI=

° %%(1/2) gcd(a,b): a2t b2l Z|CH S<F
|

max(ay,by) S oee X pmax(ak,bk)g

2. lem(a,b) = k

x4 o|5|

—
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A QI3 (3/20)

« [0 St =& SHisof A
C%Sa, b)2t lcm(a, b)) CHSH, Icm(a, b) X gcd(a, b) = a x b7t

1 gcd(a b) _ mm _____ i(aq, b1) min(ay,by) X eee X plrcnln(ak bk)-T'—I'

lem(a, b) = max(a1 b1) o pgnax(az,bz) S vee X plinax(ak bo = st

2. gcd(a, b) x Iem(a, b) 2| ZF &of CHSH

min(a;, b;) X max(a;, b;) = a+ bO|L, O|= a2t bE 2 QI-E5HEt
A2 Mz Zs 71 =t

3. «~lem(a,b) x gcd(a,b) =a x b
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o HIFH-
O =
=
¢ ‘_r"r_-
B4 24
. EXI
=

- dng|Eo| A AlZho| +EoiE 2| £, 27| Soil ek EekE

H &8 (Trial Division Factorization Method)

2 (Fermat's Factorization Method)

« Pollard p — 1 2QI+23l & (Pollard p — 1 Factorization Method)
23 &8 (Pollard p — 1 Factorization Method)

FE|E o] A% AlZho| QI s e 40| 27|0f [htA{E Hat A

3 ¥4 (Quadratic Sieve Method)
« MR A & (Number Field Sieve Method)

ots st HEQ3 Eot Jeongmin Lee, Protocol Engineering Lab.
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Trial_Divison_Factorization (n)
{
2. af oW LHF0{ HoX[X| i S WX bt < AP
ax Ll‘E {

3. 9IMES ehE SuE yhlle(nmoda =0
output a
n=n/a

) ACSI% ; +1
- a<a
e n <2102 Ao 07t

O(\/ﬁ)9_| INPAE

Asstn HESZ 2ot

TE Y

—|—>.

k=2
AT
K|

}

if(n > 1) outputn

}
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. HFEH. EJ\ I=l =<
O K. —i

~(
« 04| Xl] 9.29, 0f|Al| 9.30

12331t 1523357784 & APlEdlot 7| ISHA ™= L

« E0|
1. a2 22 Z 7|5

def trial_division(n):

factor = []
. aZb vnItR| =8|5tH ng L5 & K| THE .
while a*a
=0
3. n2 LIFE ZR HEroz LI Q4o Ri42 )
EIéEO'” X‘Pé,l'l%:ll' while n%a == 0:

e +=1
n//=a

if e > 0:
factor.append(f'{a}~{e}"')
a +=1
if n > 1:
factor.append(f'{n}"1"')
return ' * ',join(factor)

372 * 13771

print(trial_division(1233))
print(trial_division(1523357784))

273 * 372 % 1371 * 3771 * 4398771

orS st HEQ3 Eot

Jeongmin Lee, Protocol Engineering Lab. 9



cn=x?—y @ xyERE = U2MH a=(x+y)0|2
b=(x—-y)2aqbE EE = US
e =X}
o Fermat_Factoriation (n)
1. y2=x?—-n0lMx=|/n|2E2 & { .
- —_ X «+/n
2. xE 1M B7}5tH x2 — nO| MZ 57t while(x < )
= x| ZAE c
- We x4 —n
3 .X'Z — Tlol X'"'E—Jl\—oll?_ x,y% 77(:'-% —J|\— 9/!__”_ if(w is perfect square)
(x+y),(x—y)& =2 7IH (
M= y VW
M W) a—x+y
bex—y
* _IIZ_ —}'\—Ol—l_JF (X +Y); ﬁx _y);7|' A-lE return a and b
e 5 WEA 2sE )
- 0(Vm) 2l A2t BEZE 7HE y T
}
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from gmpy2 import *

def fermat_factorization(n):
assert n % 2 !'=0

X
w

isqrt(n)
square(x) - n

while not is_square(w):
X += 1

w = square(x) - n
isqrt(w)

X + Y

X -y

y
a

b

$ python fermat_factorization.py return int(a), int(b)
(97, 89)

print(fermat_factorization(89 * 97))
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» nO| pt= £QI=E 7HEICHH, pot MEAR! a0 CHSHA]
FLT(Fermat’s Little Theorem) aP~! = 1(mod p) 7} H&lE

« a*®~D =1 (mod p) &t HEISIH, Ol k(p — 1) = ECt X|E

* af —1=0(modp)0|EE p|aB — 10|12 p|n&

&z HESZ 2ot Jeongmin Lee, Protocol Engineering Lab. 12



o HHHH. E A

O H-H- /1 |

 Pollard p —
¢« =X}
(> B |

1. M4

=3

2. p=

3. 1<

Aln

K| EHEHE
Hx| it dng|E2

Pollard_(p — 1)_Factorization (n, B)
{
a2
e« 2
while(e < B)
{
a < a®modn
e—e+1
}
p < gcd(a — 1,n)
ifl<p<n returnp
return failure

}

orS st HEQ3 Eot

Jeongmin Lee, Protocol Engineering Lab.
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- FE: S F2(7/14)
* Pollard p — 1 &84(3/4)
- £ MEHO| B2
e (p—1Dt EQA B2, pt (af — 10|12 nTt af — 10| ME A0 e}
gcd(a® — 1,m) = 10| =

+ n = pq0ll CH3ll(p, g= 2%), (p — DI|EOIT (g — 1)|EOIH pqlaf — 1
o et gcd(aE —1,n) = n<l

« E7t HF & 2™ ged(af — 1,n)0[ 10| L} 1, L45F 3 nO| LIS

e UHIMOZ F=2x%x3x%x-XxBLHE =1em(2,3, ..., B)E 50{ A4t

&z HESZ 2ot Jeongmin Lee, Protocol Engineering Lab. 14



A Ol=E3H (12/20)

- Aft: E = = %4(8/14)
* Pollard p — 1 &%4(4/4)
S

« p— 10| &2 2QIEE 71 E ol 2o Y
« 37 LFZEHMp - 10| 2 L E AE LATEMS
« O(B- logB log?n)| AlZF SEEE 7t
 aB'E repeated squaring ¥ 1 2|&0A 0(logB - log? n)2| AlZt SR EE 7HE
. Hxﬂ HFEE0| 0Bl AlZF SEHEE 7HE

HoF QF %

Ol
nok
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2o
O
als
Elll
gl—_l
=~
W
N
L

- T S =5(9/14)
- O Al 9.31

572471592| AQRl+=E F35t7| ?|sH Pollard p — 1 &9
(B =8)

def gcd(a, b):
while b:

2. 57247159 = 421 x 135979¢Y a,b=b, a%b

return a

3. 421-1=22x3x5x72 BELCt &2 QI+E 7+E
pollard_p_1(n, B=8):
a=2

A for j in range(2, B+1):
P& X7 HE a = pow(a, j, n)
p = gcd(a - 1, n)
if 1 < p < n:

$ python pollard_p-1.py eturn None

4. 1359759 B = 801 2|5 None #/2 &3 XY
« p—1=1359759 - 12 8ECIE?

421

tsen HER3 ot Jeongmin Lee, Protocol Engineering Lab. 16
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Al E2 3l (14/20)

Y S F2{(10/14)
H

S
» Pollard rho &%4(1/3)

» AL
e n =pq0l CH3H, x; # x, 2 xq, x, 7F ERNS}HOA p|(x; — x,) 0|2
nJ((xl—xz)Ol':':'p ng(xl—xz» )OI
o EXF
=1
1. EHEHBF A|E(s eed) x1 3} mod nOf| CHEt
che Alg Meig _
. QHIXo =z f xX) = X2 + 12 C}atAlo 2 A28 ?ollard_rho_Factorlzatlon (n)
X < 2
- Yy« 2
2. x; = f(r) =} + 191 5,0l Cha, e
gc d(x; — xp,n)= AR zvhile(p =1)
x « f(x)modn
3. gcd(x; —x,,n)0| 10| OL|2IH I+ E y < f(f(y)mod n)mod n
§<+°( JHoja %OIE}EH = , Poeedtem
Yios = £ () (0 2 2)00 Th3H 91 HHES phe|  rmy
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H[[
Ol

H (15/20)

|AE

2= 7t [ B

= X|(Cycle Detection) & EIZOH et Ms
* Richard Brent= Floyd’'s 211 EI

J—|'—||=|

| oFAl‘E A

= T Q
£ Brent's &1 EI"OE Hq 7

£ 9f 24% SHAH (Brent Richard P. "An |mproved Monte Carlo

ol

A B

oPO# o S

factorlzatlon algorithm." In proc of: B/T Numerical Mathematics 20.2, pp.176-
184, 1980)

. O(\/_)O| AZFEXEE JHE (

- birthday problem0] 2|5{ & & ™

582 OIEORIXI oL

e p< \/_O|':'E

25 E 0(2:)E 7H§!

3 28

b
9

+)

Ojo

olr

A4t

Asstn HESZ 2ot
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A 0l=E2 3l (16/20)

. HFH-

O K-

m
>.
i
Al
o

/14)

« 04|Al| 9.32

O4EE A+

- 37|°I M4E Pollard rho &EHo =2 A0l

FE{7F 2 230 (2F 102)H HE O

=717

a. 60AI2| 10ZI
b. 100At2| 10%&I

o

o T

27142 HFEH 2F 200K 2| HIE £E 7} &0 et EX T = 2F 250Q] [IF2FA,

250
5 =220 Zel of 12¢do] A&

2FIL2 HFRH oF 300A2| HIE £E 7} &0 2t X T = oF 275 [} A,
2— =2%5% 7t ZE|H ol gt A Chel= #hAbE

Asstn HESZ 2ot

Jeongmin Lee, Protocol Engineering Lab. 19



- @
» Pollard rho &%4(3/3)
o _—I_L3=| from math import *
—
1. AlEE 22 MH def f(x, n):
return (x*x + 1) %
2. Fond S _|_E| def pollard rho(n):
o x1 2

° xll_ |_ |-7:” x2|_ = EI- -

p=1

while p ==
x1 f(x1l, n)
X2 f(f(x2, n), n)
p = gcd(xl - x2, n)

if 1 <p<n:
return p

$ python pollard_rho.py return None
97 print(pollard_rho(89 * 97))

et S5t I ER3 Eot Jeongmin Lee, Protocol Engineering Lab. 20



A 0|l=E 3l (18/20)

« 04|Al| 9.33

Pollard rho &HE AIEst= AQIL-E6 T2 0, 4346172 AUE 7092
JAF}CH O A ™HE =ME xy, x, 2 pitE S LIEILHA|2.

OII

o from math import *
° xl,ijl' L_-I'Eﬂl- i

def f(x, n):
return (x*x + 1) % n

def pollard_rho(n):
= 2
XM=
p=1
print("|
print(’
print(f'{x1:7}|{x2:7}|{p:7}")

23713

i 142292,
23713} 157099
346589, 52128|
142292 41831;
380320] 68775]
157099 427553)
369457 72634;
52128] 63593]
102901 161353
41831 64890,
64520] 21979
68775, 16309]

while p == 1:
x1 f(x1, n)
X2 f(f(x2, n), n)
p = gcd(x1l - x2, n)
print(f'{x1:7}|{x2:7}|{p:7}")

OCRrR PP EPPRPRRPRPRPRPPRPRRP R

pollard_rho(434617)

~J
S
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2o
FQ
H I
gll__l
=~
©
N
L

o« =K1
(> B |

- n2 METSS0| A2 LIEHLHT Q42I5t04 20148 &S
. A5

« HaA| A G
o« =K1
O T
o H|(field)oll M nofl Z+et CHetAlE 3T 0|5 0|85t01 AQI+E &S

- A5

- 100KI2|ECH 2 48 20s28tsts 7HE e WY

1 2
+ 0(e)e| AMZF SHEE 7HE (€ = {(Inn)3 x (In(Inn))s3})
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HFdq. O
° ol- = EI:II_I- %EII(Z/Z)

« 0{|Xl| 9.34

O HFE7F =T 230 (2F 10)H HE o] HIE darE e = U2 M, CIS
42 ges ALEE Al 100Kt2| 107 H+E AQI+E236l st=d| CHEF dof
d2l=7t?
a. 2&t x| g
b. x| & g
. E0|

« X2l 7F 10021 107 H4E 272 CHEF 300HIE HEY

~n =239 1n(23%%) =~ 207, ln(ln 2300)) ~ 5

a. 2 A gHMH= (207)2 X (S)z ~ 328 E5| £32Ho| H|E 0{AtQ| TQ &
kM, 55 ~ 20A12H HETH £ 2%

P ERAP W T s |

b. TR xﬂ HFH*OiIA—I'— (207)5 x (5)5 ~ 348 S8} ¢3480| H|E it LR
kM, = ~ 140A|2 HEJ AQE

= L
’ 30

ok

ot % 8t LEXT 2ot

Jeongmin Lee, Protocol Engineering Lab
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» Q12 3l
» &= 29| LIHX| 8|
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=29 LIHX| Hal (1/6)

0l
N ]

e

SN
olmJ|J
LI ~K

=|
=]

a,(mod m,)

r.X'
X

a,(mod m,) 1o F3

a, (mod my,)

K=

9

o« St HIX{AIS
HS oo

Jeongmin Lee, Protocol Engineering Lab. 25
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Myt 4+ ap X My X Mg!) mod M2 &
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CHs R BEAe| SHE FotAlL.

x = 2mod3
x =3mod5
x = 2mod?7
« E0|
1. M=3x5x7=105¢
2. My=-32=35 My=--=21, M3=--=15%

4., ~x=(2%x35%x2+3%x21x1+2x%x15x%x1)mod105 = 23 mod 105

tsen HER3 ot Jeongmin Lee, Protocol Engineering Lab. 27



S 210| LIHX| HE2| (4/6)

« 0| Al 9.37

FAI2.

ol

73} 139 2 LIRS LIHX|7F 30| 122 LIS 0{ Ho{X | HE-E F

- E0|
1. CISot 22 4-HA HEl2 23 758
{x53m0d7
x =3 mod13
x = 0mod 12

tsen HER3 ot Jeongmin Lee, Protocol Engineering Lab. 28



CRT » m mod n

m® mod g

dp’ dq
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. E0
=
1. x2t yE ZrZf mod 99, mod 98, mod 97 &0l HMSH =
x = 24 (mod 99) y = 37 (mod 99)
x = 25 (mod 98), y = 40 (mod 98)
x = 26 (mod 97) y = 43 (mod 97)

2. mod 99, mod 98, mod 97 &0|M ZtZt x + yE HMSIHLCIS £ 3

z=x+y =61 (mod99)
Z=x+7y =65 (mod98)
Zz=x+y =69 (mod97)

3. =29 LIHX| EE|E 0|83t 8l z = 4572 7& = US

tsen HER3 ot Jeongmin Lee, Protocol Engineering Lab.
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» Q12 3l
» &= 22| LIHX| 8|
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s (1/9)
- 39|

°cx +cx+c _O mod n)
(= @

(modm)T} 22 HEfE 2= WA
C’|O| BT, ¢, #0)
* x2 = a (mod n)°='EH°| HE =& 0%
- 32 (case)
c ZEEJ AR 2K S (p= ETC o)
-ZEEMGEHESFR 2R S

of s atmt =T Hot

Jeongmin Lee, Protocol Engineering Lab. 32



H7F EMSHX] §EHLE, ME & S0| ot 5 7He| SHE 7HE

 2&F [04(QR, quadratic residue)

e x2 = a (mod p)dllM 5 7He| SHE 7} TICHH o & 2% U042t B &
» 2xF H|20{(NQR, quadratic nonresidue)

* x2 = a (mod n)0|M SHE 7IX|X| Bt o E 24l HIYOEI B &

- 22e{o| B’E 7|&(Euler’s criterion)
*az =1(modp)O|H BEZE p0| CHEH a= 2AF L0{L
—1 (mod p)O|H 2= Z p0i CHal a= 2% H|K0{

°|
Il

tsen HER3 ot Jeongmin Lee, Protocol Engineering Lab. 33



2AF &S (3/9)
- DEZ T} A0Q1 2R & &S(2/5)
« 0§|A]| 9.39

2AF & YA x2 =3 (mod 11)2] 5 7H2| 8 x =5 (mod 11)2 x = —5 (mod 11)

e« x=-5(mod11)0|A =5 =6 (mod 11)0|2 2 F 7lQ| = HE
&S0l ot

st L ES3 2ot Jeongmin Lee, Protocol Engineering Lab. 34



(4/9)

cDEZ 7}

A0l 2%}

2A B =

« 04| K| 9.40, 0|Al| 9.41

Z;,01M 2, 4, 60| QRQIX| Of = X| E & 5tat

0]

11-1

11-1

11-1

5(3/5)

272 mod11l - 32mod11 » —1mod 110|222 QNR
. 42 mod11 - 1024 mod 11 - 1mod 11 O|E2Z QR
6 2 modl1l » 7776 mod1 » 10mod 11 » —1 mod 110|EEZ QNRY!

Z{l = {11 21 3! 4) 5: 6! 7! 81 9! 10}

v

v

QR set ={1,3,4,5,9}

QNR set ={2,6,7,8,10}

Asstn HESZ 2ot

Jeongmin Lee, Protocol Engineering Lab.
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22X &S (5/9)

s DEZE T} AQl 2%} S (4/5)
+ = 0|

1. x° = a(mod P, U] EHHEE &S5l
P
a2z =1 (modp)¥
p—1 _

2. az =1 (modp)¥H0| o E =&
pt1 _

3. a2z =a(modp)dl FEE F

Sk

dp)O|2 2, p = 3mod 40| CHEH HIE xE

Tra 4 =x(mo
CES = QUSB
= 1 mod 40|™ Tonelli-Shanks & 1 2|&& At235t0d E5¢&

tsen HER3 ot Jeongmin Lee, Protocol Engineering Lab.
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CDEZT AL
« 0{|Xl| 9.43

MK
o

23+1

- 32 75,0{H QRO|ZZ, 374
e 2= Z;,0lA QNRY

+1
- 72 73,0l M QRO| 1, 7 =16807 = 11 mod 190|122 3 x

=729 = 16 mod 230|222 = x = +16 mod 23

+11 mod 19

et S5t I ER3 Eot Jeongmin Lee, Protocol Engineering Lab. 37



S (7/9)

|.

S
=

2Kt

+b; mod p,
+b, mod p,
+b;, mod p,,

X1
X2
Xk

-

Jeongmin Lee, Protocol Engineering Lab. 38

x? = a; mod py

x? = a, mod p;
2 —

x“ = a; mod py

g

X Pk

x2 =amodn
n=pg Xpy X-

orS st HEQ3 Eot



DRI} EA

» 04Xl 9.44
x%2 =36 (mod 77) 2| SHE F3tAIL

- Z0|
1. 772 AQI+E38H3104, x2 = 36 (mod 7) Ol x? = 36 (mod 11) & 7 &
Z1Zto| SHE E0{Li™, x2 = 36 (mod 7)) EFE x = +1 (mod 7)0| 12

2- =1 =1

o

3. 2t WEAlM TE SHREE, 471 HYLHAIS BHS o] SHE 7

(x = +1(mod7), x=+5 (mod 11)
x=+1(mod7), x=-5(mod11)
x=—-—1(mod7), x=+45(mod11)
x=-1(mod7), x=-5(mod11)

B

\

5. ~x=26,+27

gsstnt HESZ 20t Jeongmin Lee, Protocol Engineering Lab.



=l SFE=
2At &S (9/9)
- BE 27} &80l 2kt & 5(3/3)
o2
O O
DS 27} BHA401 25 B WA B8 TaE 2
S8+ E 201254 ot = 012427 S53E 013
* e.g., Rabin &5 A|ABIIM AIEE
* n=pqE AES04d ¢ =m? (modn) HAOZ 4535 =3

A= HESZ 2ot

Jeongmin Lee, Protocol Engineering Lab.
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Thanks!

0| H Zl(jeongmin@pel.sejong.ac.kr)
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