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» Q123
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o
lo

HI
ul

@

Alm
oX

&= A/ (Fundamental Theorem of Arithmetic)0f
T HEl2 st EHE £ 9l

ol
—_—

o>
Tif>
lo
oN

o 7| 25 AlAEIO| Hokadol 34AIR{Ql oigte

37l 7| &= =2 DLP (Discrete Logarithm Problem)2}
actorization) =X 0i| 7|+t

_I_.I
g
-
—t
@
Q
® 1
—_—
_I_I
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° %% (1/2) gcd(a, b) : a2t b2| Z[CH

ST
lem(a, b): a2t b2| Z=[A SHI=

b =p;t X py? X - X ptE AL
2. ocd(a,b) = min(aq,b1) v min(a,,b,) v v min(ay bk)g
% Q(IE.:' ) =Py P, Py

1. a,bE 2QI+E38HE0] a = pI* X p,? X -+ x p k&t
X

X pokE HlArE

,b ,b ,b
2 lxc_%(lglb) — pinax(al 1) X p;nax(az 2) X eee X pII(naX(ak k)E

—
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A QI3 (3/20)

. 28 (2/2)
. X|CH k40 XA ZHISO| B

* gcd

a, b) 2t Iem(a, b)01| CHSH, 1cm(a, b) x ged(a, b) = a X b7t

A'|E'_ o|'

=

1.

3.

gcd(a b) _ m1n(a1 b1) x p;nin(az,bz) X eee X pmin(ak’bk)ﬂl-

b b =
lcm(a b) = max(al b1) X pmaX(az 2) X oo X plr(nax(ak k)% _E_%F

gcd(a, b) x Iem(a, b)2| ZF & of| CHSH

mm(a b +max(a b,) +b0|11, B= a2t bE AQI-EaHEt

~lecm(a, b) X gcd(a,b) = a x b

s st HEX3T Eot

Jeongmin Lee, Protocol Engineering Lab. 6



° H I H-
O E=
. 7
= A
* =T %x_-ll
« E K|
-1 O
- d2[Eo| A AlZHO] O._l—’F-E-ﬁH%E*—T—in) ol (eg., F =7} 7172,
nO| 212 QI8 7I3), 27| Sof et EetE
==
* ST

« M LE AQE3H &Y (Trial Division Factorization Method)
- H 20} AQI+E5H Y (Fermat's Factorization Method)

 Pollard p — 1 2QI+E3H &% (Pollard p — 1 Factorization Method)
* Pollard rho 2213l &8 (Pollard p — 1 Factorization Method)

- dng|Eo| ™ AlZho| l+EoliE 2| 3 7|0l ek AMBF EEF

3 1 (Quadratic Sieve Method)
S & 2 (Number Field Sieve Method)

&z s HESZ 2ot Jeongmin Lee, Protocol Engineering Lab.



A — A= -
* x|_'|‘l‘ [=] _JlK_O|_|—|——.-_—oH E',Hi
. e
« nO| FdetH n 20t 2 stLte| & p7t EME
o« =XF
O T
=| R =2
1 Z_I_I_E-II_\/EHEI'XJ,I_ aoE o 7|-A|9|D:| n= Trial_Divison_Factorization (n)
LI+= TE 3 (
2 Atod = C (o) X=1 a< 2

2. ZE Ecl__lg_l_ L 'I'o'l Eo'lxlxl Ls = [[HUI'xl zvhile(asﬁ)

=]

3. _?_l ﬂl-g% |:|I_|-§ _/I\_écljlézl' ?hile(nmoda=0)
output a
n=n/a

- 895 b
= a<a
« n < 21°Q Z0l Z17t USF )
. 0(\/%)9| A|7I_|- 5@"5% 7|.§ } if(n > 1) outputn

&z s HESZ 2ot Jeongmin Lee, Protocol Engineering Lab. 8



A Ql=E3H (6/20)

O H-H:- /|11 /] /1

o HFH4. E A &H X4 (2/14)

« 0§|Xl| 9.29, 04 A| 9.30

12331} 15233577848 A QI+ Eal5t7| IsiM M4

. E0|
= = =
1. a& 22 2137'3" def trial_division(n):
factor = []

3=

—

Fl

N

rr

2. aZb ynThX| £2|5tHH nE Lt

r

while a*a
e =0

while n%a == 0:
e +=1
n//=a

if e > 0:
factor.append(f'{a}~{e}")

a +=1
if n> 1:
factor.append(f'{n}"1"')

3/\2 k 137/\1 return ' * ',join(factor)

print(trial_division(1233))
2A3 X 3A2 X 13A1 X 37A1 * 43987A1 print(trial_division(1523357784))

&z s HESZ 2ot Jeongmin Lee, Protocol Engineering Lab. 9



. 22
cn=x?—yQx2t yEAE £ U2MH a=(x+y)0|12
b=(x—-—y)2abE S+ US
« =X
o Fermat_Factoriation (n)
1. y2=x?-n0lMx=|/n|2E2 & { .
- —_ X «+/n
2. xE 1M B7}5tH x? —nO| MZ 7t while(x < )
= x| AAE c
- We x4 —n
3 Xz — n0| X'"_E—JFOW_ x,y% 7%'% —J|\— (/?AI__’I_ if(w is perfect square)
(x+y),(x—y)& U= 7t {
M= y VW
* oS a—x+y
bex—
* _IIZ_ —}'\—Ol—l_JF (X +Y); X _y)7|' A-lE returxnaanb
e =2 WEHN Ese )
+ 0(Vn) 2l AlZt 2R EE 7}HE T

}
}

&z s HESZ 2ot Jeongmin Lee, Protocol Engineering Lab.



from gmpy2 import *

def fermat_factorization(n):
assert n % 2 !'=0

X
w

isqrt(n)
square(x) - n

while not is_square(w):
X += 1

w = square(x) - n
isqrt(w)

X + Y

X -y

y
a

b

$ python fermat_factorization.py return int(a), int(b)
(97, 89)

print(fermat_factorization(89 * 97))

&z s HESZ 2ot Jeongmin Lee, Protocol Engineering Lab. 11



« n0| pEt= 2R+& JHEICHA, poF MEZACQ! a0i CHSHA FLT
(Fermat's Little Theorem) a?~! = 1(mod p) 7} H&IE

« a*®~1 =1 (modp) EF HESIH, Ol k(p — 1) = EE} X|E
e af —1 =0 (modp)0|EE p|af — 10| p|n™

« MMt EE Sall gcd(af — 1, n) =pE F& = US

&z s HESZ 2ot Jeongmin Lee, Protocol Engineering Lab. 12



 Pollard p —
« =Xt
O
1. XEE BB M5 T o' 8 HAEH (UUHOR a=2,E =B S
S &)
2. p=gcd(al,—1n)0| 1 <p <n@lX| EEHE
3. 1<p<nO|H ALQlIEpE et JZX[UCIH LT EE2
Al
Pollard_(p — 1)_Factorization (n, B)
{
a«<?2
e« 2
while(e < B)
{
a < a®modn
e—e+1
}
p < gcd(a — 1,n)
ifl<p<n returnp
return failure
}

&z s HESZ 2ot Jeongmin Lee, Protocol Engineering Lab.



2l 32, F’r(a —1)0|2 nI} af — 10| ME A0 k2t
,n) = 10 =
« FLT7I MEEIX| teE8 2 (p-1DIE->pt(af — DY

e n = pqOf EHoH(p, = ), (p —1|EO|Z (g — 1)|EO|™ pg|af —
lofl et ged(af —

—1,
« (p—-DIE, (g —DIELL 0 (mod p)2t af = 0 (mod q) 7+ S&ISt7| HE

e E7F {5 2 2™ gcd(af — 1,n)0[ 10| L1, L{F 3 nO| LIZ

« UUIMOZE F=2x%x3 %X+ XBLIE =1em(2,3,...,B)E F0{ Al4He

&z s HESZ 2ot Jeongmin Lee, Protocol Engineering Lab. 14



- Af: E= =7 (8/14)
* Pollard p — 1 &' (4/4)
. M

. p— 10| & AQ4ES 717

7
. BT LB p - 10| 2 AQISE ZE
— O| ot x

2
Fol
ic]
i
e

+8 AR sliof oHEiEt
A
T

« e.g., O &= gOi| CHSH p = 2g + 121 CFH (Safe Prime) pE Al
* O(B -logB -log?n)2| Azt SHEEE 7IA

. af';l’ Repeated Squaring & 1 2|&0M 0(logB - log? n)2| AlZt ST T

- Mi| EFESE0|oB)2l AlZt SEEE 7HE

gsstnt HES3 20t Jeongmin Lee, Protocol Engineering Lab.
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o JFH: 5’.‘ =% (9/14)
. Of|&| 9.

572471599]
(B = 8)

- E0

1. p=4212 7& = U2

+>w

def gcd(a, b):

while b:

2. 57247159 = 421 x 135979¢Y a,b=b, a%b

return a

3. 421 -1=22x3x5x72 BEC} &
pollard_p_1(n, B=8):
a=>2

4. 135979= B = 80| 2|3H None /I:% =3¢ for j in range(2, B+1):
« p—1=1359759 — 12 8ECI 2 a = pow(a, j, n)
p = gcd(a - 1, n)
if 1 < p < n:
return p
$ python pollard p-1.py return None

421

print(pollard_p_1(57247159))

&z s HESZ 2ot Jeongmin Lee, Protocol Engineering Lab. 16



=5l (14/20)

17

- Y B =% (10/14)
» Pollard rho &1 (1/3)

e n =pqOl CHSH, x; # x, @1 x4, x, 7F ERNSHOT p|(x; — x,) 0|2
nt(x; —x)0l™ p = ged(x; — x5, n) ™

« ==Kt
O T
1. E._l“'_é'f._t A|E_| (ﬁq"ered) x; 3} mod n0| CHE!
CletAl2 AHEHS
|-O agiaiie o = = Pollard_rho_Factorization (n)
« YEHOE f(x) =x* + 1E CIFAHE MEF ||
X « 2
- y <2
2. Xy = f(xl) = xi+ 1O|_I _XZO'” EHEH, p 1
ged(xy — xp,n)= 7AlEHH whie(p = 1)
x < f(x)modn
3. ged(x; — x,m)0| 10] OFL|EHEA QI8 y « FHG)modymed
X2 R0|1, 10|2tH )
xip1 = f(x) (i =2)0] CHall & ™2 2= } return p

&z s HESZ 2ot Jeongmin Lee, Protocol Engineering Lab. 17



= F 5l (15/20)

HreH{. EA 2 XA 'Bi S 2t 3
roE ST 55 (1114) o o e e a2 s S
$ES ANHE BRIZ, k ~ i [ & 50%2
« Pollard rho &% (2/3) 488 }E
o« M=
o O
e n0| Zt2 OI&E 7} Al 11| & 1l%{2l
. ;’.-_‘-fg Bt X| (Cycle Detection) & 1 2|&0] [MEf Ms0| &A=
AR TET

Richard Brent= Floyd’'s €@ 1 2|& 2 Brent's & 1 2|&E2 2 B850 HAF &
£ o 24% T AA (Brent Richard P. "An |mproved Monte Carlo

factorlzatlon algorithm." In proc of: B/T Numerical Mathematics 20.2, pp.176-
184, 1980)

« 0P AlZt SEZE 7HH (p= nol 71E 2 AQI)
« Birthday Problem™ 1t =&t & X| ¢ 2|E2 S HEMZE FFF ZL0|MH,
HLUst SH2 O[Fo{X[X| A F
. p< \/_Oll:lg 9||= i R 0| o4AMZFO| T Q
7+

Z Q50 HIE = n,0ff CHaH HIE 4t

of 58t} L ESIT ot

Jeongmin Lee, Protocol Engineering Lab. 18




o HIEH-

« 04 A 9.32

O HFE7F = 230 (2F 10)H H 9| H]

AME &+ Us W, ChSo

E @3
e 37|09 M4+E Pollard rho o 2 AQCILE5H & [ 2| AlZto] o= &
c =717

a. 60AI2| 10ZI
b. 100At2| 10%&I

2% = HHE 9f 200At2| HIE & 7H&of et SHEE of 220 [MEkA,
50 _
“5 =220 ZQl of 12¢d0| A

Kl=2 HFE oF 300Kt2| HIE =8 7t&of et EX T = oF 275 [IFEFA,

2%
L =2%A7} Z2IH ol HBH A BH9I2 BHatE

o HER3 20t Jeongmin Lee, Protocol Engineering Lab.
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S from math import *
. 3 p
1

AMEE 22 ™ def f(x, n):
return (x*x + 1) % n

2. Fond S o2& A|'23|'0 def pollard_rho(n):
° x1|_ of |-7:” x2|_ 5 |_|-7:” ..

while p == 1:
x1 f(x1l, n)
X2 f(f(x2, n), n)
p = gcd(xl - x2, n)

if 1 <p<n:
return p

$ python pollard_rho.py return None
97 print(pollard_rho(89 * 97))

Jeongmin Lee, Protocol Engineering Lab. 20



A 0|l=E 3l (18/20)

« 0|A| 9.33

Pollard rho &HE AIEst= AQIL-E6 T2 0|, 4346172 AUE 7092
JA}CH O A ™HE =MW xy, x, 2 pitE S5 LIEILHA|2.

OII

from math import *

def f(x, n):
return (x*x + 1) % n

def pollard_rho(n):
= 2
XM=
p=1
print("|
print(’
print(f'{x1:7}|{x2:7}|{p:7}")

23713

i 142292,
23713} 157099
346589, 52128|
142292 41831;
380320] 68775]
157099 427553)
369457 72634;
52128] 63593]
102901 161353
41831 64890,
64520] 21979
68775, 16309]

while p == 1:
x1 f(x1, n)
X2 f(f(x2, n), n)
p = gcd(x1l - x2, n)
print(f'{x1:7}|{x2:7}|{p:7}")

OCRrR PP EPPRPRRPRPRPRPPRPRRP R

pollard_rho(434617)

~J
S

&z s HESZ 2ot Jeongmin Lee, Protocol Engineering Lab. 21



2o
FQ
H I
gll__l
=~
©
N
L

1

« 0(e)e At SEHEZE 7HE (€ = {Inn x In(Inn)}z)

« YAl ® BE
o« =
o

LFleId)Oﬂkl nof £t CHEAE ¥ 10 0| 0|835t01 L0+ E

(o] |

Edllote 71 HHE YH
C ~ {(In n)é X (In(In n))é})

ot st} L EQ3 Eot Jeongmin Lee, Protocol Engineering Lab. 22
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>
FQ
H I
ol
N
<
N
=

o{H & P =T 230 (2F 104)H HE o] HIE ME & = /S M, Ch31t
g2 HHE Al Al 100At2] 108 H+E AQI4-B5H st=o| CHEF LofLt
de|l=717?
a. 2AF | gt
b. MA| A g
.« =0

« X227 10021 107! M= 272 CHEF 300HIE HE &

~n =239 1n(23%%) =~ 207, ln(ln 2300)) ~ 5

a. 2xt A o= (207)2 X (5)2 ~ 322 E8f 32840| H|E Q4pl0| EIQ &t
kM, 55 ~ 20A12H HETH 42

P ERAP W I s |

b. T2 x{l '='“=HO{|A-I'— (207)3 X (5)3 ~ 348 Sl e3*HHO| H|E Qd4t0| ER
[FEEM, 5= ~ 140A1Z HET AQE

= L
’ 30

ok

st HERZ Hot

Jeongmin Lee, Protocol Engineering Lab. 23



» Q12 3l
» &= 29| LIHX| 8|
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=29 LIHX| Hal (1/6)

=|
=

a,(mod m,)

r.X
X

a,(mod m,) 1o F3

a, (mod my,)

K=

9

o« S HFIX{AIS
HS o o=

Jeongmin Lee, Protocol Engineering Lab. 25
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=29l LIHX| Hal (2/6)

o O
o
o
6]
L
i
>
0l
et
S
E
X
3
X
X
E
T0[ru
-1
9.'-'

4. O|E=%I-xc;lA—!_9|OHX—(a1XM1XM1 +Cl2XM2

M2_1+ -+ a X My X M, )modME T

s st HEX3T Eot

Jeongmin Lee, Protocol Engineering Lab. 26



CHs R BEAe| SHE FotAL.

x = 2mod3
x =3 mod5
x = 2mod?7
.« EO0|
1. M=3x5x7=105¢
2. My=-32=35 My=--=21, My=--=15¢%

4, ~x=(2%x35%x2+3%x21x1+2x%x15x%x1)mod105= 23 mod 105

s HER3 ot Jeongmin Lee, Protocol Engineering Lab. 27
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13
_E
I—-I-
o{o
AA [ )
T AMRE= IIH L T T+
X|
I-
] @) .I CH
= -I
/ |_ A
-IA
_I__
=

Ol

inl
0jo

i)

N

rio

o

0%

I

0%

m

fu

"

o

o
ofr
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o5 %
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CRT » m mod n

m® mod g

dp’ dq

&z s HESZ 2ot Jeongmin Lee, Protocol Engineering Lab. 29



- Z0|
1. x2t yE Z'Zf mod 99, mod 98, mod 97 &0l HMSH =
x = 24 (mod 99) y = 37 (mod 99)
x = 25 (mod 98), y = 40 (mod 98)
x = 26 (mod 97) y = 43 (mod 97)

2. mod99,mod 98, mod 97 &0l ZtZt x + yE HASIHCIS 23

Zz=x+y =61(mod99)
Z=x+7y =65 (mod98)
Zz=x+y =69 (mod97)

3. E20lo| LIHX| M2|E 0|25t04 5l z = 457 mod 9410942 F7& £ Q2

&z s HESZ 2ot Jeongmin Lee, Protocol Engineering Lab.
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» Q12 3l
» &= 29| LIHX| 8|
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2T

s X+ oy x CQ =0 (modn)t Z2 JENE 4= WHA
(c;= Yoo B, ¢, #0)

* x2 = q (mod n)°='EH°| HE =

o
A4
0

&z s HESZ 2ot Jeongmin Lee, Protocol Engineering Lab. 32



27’(}

. 3|-|_g| _._xHA-l
.« 37k ZR43HR| 2 HLE, M2 BE0| ofd 5 JHol SHE 7HE

35 (2/9)
ers (1/5)

« 2AF Y04 (QR, Quadratic Residue)
= a (mod p)IA T 7He| Sl & 7IEICIH o & 24 Loi2tD B &
2At H|2 04 (QNR, Quadratic NonResidue)
= a (mod n)0| A SHE 7tX[X| 2P o E 24} H|Yo{EtD B &

- 22e{9| E’E 7|& (Euler’s Criterion)
a7 = 1 (mod p)O|™ 2 &= p0i CHSH a= 2AF Y04
p—1
az =—1(modp)O|H EEE p0| CH3H a= 27 H[U 04

&z s HESZ 2ot Jeongmin Lee, Protocol Engineering Lab. 33



2AF &S (3/9)
- DERTJI A0 2R & & (2/5)
 0{|Al| 9.39

WA x? =3 (mod 11) 28| = 7HS| &l x = 5 (mod 11)2Zt x = —5 (mod 11)
to42t.

Ol

2R &
2 H|w

Ol

- 0|
x = =5 (mod 11)0|A =5 = 6 (mod 11) 0|22 F 7| all= ME
250 o

=

st HES3 2ot Jeongmin Lee, Protocol Engineering Lab. 34



2At &S (4/9)
c DEZ Tt AQI 27 &S (3/5)
« 04X 9.40, 0{A| 9.41

7:,0M 2, 4, 60| QROIX| OFLIX| &5t}

- E0|
1. 2 7 mod1l - 32mod11 — —1 mod 110|222 QNR
2. 47 mod 11 - 1024 mod 11 — 1 mod 110|222 QR
3. 6 = mod 11 —» 7776 mod1 - 10mod 11 - —1 mod 110|E2 2 QNRY

Z{l = {11 21 3! 4) 5: 6! 7! 81 9! 10}

v v

QR set = {1,3,4,5,9} QNR set = {2,6,7,8,10}

gsstnt HES3 20t Jeongmin Lee, Protocol Engineering Lab.



2At & = (5/9)

« DEZ I AQI 2K S (4/5)
« £0]
1. x° =a a (mod p)0i|A, LU TS Sl
P
a2z =1 (modp)
p—1 _
2. az =1 (modp)¥H| o E
p+1 -
3. az =a(modp)t| FEE F&
+1
4. iapTE x (mod p)O|2E, p = 3 mod 401 CHSH HIZ x &
C=5 A Ol2
— =22 T AAE[
* p = 1 mod 40|™ Tonelli-Shanks 1 2|&E2 AF&3I0{ TE£F

&z s HESZ 2ot Jeongmin Lee, Protocol Engineering Lab.
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2 &}
2%}

CDEZT AL
« 0|A| 9.43

St HFX{AIO| BHE TL15HA|Q.
3 (mod 23)
2 (mod 11)
7 (mod 19)

jul
0jo
N
>

MK
o

23+1

- 32 75,0l QRO|Z, 372
« 2E 7;,01A QNRY
19+1

« 72 73,0lM QRO|L, 77+ =16807 = 11 mod 190|2 2 3= x

=729 = 16 mod 230|222 &= x = +16 mod 23

+11 mod 19

gsstnt HES3 20t Jeongmin Lee, Protocol Engineering Lab. 37



S (7/9)

|.

S
=

2Kt

+b; mod p,
+b, mod p,
+b;, mod p,,

X1
X2
Xk

-

Jeongmin Lee, Protocol Engineering Lab. 38

x? = a; mod py

x? = a, mod p;
2 —

x“ = a; mod py

g

X Pk

x2 =amodn
n=pg Xpy X-

ASsn HEXT Eot



2
.DEE} HAS

« 04| K| 9.44
2 =36 (mod 77)2| SHE F35tAIL

7+1

Z0{LiH, x? =36 (mod 7)) EFE{ x =41+ =41 (mod7) 0|2
11+1
x%2 =36 (mod 11)0IM x = 4374 = +5 (mod 11) &

AQIE=E35l5H04, x2 = 36 (mod 7)1 x%2 = 36 (mod 11)2 T+ &
=
=

3. ZHwEAM e R RE, 4712 AT wHAS B

-1
ok

HE

N
(o] [}

0

(x = +1 (mod 7), x = +5 (mod 11)
x=+4+1(mod7), x= S(modll) of = a=y=
A _o_ LIH K| &2 =) = k=1y
4 <xE—l(mod7), x = +5 (mod 11) XS | LIHA SEIE £
x = -1 (mod 7), x =-5(mod11)

gsstnt HES3 20t Jeongmin Lee, Protocol Engineering Lab.



N
2At &S (9/9)
CDE 27t B A0l 23t B E (313)
o2
o O
- DEE7 8T 24 S 8AL HE 5 A2
HE4E 200588 ot = of243 7 5582 08
* e.g., Rabin &5 A|AEIIM AIEE
« n=pqgE MBS0 c=m? (modn) YAl Z S35 3

=S HESZ 2ot

Jeongmin Lee, Protocol Engineering Lab.
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Thanks!

0| H Zl(jeongmin@pel.sejong.ac.kr)
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