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[
=1

E E55t7] fI8H X[7{oF &
Triad

2 M (Confidentiality)

« QUILE|X] f 2 AS AT
HHEo| "2 K| Xot=F EE ot

£ Ad(Integrity)

. BT} QITLE|R| of2 WAl
EHEX| =S BEstE X

e
—/

Confidentiality

Security
Goals

S
R
o
N

Yunhong Min,

Protocol Engineering Lab.
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. Hot 2E ol BHE BHO| E5
L Jlude Pl E 22
. e.g., 2% Z(Snoofing), EEE! £ AM(Traffic Analysis)
. 272 HstE 27
* e.g., B4ZX (Modification), 7% (Masquerading), AT & (Replay)
2 Ql(Repudiation)

()]
(@)
_>._
o
>
X
I
OH
ik

o

OS, Denial Of Service)
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274x £ TEbsHE B9
. e.g. | &2 LEZ2 7IEAMM
AFAlo

[
\/
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. 2HME SIHstE 37 (24)
- 7t (Mas querading)
« CHE MR E 2ot A<
€9, 55 ='7<+7+**I7<+E 5o SR S5 2EE EUE
ST

of
>
1%
9.'—'
rr

oH 2
Nre
Pal

otS sty L EQ3 Eot Yunhong Min, Protocol Engineering Lab. 9



Lr

o ik
I2E
ol Kb
o

>

©

o ™l Ho%
X Ko ol
4o R o0 ©F
=l 0

”—nAn {

40
zl

SH

40
3

<0

Yunhong Min, Protocol Engineering Lab. 10

orS st HEQ3 Eot



- FEAHEE RI-sts S4(4/4)

» 2 0l(Repudiation)
- SAAXIFAMEE 2F
- e.g., U=0| 2tz El 7
L5t B4

. e.g., Al A7 % A

0

MR BHRIQ B SR BHRQI B

&z HESZ 2ot Yunhong Min, Protocol Engineering Lab. 11



HOol 7

o 7|-2A'|2 O||S== 5'_% _3_7_4'

« MH|A 7{¥(DoS, Denial of Service)
« A|AEIO| MH|AE OHH|A|Z|7L} &OHE Yo F|= 27

- B 34X 3

« DDoS (Distributed Denial of Service)

. 047] CHo| Z4BEIZ 0|83 B 2

&z HESZ 2ot Yunhong Min, Protocol Engineering Lab. 12



HOol 7

» MH|A 7{8(DoS, Denial of Service)& F(1/3)
* SYN (SYNchronize) Flooding % g’
« SAKTL I IPFAE 386 <« s
MHEZ CF S| RESEH = e -
Ha SEH= &X| 2lof o
MAMZTO| Al K7} T
Scto Bf 1| ==l == o7 -t
oH=E :xl /\°|'7'” Ol't S —
e —
SYNACK— |
R
[ ———swy
e —
SYNAACK— |
I
 8\¢:
 8¥% :

otz 8t LET 2ot

Yunhong Min, Protocol Engineering Lab. 13



Hol 71

» MH|A 7{52(DoS, Denial of Service)& 5 (2/3)

« Smurf Attack
« SAXI7F Al AHE0| CHEF S| *ICMP S&E ECEE E LY

o
A‘l H |ﬁ§ Dl’ H | A| 7 | E _c_">_ 7—=|I *ICMP (Internet Control Message Protocol)

HERI SAl & gHlisle QL 24 4ES
X5l BEnsted AR T Z 2 EZ 0|}

&z HESZ 2ot Yunhong Min, Protocol Engineering Lab. 14



HOorThR

« MH|A 7{8(DoS, Denial of Service)& F(3/3)

* Ping of Death
. 7‘*3 Jtser Z|CH *EH%’J 37|& Zteh ICMP IHZIE ™S5l
=12 |4, OfHI AT 273
. 7"'3 7ts & Z|CH l1H5'I 37| 65,507 bytes

?
P >
>0l
HITI
llIO

*_U_H7
mZl2 O|O|EE &H Lt ZZe =2
HERIE Sl M& == ololE{e] Er{o|ct

ICMP data> 65,507 bytes Q
> (6]

%

RN, I|3H K}

st L ES3 2ot Yunhong Min, Protocol Engineering Lab. 15



HOol 7

| A1 X4 o074
1 =1 1 O =1

o7

_I‘ R =je = L—l'E

[f2t S3ES
3(Passive Attack)

= 74
- O 1
o =
= 1

oflet 7}

ol8is
= 3 =
=

Ol

-

O|E{e| ¢

FH
olr Hu

T

u
=

S Z(Active Attack)

. RN I8 ME Y B

. H|O|E{2 HHR L AlARI0 B1E ¢
. BO{Che EHX|3HE 20| O

|—C.>—
=

74
3

O

%lb 174
- O© 1

16

HES3 2ot
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- Hot ZZ0]| CHE5t7| QB MH|A

EotAHIA L

GiolE 7|2
(Data Confidentiality)

GlolE| £ 24
(Data Integrity)

P L -
(Authenti:ation) AEXRte| A3 Z2 H|o|Ee| EXE &
Folgx|

(Nonrepudiation)

M KXo

H| CI7} A2 EEo| MAE EX
(Access Control) | QIZIAIZ R E S| HE 2 SH

tsen HER3 ot Yunhong Min, Protocol Engineering Lab.
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Hol 71

o« HOF OiZHLIEF(1/2)

- 2ot MHIAE T3, X| 57| @I ALZElE 753 ™R

ot 5 3} — AES(Advanced Encryption
CIO|EHE & Lt ES
(Encipherment) 0l 717 Standard)
Ho|E 2 O|O[E{ 7t HAEE|HLl & & E[X] SHA|EH A
(Data Integrity) IEE 45 =
S AIXE7F IHQ17|2 R e MEe
cxE M S ke - SEES0] & A
(Digital Signature) -'-7H9|E Mois == NS Ele SERe| MRS
o= T =
OIE J_|_ I' A - -
1212 W57 95 |
(Authentication =5 Aaléoggrltﬁl{% OTP(One-Time Password)
Exchange) e = =

et S5t I ER3 Eot Yunhong Min, Protocol Engineering Lab.



Hol 71

« HOF OiZHLIE&(2/2)

TLS(Transport Layer

. HE9I3 40| HlOIEIE BAMstE RS
(= il (]|
Eaje i d

; B X|5t7| 215 SlolEf AE o : ;

. o T =

(Traffic Padding) 0lo|o| HIEE AFQ|5t0d HAS HisHsH= THA Security) Record Padding
2t 8 Xoq Ho|H mZlo| Hx|l= dEE &Elstn AED|Y ESHE 9|

(Routing Control) Z|Hgtst= ot ™ C|O[E ME EciE E4t

o= L i . _
(Not;izc;ltion) 35Clo| et AreE st F= oY MNEXIZE ZEESE
M2 Ao A LIEL 7<|i‘.°:|¢l'=’a_"tl'._i§% ofi=r) AFO|EO| H|LtH =
(Access Control) Mg E0lshe 4

ot stn} HEQ3 EHot Yunhong Min, Protocol Engineering Lab. 19

= ==



« H0F MH[A2F Ol FHLIE S| A

Hol MH|A

(Data Confidentiality)

ClolE 7|2

cllolE| R4
(Data Integrity)

215 (Authentication)

ROl x|

(Nonrepudiation)

M2 Ao
(Access Control)

&z 2l 2t Alod
33t CIXIE MB, Mol F24
33t CIXIE MB, 218 1

CIX[™E MHB, CloleH F 28, 38

M2 Ao

of =

= ==

3} HE9T 2ot

Yunhong Min, Protocol Engineering Lab.
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Hor R
« &7 S (Cryptography)(1/4)

« HEE XMBA7E = = IS HIAES) 5t S

- ASO|BF
 CHE-F| & & 3 (Symmetric-key Encipherment)

 HICHE!-Z| & & 8} (Asymmetric-key Encipherment)

tsen HER3 ot Yunhong Min, Protocol Engineering Lab. 21



Hol 71

« &7 3 (Cryptography)(2/4)
 CHE-7| & = 3H(Symmetric-key Encipherment)
- 2531t S5 501 5tLIC| HIE 7| AFE
* e.g., AES (Advanced Encryption Standard)& 11 2| &

&z HESZ 2ot Yunhong Min, Protocol Engineering Lab. 22



Ho IR

« &7 S (Cryptography)(3/4)

« H|CHZE!-7| & & 3F(Asymmetric-key Encipherment)
. 274 7|9 JHOI 7|2 R E= of 5 5 HFAIOFS 5 HE A

I_m—l— =1

e.g., RSA (Rivest-Shamir-Adleman) & 1 2|&

P = ARLO| 7HRI 7|12 e Py SAx ol JH2l 7|2
s %55t He meR =T AEssts 29
(ZI2E E%) (HREME

&z HESZ 2ot Yunhong Min, Protocol Engineering Lab. 23



Hol 71

« &7 S (Cryptography)(4/4)

- 5l{ &)(Hashing)
- 2124 O|0o|E{E T HE HIEQ| Zto =
. 22 Al 424 CIOJEIE & 4 918
+ ClO|E{ 4z 0| R FE BZHslE ol AHEE

* e.g., SHA (Secure Hash Algorithm)

X
o

Keys Hashes
Hash

- - (==

-

-~ =
- .
L B —

tsen HER3 ot Yunhong Min, Protocol Engineering Lab. 24



Ho IR

« AH| 7t 2] X|(Steganography)(1/3)

.|:|-||}k|x|E C}E 7do 2 Ho{M 2= 7

&9 Lt 2F_7*01| HAIXIE M7|2 2oz 2901
che= HIAIX] otoll HIZ HIAIXIE &2

« AH|IZE OS] BF
. A E 7{H
. BIAE otof 0|7 ClO|EE Asts W

T

o|0|X| 7HH
- Z] O|0|X| etoi ClO|EE HFE &

1T

tsen HER3 ot Yunhong Min, Protocol Engineering Lab. 25



Hol 71

« AH|7 = 2} X|(Steganography)(2/3)

« EIAE F{H
+ 8 & E[0{A7]| 23S 0[&5104 O£ H[O|E & &
» B ZF Elo{MAT|= 0, 5 ZF E[0{MA T = 1
» ATl & OfTls~£= ASCII(0100001), EAtI1E LIEHH]

This book is mostly about cryptography, not steganography

tsen HER3 ot Yunhong Min, Protocol Engineering Lab. 26



HOorThR

« AH| 7t 2] X|(Steganography)(3/3)

- O|0O|X| 74k 04| Al

. e.g., RGB Z0[(100, 150, 200) 2}3, 0|ZI4~= 01100100,
10010110, 11001000
. 2t B HIEE ZE504 Hate 0IFI CIO[EIE 24

oy

’ ' I : ffﬁ—J I II 100, 150, 200 O|ZI+= HFFH

01100100, 10010110, 11001000

Zt & HIE7}00|H 12, 10|H 022 ~E

y‘ . ’ ‘ == 2747 HAIK|IE 111
: OIAF|IZER HEHA| -

st L ES3 2ot Yunhong Min, Protocol Engineering Lab. 27
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ClofMF B el FEICHTRIS] 2HE He

° xo'l —Jl\— OI_ AI_I'(1 /1 2) *M = ElE(Set of Integers) Z= 22 -f?_*
-

_|
A

ol 2121 7t iatstod stLto| WIS ME 3
M WM ZMo= o|Roix U

Nl ATE(R, LTS MESIER &

rr
\

ol

)
0jo

Xl €

Ol

&z HESZ 2ot Yunhong Min, Protocol Engineering Lab.
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+ O] ZHAAAM a= TN, g= |, n2 KM=, r2 LIHX|2H D &

en>40
e r>0

7N —1 1

23 +=—— (
256 ——
22

35

33

2 —

ot % 8t L EXT 2ot

Yunhong Min, Protocol Engineering Lab.
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o= A5
|:|I-_C|>_ T g||'
« M= ¢44H(3/12)
. 7HE M(Divisibility)(1/7)
- L= = = d&

ca=gxn+r oM r=00/Hn|a

e n0|qE LI=C} 2t &

ca=gxn+r0lM r-00[Hnta
 n0|aE LI+X| et=Ctn &

&z HESZ 2ot Yunhong Min, Protocol Engineering Lab. 31



+ = QI4H(4/12)

. 7HE M (Divisibility)(2/7)
. AT
. Bt q|10/Ha = +1

e Ot g |pO|2b|aOlHa= +b
e Ok b Ol b |cOlHa]c

. ':'n_"%f a|bO|l2a|cOlHal(mxb+nxc), 07| mit n2 HO|9|
x
o1

L

&z HESZ 2ot Yunhong Min, Protocol Engineering Lab. 32



ofs AS
oF S Z=ef

o« = QA4K(5/12)

- 7HE2 M(Divisibility)(3/7)
 2F=(Divisor)
AFA1. Off £ 8 LHF0{ Wo{x|H| stE
. AHA2. B4 12 stLtol o4, 1BHS THE
- AAB 12 MQIBt ZE Yol M A4 2710

— O —

oFS(1TH 1 AHA)E JFA

=

ot 58t} LI ESIT ot

Yunhong Min, Protocol Engineering Lab. 33



« M= ¢44H6/12)
. 7|‘E‘}S(DIVISIbI|Ity)(4/7)
« Z|CHE 2F4(GCD, Greatest Common Divisor)
. £ ofo| et g2 B4 E A 4 UKIEH QA sLio] Alr)
Sota'g T Al

361 102| =[CH3ef

361} 102] 29k

Yunhong Min, Protocol Engineering Lab. 34
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ors

=l
5|

o A

o

A
L

QALH(T7/12)
A

. 72 A (Divisibility)(5/7)
.2

Z 2= & 1 2[&(Euclidean Algorithm)
L OFAE xl-o|.|__|.|'— OI-_) E|

=
* T

e SESIREn b

T = X

« AtA. ged (a,0) = a
« A4I2. ged (a,b) = ged (b,7), Ol r2 aE bE Lt= LIHK]
* e.g.,gcd(36,10) = gcd(10,6) = gcd(6,4) = gcd(4,2) = gcd(2,0) =2

n =36, rn = 10

e

T1=10,T'2=6

x
T1=6,T2=4-

T1=4-,T2=2

x g

y J

T1:2,T2:0

—

r =

-1
I

-.g
Il

N = =W R

ry

36

10
6
4
0

T r

10 6
6 4
4 2
2 0
0

oFs St

=

S8t} L-

1 E L

2|3 Eot

Yunhong Min, Protocol Engineering Lab. 35



« M= 244H(8/12)
A

visibility)(6/7)

Div
« A -.C-’.- EI': lgni EI"(Extended Euclidean Algorithm)(1/2)
S b gcd(a, b)) LM Bt ESt= 5, tE ged(a, b)) SAI0]

L ~ slL=l
022, ¢, Mt,e= ZZ 0t 12 £ 7|SHE
rn =361 =10 —»r;6 51=1,52=/0 —> | s=1 t1=0t2=/1 —> t==3
n=10,n,=6 |— |r=4 s1=0,s,=1 |~ " |s=-1 t,=1t,=-3 | —>|t=-2
X A P A~ X A1
T1=6,T2=4' s |r=2 5'1=1’5'2=—1 —» | 5=2 t1=—3,t2=—2 —» t=-1
y 3 o~ X A X A
n=4n=2 |— |r=0 si;=-1,s,=2 |— |s==5 tp=—2t,==-1|— | t=1
n=21r=0 sy =2,8=-5 t,=—-1t,=1
q=a=b S=5—qXs t=t; —qXt

&z HESZ 2ot Yunhong Min, Protocol Engineering Lab. 36



ols A3
|:|I-_c|>_ _I_gll-

o« = Q44k(9/12)
A

- 7t S(Dlvisibility)(7/7)
- 2t K E2|E €11 2|&(Extended Euclidean Algorithm)
=161,b = 28 Y [ gcd(a, b) 2t s, tE HAHSHE X}

r S1 S, S tq ty t
21 1 0 1 0 1 -5
1 28 21 7 0 1 —1 1 -5 6

3 21 7 0 1 -1 4 -5 6 —23

e ~gcd(161,28) =7,s=-1,t =6

st L ES3 2ot Yunhong Min, Protocol Engineering Lab. 37



0z
1>
e
Ea
S
D

L XA

e M3 C|QEFEA HFAIAI(
28T £ S 'S =(Linear Diophant i
ax + by = c2| BE 7t8s(a, b, cT pc>-|-) ne Equations)(1/5)

Tijru
al
o
o
Rl
o
rr
o
oz
1=

e x,y | H5f

* d =gcd(a,b)¥d Y
« d|c@l B2, WHA o sH7t Fo| BES
o Ls 3

N
. dtc@ AL, wAlol 87t EXIsHR| 2

ot 58D} L EQT Hot
Yunhong Min, Protocol Engineering Lab. 38



oFS A ShH
0= T T
« = A4H11/12)
« MY C|2EF A B A(Linear Diophantine Equations)(2/3)
c Exdl(d|c & BR)
+ A2 WHA SHE L0 a;x + by = ¢ A2 BHE
. 2% 9Z2|C YTAEE 018501 Al qys + byt = 18 BHEHE
sQt tg2t 2 At
. 4 e CHS T Zo| HME
xo = (3)s, Yo= ()t
- Ut i

k()Y = yo — kG (ke Y2lol Ha 2 A4t

&z HESZ 2ot Yunhong Min, Protocol Engineering Lab. 39



—_
« MY C|QEEA 9 Al(Linear Diophantine Equations)(3/3)
2 A18x + 12y = 308| S 9l 2t e SfF S &K}

*d =gcd(18,12) = 6
* 6|300|2 2 A2 Fetet SHE 7 &
e d2 FHLIFT| 3x+2y =5
« Y RECIE YIDCES EE8 s, ¢ AlG
3s + 2t = 18 BFESte s t
S ol ALt
¢ %= X1=5, y5= () x(-1) = -5
Utk aff 7|4
c x=5+kX (D), y=-5—kx )

tsen HER3 ot Yunhong Min, Protocol Engineering Lab. 40



Ol'_l_ 2= g||'

- == ¢4k (Modular Arithmetic)(1/8)

 LEd BAA a=qxn+r0lMLUHK r& 75t At
eamodn=r
* e.g.,27mod5 =

e r < 0BtH EEZE 4504 20| ofl £2Z Tt=o0{of &
eg., —7mod10 = -7&,r = —7X|8t 2EE2 102 5t0{r = 3
Ol E|=E8 &
e ~—7mod 10 =3

tsen HER3 ot Yunhong Min, Protocol Engineering Lab. 41



Ol'_l_ 2= g||'

» D= 2E @4H(Modular Arithmetic)(2/8)

« 20477, (Residue Classes)
e M= n0i CHEt Z mod n2 Bt LI K| 2| &g
.« 7. =100,1,2,3,...,(n — 1))
. e.g. Zs ={0,1,2,3,4)
Zs ={0,1,2,3,4,5,6,7)

tsen HER3 ot Yunhong Min, Protocol Engineering Lab. 42



of 5 A5t

S T3
- == ¢4k (Modular Arithmetic)(3/8)
» 2 &(Congruence)
e nlE Le LIHX|7FME E2 5 Z,

« FSALK (=) 7IZ AS
* e.d., 2 = 12(mod 10)

>

| Q40FRLQFO| O

Ss& &
« SA QM= Z°| 24 A 04| A gl-au\_g CHE5tX|EH &t s
CIARFE 7O 2I20lM 7, 0 $IAE THS

+ 54| A RHE UCHUCHS OIRIBH BHE QAAtRHE ChOfL
e.g., 2 = 12(mod 10) M mod 102 34 7Z,,= LIE}H

erS st HER3 Eot Yunhong Min, Protocol Engineering Lab. 43



ofs AS
oF S Z=ef

- == ¢4k (Modular Arithmetic)(4/8)

e 7, 0| A Q] G4k
- 3702| 2%l 244k(+, —,x) 0| HelH

o« AKX
o=

* (a + b)ymodn = [(amodn) + (b modn)lmodn
* e.g., (1,723,345 + 2,124,945)mod 11 = (8 + 9)mod 11 = 6

* (a—b)modn = [(amodn) — (b modn)lmodn
. e.g., (1,723,345 — 2,124,945)mod 11 = (8 — 9)mod 11 = 10

* (a X b)ymod n = [(a mod n) X (b mod n)|modn
. e.g., (1,723,345 x 2,124,945)mod 11 = (8 X 9)mod 11 = 6

tsen HER3 ot Yunhong Min, Protocol Engineering Lab. 44



of 5 A5t

S 9
- D EE 44K (Modular Arithmetic)(5/8)

« 21 (Inverse)(1/2)
o SdMlof| CHEF 42 (Additive Inverse)

ca+b=0modn

« bE a2 mod no| Q| HMlof CHst dlo|2tn &
e 7.0 M a2 SdMdlof| CHEt VH2 b =n — a2 HAE
. B2 MOlM ZHZto| = R B JHO| HMof CHE RIS

7|.7CI
« JE2 K7 AL =2 /US
« e.g., Z; MM 2E X4
(0,0),(1,9),(2,8),(3,7),(4,6),(5,5)

Yunhong Min, Protocol Engineering Lab. 45
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- D EE 44K (Modular Arithmetic)(6/8)

« 23 (Inverse)(2/2)
« ZAlof CHEt &4 2d(Multiplicative Inverse)
eaXb=1modn
|
- B ttolM e S0 CHet F#ol &

ol
AN

. BroF QICkE, T B4k SHTsHE T4l Chat oo

- T1 AA

oA 12} & °"E
e a7tZ,0l M -'-**'Oﬂ CHet JeE 47
gcd(n,a) =1
« 0| BRal2n2 MEA

e.g., Z1o0ll A S Mol CHEt @l T5HBH(1,1), (3,7

ol
AT

st L ES3 2ot Yunhong Min, Protocol Engineering Lab.
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OI-_I_ _I_%I-

->

F(Modular Arithmetic)(7/8)

= m— - =
q 2 7,8 FEMYLE 7,0| £E B+ S =H0f CiEh
#He 712l flaol RE
» 7, 9| Zr AHae REO| CHEE HHE X 2E BV S
=0l Chet HFRE 7 XIE BE S

1 - - HdH (= —_ 1L ~ - =< =< —_
of 4djoi| et of2ig 7HA

- eg.,Zs =1{0,1,2,3,45  Z; ={1,5)
Z, =1{0,1,2,3,4,5,6} Z,"=1{1,2,3,4,5,6)
Z10 ={0,1,2,3,4,5,6,7,8,9} Z,," ={1,3,7,9}

gsstnt HESZ 20t Yunhong Min, Protocol Engineering Lab. 47



ofs AS
oF S Z=ef

- D EE 44K (Modular Arithmetic)(8/8)

CBERII ASOIT

5t
=

o
E 8
¢ Z,= 0RElp— 17}X|Q| 2E H42 2 F
- 7,0 7t Hae S| el JE 71X, 0 AMelgh 4
of fias ZAoll et ojelg JHA
$7,"E A% ng Mt 7,0 ZS
o / *Ol ZF 2 A=
p —_— 71 e =L

x|
 —

0,1,2,3,4,5,6,7,8,9,10,11, 12}

713" =1{1,2,3,4,5,6,7,8,9,10,11, 12}

otz 8t LET 2ot
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Matrix A:
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oF= AS
« =3 (Matrices)(2/10)
« 3 2WZ3(Row Matrix)
- 20| StLtol & (1= 1B HE AR
ce.g.,|[12 3 4]
» &4 #Z(Column Matrix)
- B0l st A (m= DA A= B9
15
*egd., |5
6.
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ors 2~
23 T2

- Mut&lzd(Square Matrix)
Ol Tt WO Tt 2 U =m)

. 1 2 Fopzto
e.g., 3 4 X ErSHE40]| A A11, A22, 33, Amm O] O]
S

O RO
- o O

1
*e.g.,|0
0
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_— A =
or S st
0

- 24 (Matrices)(4/1

. Si230| oAl T} J_'|:|'7=||)Ll(1/3)

al
EE lgl'jo'” EH%H Cll'j — bij O|D|_=|A =B
AT
. T ol #ut Ho| I TF Zom M Ths
- Z0E cE™Eo|2tn 5t ZF HAE 4, B T8 El=E A4l B
At
* e.g., Cij = al-j +bij
N P O P R B LA BT
4 7 2 5 2 2 -5 9 0 12 5 3
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_— A =
or & £=sf

- 2 (Matrices)(5/10)

. g o] oAk} 2hA| Al(2/3)

Y S|
=

D B2 B2 T
= —_ =
BVl FdEES =2 = US
e IxmABImxpHHEL Z[ IV Ixp

* Cik =Zaij ijk = ajq Xb1j+ai2 Xb2j+°--+aim><bmj

. [1 3]X[0 6 1
904 6l 7|23 5 =2

1xX0+3X%X(—=3) 1X6+3X5 1><1+3><(—2)] -9 21 -5
_[4><0+6><(—3) 4x6+6x5 4x1+6x(-2)] [-18 54 -8
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» 23(Matrices)(6/10
A

- A2 o] ekt pHAH|A(3/3)
« AR H

e A7V I x m™®EO|, x7F AZEFY

o CZXAE Cij =x><al-j°._| EL7|7|-l><mo._| %CI:o-IEE=|O|E|=||

15 6] . _[5 2
e'g"[9 3]_3X[3 1
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- 2 (Matrices)(7/10)

- 234 Al(Determinant)
e A7|7t m x mQl M &7 40| HEAI2 det(AH)E E 7|

o 3C|5|EE=IJL!O JC-II:II- oHE#O-”A—lljl_l- ng |

e m = 1O|':'._=| det(4) = aqy
»m > 10[H det(4) = ¥y n(—D" a;; X det(4y))

C AyE AN (BT} RS HHE F HoiZl

5 2 — (_1)1+1x 5 X det[ 4] + (—1)1+2 X 2 X det[ 3]

* e.g., det 3 4

> 5X4—-2%Xx3=14
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o= A3
A0S T
Sz (Matrices)(8/10)
. 2432 (Inverse Matrices)
o CIMlof| CHEH 238l =d(Additive Inverse Matrices)
= SH24 B

- S 3 A0 CH5t04A4 + B = 0 2 Bt ESt= EH

° E%l 9"]0'" EH%H bl] = _aij
« AS| Cidlof CHet AER2 — A2 He

Z(Multiplicated Inverse Matrices)

. ZAlof CHEF i3t
= = - 1O
. S5 WM 0| CHaH, A9 TS O FSBTO| Fle B
WEEE P

Yunhong Min, Protocol Engineering Lab. 56
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of= AS
23S T2
» = (Matrices)(9/10)
» Y04 ?‘:*%(Residue Matrices)(1/2)
. BE #20| 24T} 7,0 H3HE B
- DER Mo Z HWEX|E HE MelstD oMt 5L
StAHl ed4HE
- BEA0| 7, 0lM S0l ChEr A= 7HE S =80 Chel
SEPEP/E
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AE w5t
- & (Matrices)(10/10)
. %Ioi%ﬁ::(Residue Matrices)(2/2)
. I%I-%—':r $4240| ot o] J47t 20 B E CHSElE AT ZEE nof

O O = | 1O =
(3 5 7 2] 15 21 0 15 ]
&g, A= é L3L ; 127 A7 = ﬁ 196 108 g%
13 5 4 16 | 24 7 15 3 |
det(4) = 21 det(A™1) =5

ot 58t} LI ESIT ot
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ot s A5t

T =
« M& g & (Linear Congruences)(1/5)
o Q4 MB B Al(Single-variable linear equations)(1/2)

ax = b(mod n) J[EHS| WHAIO| SHE &
e gcd(a,n) = dekd 7He )

e dtbO|H {7} EXMSHX| &k

« d|bO|H d7H2| SH7} E XA

-« SllE Ttote LY

1. ZEZE ZHEI0{ Y HAL FHEJE LIS

2. S=dlix, & Ft7| flch FEe GEHAMe| P a2l Z 40
CHet s =8

3 YPtsf=k =0,1,,(d — DO CHEFO] x = xy + k("Y/p)

ot % 8t L EXT 2ot

Yunhong Min, Protocol Engineering Lab. 59



ofs AS
oF S Z=ef

« M& g & (Linear Congruences)(2/5)
Hd A

o« 2~ ME U Al(Single-variable linear equations)(2/2)
o WX AI10x = 2(mod 15)2| SHE F5HE}
 god(10,15) = 50|17 57} 28 Lirx| 8471 mhEol a7 84

A& Al 14x = 12(mod 18)2| SHE 52t
« gcd(14,18) = 20|11 2|12 0|22 F Je| 20| EX
14x = 12(mod 18) - 7x = 6(mod 9) - x = 6(7 1) (mod 9)

xo=(6X7Hmod9 = (6 x4)(mod9) =6
X1 =x9+1%x(18/2) =15
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ofs At

= - —1
« M& & & (Linear Congruences)(3/5)
« Xt AT B A(1/3)
— — — — A
. %"E'?_F T =20 CHBF LA W HA S| ElEol|Aq ol 7|
—_ —_ ~ = L. —
=2 7aE ol #ol Exjshed Foixl WHABO
=1 —_— =
SS HE TE = US
ai1X1 + A12X9 + -+ A1nXn = b1
a21x1 + a22x2 + ° + aann ) bz
Ap1X1 + AppXy + 0 + AppXy = bn
a. Equations
-all a12 oo aln- -xl_ -bl_ -X]_- -all a12 aln- -1 -bl-
Q21 G2z °7 Qon||Xz2| _ |b, Xo| |Q21 Q22 77 Qzp b,
An1 An2 777 Qun| | Xy ] b, ] | X0 ] Qn1 An2 77 Qpn| -b.n-
b. Interpretation c. Solution
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O|' A St

2 T =
« M& g & (Linear Congruences)(4/5)
- Rt A7) W Al(2/3)

e.d.,3x + 5y + 7z = 3(mod 16)
x+ 4y + 13z = 5(mod 16)
2x + 7y + 3z = 4(mod 16) 2| 3l 7517

35 711¥1 [3
1. A EEHNS SF AR HE AL 4 13(|y[=|5
2 7 311zl la
79 =34 —37] |¥] 79 =34 —37][3
YA =—-23 5 327Hy =$l—23 5 327] 5]
1 11 =71 Lz 1 11 -7 114
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O|' A St

2 T =
- M& & & (Linear Congruences)(5/5)
. YR} Q12 WRIAl(3/3)
o oftdof ZHzt 3429 40| = Alol| CHSF odsiad 412 =3t
1 0 0][x] ,[ 79 —34 —37]|[3
Alo 1 0|ly|=—|-23 5 325
0 0 1llz 1 11 -7 14

3. ZER Qi

= | 4(mod 16)

x1 [15(mod 16)]
l ] ' 14(mod 16)
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Thanks!

2l 8 &(muh4316@gmail.com)
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* Python 2 =

. R82lc YDElE

def gcd(a, b):
while b 1= 0:
a,b=b,a%b
return a

a, b = map(int, input().split())

print(gcd(a, b))
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glll

H#1

* Python 2 =

.23 fIols YnalE

def ex_gcd(a, b):

if b==0:
returna, 1,0 #gcd, X,y

else:
gcd, x1, y1 = ex_gcd(b, a % b)
X =yl

y=x1-(al//b)*y1
return gcd, X, y

a, b = map(int, input().split())
gcd, X, y = ex_gcd(a, b)

print(f"gcd({a}, {b}) = {gcd}")
print(f'x = {x}, y = {y}")

o5 3tm I EST Hot
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