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 CHX| & = (Substitution Ciphers)

« M x| &5 (Transposition Cipher)

« AEZ| ¢S (Stream Cipher)2t 5 & = (Block Cipher)
.otz 23t
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= 5}

- IMCHE-7| ¥ =

 CHX| & = (Substitution Ciphers)

« M x| &5 (Transposition Cipher)

« AEZ| ¢S (Stream Cipher)2t 5 & = (Block Cipher)
.otz 23t

e == X

« GF(2™) A
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e

o
L1

00

0

« WE (Plaintext)
« AS3 E|7| Mo Al HA|X]

. ?.-E—(Clphertext)
. 2FS 35} 2 11 2|&(Encryption Algorithm)2 S35l & 5 3HE HIA| K]
« 2I' S (Cipher)
« MEE ot H MY st7| {8l /=5 stste d0El&E
 CHE-7|(Symmetric-Key)
» A/FZ3E Rloll SLIXLE =4IX ALO|O] SRE STt
HZ HE

erS st HER3 Eot Seonghyeon Lee, Protocol Engineering Lab.



e

« CHE-Z| & (Symmetric-key Encipherment) (1/3)
A

. =55 oM S

ok

25 HIE 7|& AEste &2

HOH7| DS A

EoroX e ME

otz 8t LET 2ot

Seonghyeon Lee, Protocol Engineering Lab.
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e

- CHE-Z| & (Symmetric-key Encipherment) (2/3)

- 2SS AT E53 TEIF0| HE Lt
¢ C=E(P), P=Dy(C), D(E(P)) =P, EDx(C)) =C |NEININEEM
- HY 7| SRE Qs HsH £ CHE Ado| 2 » =8
- HY 7| 3R W c  wze
- Y IR E mE g 7l

- eg., 0|54 L'_IAELE o| st 2C|1MozZ wEt D)
« MI3XHThird Party)2 S3ll S

 e.g., KDC(Key Distribution Center) S2 57t 7|H2E 0|8
- HICHE-7| 252 Al H|E 7| 4

* e.g., TLS(Transport Layer Security) 1= M|0|=

Ey (x) &=t
22

et S5t I ER3 Eot Seonghyeon Lee, Protocol Engineering Lab. 6



e

- CHE-Z| & (Symmetric-key Encipherment) (3/3)

o
. %M% ?IsH et Z|l= 4 & St
HO| ArEX7E M2 S4lE f E2 719 7=
><(m—1))/27H
- eg.,m=4U I LB 7|9 7%= 674

8D sty
D

tsen HER3 ot Seonghyeon Lee, Protocol Engineering Lab. 7



e

« 7|2 3 5 = A(Kerckhoff)2| & E|
. &4of
. et 3 0 ohHAlE 7]o| 7| UMolBH O|E s{of FHCHE A
s E Kl
-1 O
. of/= st 4TS BN A
- 7|9 grE[et 7|2HE X7 ER
. o3 obEA RXl0| B2

st L ES3 2ot Seonghyeon Lee, Protocol Engineering Lab. 8



« H 9|
« ASE EAt0] FEES FE3tol7HL 7| RF6ie &4
. HF B
O H
« =T Al 34 (Brute-force Attack)
» 7t5et 7| 242 stLt A|5H04 7|& AotLio{ S & oll=ste= W'
» &M ™M@l B Z(Statistical Attack)
« EO|SHM EHN ASE 70| EEHE S YEE
S ohe
. I{E1 B Z4(Pattern Attack)
. 913 20l Exfehs ANl TiEIG EAtstol ot 3 8 siS ot W

&z HESZ 2ot Seonghyeon Lee, Protocol Engineering Lab.



e

Z4(Ciphertext-only Attack)
Z4(Known-plaintext Attack)
(Chosen-plaintext Attack)
Z4(Chosen-ciphertext Attack)

%3 ofS B3
Y2 O 3 v B2 23 NS B2 3 M 2z 3

Seonghyeon Lee, Protocol Engineering Lab. 10



= _—.v_7=l(Ciphertext -only Attack)

S 0|25t0 BRO|L} 7|2 SRt =7 2 Al

S ] e 7 @)

02
fot
Mo

Seonghyeon Lee, Protocol Engineering Lab. 11



« 2 2%l WE Z 4 (Known-plaintext Attack)

=zl BE/A == 42 0[830i BEO|LI 7|& *FdE 45
A

2%} OF B2/UYSE N

'

1

+ 1

1

1

A |‘_ 1

_I|__—| ------------------------

s

| a L - O
L=F ==

&z HESZ 2ot Seonghyeon Lee, Protocol Engineering Lab. 12



e

MEH I E B 74(Chosen-plaintext Attack)
« SAXTL AY Het HES A3 eto] U2 BE/HEE
WE 0|835t0d HEOILL 7|E RFste 34 &4

DDDDD

&z HESZ 2ot Seonghyeon Lee, Protocol Engineering Lab.
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CHx| &F = (Substitution Ciphers)

. 5tLIC| EX}IE CIE EXI2 HASI= o5

- CFUAE X} &F & (Monoalphabetic Ciphers)

—_
B2 2xiol 432 X 7 YHY CHS BAHQl & F
E

- CISEA S (Polyalphabetlc Ciphers)
- BF EKPQP AEE A ZF LOICH CHE 2H7A[Q &f 3

T
5> A B CDEF GH J K LMNOPQRSTYVWXY/Z
2f— 00 01 02 03 04 05 06 O7 08 09 10 11 12 13 14 15 16 17 18 19 20 21 2 23 24 25

<d5of CHet EXF EH >

rSstt HER 3 2eF Seonghyeon Lee, Protocol Engineering Lab. 15



CHR| &F =

- TFUE X} 2F 5 (Monoalphabetic Ciphers)

BE0lM stLre| EAL7L fIR[2F & Glo| Ed 22 EXE

A e &=
« EX|
— O
- WEo| &t Aot J0| CHSElE HEEL & EXts Y
CHE 2HY
+ TALE SHLIM JHEHoE A2 orE
» AL B8 AFX| 7| mEo S7HMel S0 F o

&z HESZ 2ot Seonghyeon Lee, Protocol Engineering Lab. 16



CHR| &F =

« CHAUE X} 2 5 (Monoalphabetic Ciphers)

 CiMl oF 3 (Additive
- 9|
. W2o| 7|2 {3t
onElES 7+
AR e

--------------------------------

Cipher) (1/4)

————————————————————————————————

otz 8t LET 2ot

Seonghyeon Lee, Protocol Engineering Lab. 17



CHR| &F =

« U Z X} & 5 (Monoalphabetic Ciphers)

. CiMl oF 5 (Additive Cipher) (2/4)
- £& (1/3)
+ 0|3 & (Shift Cipher) EE= A|X{ & 5 (Caesar Cipher)2t1t =&
e C=(P+k)mod 26

e P=(C—k)mod 26
7| 152 “hello” & £ 35, “WTAAD” 2355}

h=07 (07 + 15) mod 26 =22 (22 — 15) mod 26 07 =h

e = 04 (04 + 15) mod 26 19=T T=19 (19 — 15) mod 26 04 =e

| =11 (11 + 15) mod 26 00=A A =00 (00 — 15) mod 26 11 =1

| =11 (11 + 15) mod 26 00=A A =00 (00 — 15) mod 26 11 =1

o=14 (14 + 15) mod 26 03=D D =03 (03 — 15) mod 26 14 =0
* “hello” - “WTAAD” ~ “WTAAD” - “hello”

erS st HER3 Eot Seonghyeon Lee, Protocol Engineering Lab. 18



CHR| &
« U Z X} & 5 (Monoalphabetic Ciphers)
 CiM| ot 5 (Additive Cipher) (3/4)
E 5 (2/3)
« 7| S7+0| EOotM T ZE AL 32 (Brute-force Attack)0ll F[2F gt
“UVACLYFZLJBYL'E XA 342 535

tuzbkxeykiaxk

styajwdxjhzwj

rsxzhvwcigyvi
grwygubvhfxuh
pgvxftaugewtg

opuwezszfdvsf

~N OO O A WD -

notverysecure

~ k=7, P = "not very secure”

otS sty L EQ3 Eot Seonghyeon Lee, Protocol Engineering Lab. 19



CHR| &F =

« CHAUE X} 2 5 (Monoalphabetic Ciphers)

. CiMl ot 5 (Additive Cipher) (4/4)
« £4 (3/3)

2 S 0| do{X|H SH XML SH0 T F e

“XLILSYWIGMRSAJTVSPEJSVJSYVVMPPSRHSPPEVWXMWSVSVLSSVVEBB
CFIJSVIVWIVPPIVWIGMIZIWSVVSTJIJIVW'E S8 H MR SHS 2 553}

| 14
Vv 13
S 12

~ 1B eR 71HSIH 7| 22 4, HEEE 42 55351 H
“the house is now for sale for four million dollars it is
worth more hurry before the seller recieves more offers”

| = -
st HER|3 Bt Seonghyeon Lee, Protocol Engineering Lab. 20



= (Monoalphabetic Ciphers)

N

Seonghyeon Lee, Protocol Engineering Lab. 21
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CHR| &F =

« TFUZ X} 2 5 (Monoalphabetic Ciphers)

- =4l &= (Multiplicative Ciphers) (2/3)
- 52 (1/2)
« AR F 2P7P ME dehs 2HAH O /IS E E& 57| 26k
5|= &gz, ol #40[ofof &

e Z,¢" =1{1,35,7,9,11,15,17,19,21,23,25}
e C = (P xXk)mod 26
e P=(Cxk™ ') mod 26

7| 72 “hello” & £ 3}, “XCzzU” =53}
o omE | gsy  gs® | es®  =s3 | mE

h =07 (07 x 7) mod 26 23 =X X =23 (23 x 7°1) mod 26 = (23 x 15) mod 26 07 =h

e =04 (04 x 7) mod 26 02=C C =02 (02 x 7°1) mod 26 = (02 x 15) mod 26 04=e

=11 (11 x 7) mod 26 25=27 Z =25 (25 x 7°1) mod 26 = (25 x 15) mod 26 11 =1

=11 (11 x 7) mod 26 25=27 Z =25 (25 x 7°1) mod 26 = (25 x 15) mod 26 11 =1

o=14 (14 x 7) mod 26 20=U U =20 (20 x 7°1) mod 26 = (20 x 15) mod 26 14=o0
= “hello” —» “XCZZU” = “XCZZU" - “nhello”

et S5t I ER3 Eot Seonghyeon Lee, Protocol Engineering Lab. 22



CHR| & =
« TFUZ X} 2 5 (Monoalphabetic Ciphers)
- =4l &= (Multiplicative Ciphers) (3/3)

 —
- E4 (2/2)
« CiMl et S of sl 7| 370l EfobAM MsZAF S0 F

oF
o]

o

iy

POI'

‘NUDRCPMWCOKPC'E MTZAl 3EeE J

1 1 nudrcpmwcokpc
3 9 nwbxsfeqswmfs
5 21 neltqdsuqgicdq
7 15 notverysecure

~ k=17, P ="not very secure”

otS sty L EQ3 Eot Seonghyeon Lee, Protocol Engineering Lab. 23



CHR| &F =

- TFUE X} 2F 5 (Monoalphabetic Ciphers)
. O}l & 5 (Affine Cipher) (1/3)

==
. 59
. M ots ol ZM o5 E FErstod B
£ MK} HE

—————

|kl1 1
—» P = (T x ki) mod 26

T=(C—li2)mod26

________________________________________________________________

&z HESZ 2ot Seonghyeon Lee, Protocol Engineering Lab. 24



CHR| &F =

0
|O
A0
Pal

& 3 (Monoalphabetic Ciphers)

- Ol & 5 (Affine Cipher) (2/3)
- ST (1/2)
- A e e S gBof, F Hm Tl I LS50l ASE
e DAl OIS E MHX| M5 = CIMl or S E A€
- 255} Ao S el B MZE F S s =Y
e C=(P Xky+k,) mod 26
. P = ((C — k) ¥ k;l) mod 26
)

71 (7,2)2 “hello” ¥ = 5t, “ZEBBW” 53 5t

h=07
e =04
=11
=11
o=14

(07 x 7 + 2) mod 26
(04 x 7 4+ 2) mod 26
(11 x 7 4+ 2) mod 26
(11 x 7 4+ 2) mod 26
(14 x 7 4+ 2) mod 26

=~ “hello” - “ZEBBW”

((25 —2) x 77Y) mod 26 = ((25 — 2) X 15) mod 26

((04 —2) x 77Y) mod 26 = ((04 — 2) X 15) mod 26

(01 =2) x 77Y) mod 26 = ((01 — 2) X 15) mod 26

((01 =2) x 77Y) mod 26 = ((01 — 2) X 15) mod 26

((22 = 2) x 77 mod 26 = ((22 — 2) X 15) mod 26
- “ZEBBW” - “hello”

07 =h
04=e
11 =1
11 =1
14 =0

orsstul I E

3 Hot

Seonghyeon Lee, Protocol Engineering Lab.
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CHR| &F =

- Bt -5'-7(} c.%?_(Monoalphabetic Ciphers)

e ]]O
ol
e
—
-
@
O
S
=
@
N
‘w
~~
<

. O' (2/2)
- i ot T 5o ORIKIZ S EE HWE/YASE A0| IoH

“PWUFFOGWCHFDW|WEJOUUNJORSMDWRHVCMWJUPVCCG”g ME] HE
_|_7=| OE E

e(04)-W(22) (04 x k; + kp) = 22(mod 26) [] [4 117! zz 19 7 [22] [ ] 16 10
k, 19 1 2

(19)>C(02) (19 X k; + ky) = 02(mod 26)

e(04)->W(22) (04 X k; + ky) = 22(mod 26)

19 711221 _ [11
" {(19)>F(05) (19 X k, + k,) = 05(mod 26) [kz] [19 1 ” ] [ ] N

et

o
o
AU}
1Y
N

-~ H53IEl E% : best time of the year is spring when flowers bloom

tsen HER3 ot Seonghyeon Lee, Protocol Engineering Lab. 26



CHR| &F =

« TFUZ X} 2 5 (Monoalphabetic Ciphers)
. CFUE X} CHR| & % (Monoalphabetic Substitution Ciphers) (1/2)
A

« 29|
. 2} BXIE CHE 2xbol LCHY CHEAIFA CHxISHE &=
of2H 7|2 AFE 35109 “this message is easy to encrypt but hard to find the key’S
2 & 5t

oH!
E[REl

~abcdefghijklmnoparstuvwxyz

- NOATRBECFUXDQGYLKHVI JIJMPZSW

nQ
ol

~ ICFVQRVVNERFVRNVSIYRGAHSLIOJICNHTIYBFGTICRXRS

tsen HER3 ot Seonghyeon Lee, Protocol Engineering Lab. 27



CHR| & &
« TFUZ X} 2 5 (Monoalphabetic Ciphers)
. CFUE X} CHR| @ % (Monoalphabetic Substitution Ciphers) (2/2)

« E K|
-1 O
. JHSBH 7| 2701 2612, HM 23, ZM o5 Sof His) ATixo=
7| 27t0| 2
. 2210| B3 HIT 48 WHAIFIR| o] IR0 SHRI 27
SEEEL:

“ICFVQRVVNERFVRNVSIYRGAHSLIOJICNHTIYBFGTICRXRS 0| SH|&Ql 274 AT

Py
aa o O

i
rr
A
o
)

Hu
N
02!
9.'—'
ol
=
I°
N
olr

gsstnt HESZ 20t Seonghyeon Lee, Protocol Engineering Lab. 28



CHR| &F =

- Ct 5 2 A & & (Polyalphabetic Ciphers)
« H 9|
- StLES| BE A 4232 M, & &of et M2 CHE
AR CHRIE= &5
« E K|
- O
- W2 EXtet 2 2ROl fixlol et 2 E BAHE Y
. LS 2Rie 252 2O BHE Urhot HS
» 7|l i EXE gEstste BRE7| k2 O[F0{Z
7| =LA
2o 2X HIEE ZE 4 S

=

gsstnt HESZ 20t Seonghyeon Lee, Protocol Engineering Lab. 29



CHR| &F =

- Ct 5 2 A & & (Polyalphabetic Ciphers)
- A+& 7| & = (Autokey Cipher) (1/2)

® P=P1P2P3 ...,C=C]_CZC3 ...,k=(k1,P1,P2,...)
° Ci — (Pl + kl) mod 26, Pi = (Cl - kl) mod 26

=71 7| & ky = 12 L2 “attack is today” 2| &f Z 5t

P2t

7l =& 12 00 19 19 00 02 10 08 18 19 14 03
C gt 12 19 12 19 02 12 18 00 11 7 17 03
oz &2 M T M T C M S A L H R D

00
24
Y

~ “attack is today” - “MTMTCMSALHRDY”

et S st} I ER3 Eot Seonghyeon Lee, Protocol Engineering Lab. 30



CHR| &F =

 CIZ 2 A} & 5 (Polyalphabetic Ciphers)

- 58 (2/2)
- HHUEXO| BRI SHE HE = UKIE 7| 70| 262 = T+ T A
S0 F[ofgf

“UBHOZVPQWGWLV'E T+Z AL 34402 53535}

tizpklemkwalk
sjygjmdnjxzmj

rkxrincoiyyni

pmvtgpagawpg

1
2
3
4 glwshobphzxoh
5
6 onuufgzrfbvqf
7

notverysecure

~ k=7, P = "not very secure”

tsen HER3 ot Seonghyeon Lee, Protocol Engineering Lab. 31



CHR| &F =

 C} B E X & & (Polyalphabetic Ciphers)

« Z0|m|0o] & 5 (Playfair Cipher) (1/2)
« M9
. BE223X9 2K WOR Lioi5 x5 28 7| Ho|gS
Zgte = ZF ZXH @2 &0 et ChHRlste €=
. EX|
- O
« 7| =G0| BE| EXto| &[0 = &S
- 3357 ™ F BAIL (&5t Zo™ E2 22|57 fl5H
7t 2XHBogus Letter) & & &
. BE 2xto| Ji£7t E40|H 2RO| T4 E WAZ BHE 7| 2
F7HHQI 7t EXLE A
- 7| Elo|Z 372t EA I+ E HFT| QIS =2 12 JE
Ze X2 #2stod 7 Blojge TH
- 7| 37t A 7|7} 2512, MEZR A 342 ME357| 04242
. B 2x HIZE £7IX|0 £ 2xio| Mg s HES

&z HESZ 2ot Seonghyeon Lee, Protocol Engineering Lab.
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CHX| &5

A O L = . .
- Ct 5 E X & 3 (Polyalphabetic Ciphers)
- Z2lo|m|0q &f = (Playfair Cipher) (2/2)
. etz 3t 7l
1. et 8o 2 El = EXt7H HIE 7|o| &2 doi ?x[5tH Zr = Xto]
O8Ele & s =Xl &2 del LEZ| eIdste 24t
* e.g., (h,e) - (E,C)
2. et¥ez El F =X7HHIE 7|2 242 Qo fIX[SHEH &4 =Xt
O8Ele &% 2Ale 22 YoM I of2lfol {[x[3t =Xt
* e.g., (I,x) »(Q,2)
3. et¥o2 El F XAV H|E 7| 22 do|Lt Lol {x[sHK]
oo 7t FXAo| CHEEl= &5 EAl= 3 AH4lo] 2Hod A
CIE =Xtet €2 Qo {x[et =Xt Jolo]s]a
* e.g, (l,0) » (B,X) alwmlunlelec
= “hello” - “helxlo” - “ECQZBX” Vs |Oo|KXK

ot

St HES3 2ot

Seonghyeon Lee, Protocol Engineering Lab. 33



CHR| &F =

 CIZ 2 A} & 5 (Polyalphabetic Ciphers)
* Vigenere &5 (1/4)

. F0|
tlFEEI= 7|& o|8sto{ EALE O

| =7 H|Y

10|17k m(1 <€ m < 26)2!
AHA

At
. B2 2R0| 9Ixlof et 2 BRIE CHE BAHE CHXIE
=2 {15,00,18,02,00,11}2 &ES

S
“she is listening”"2 7|

=2 s h e i s I i s t e n i n g
P gt 18 07 04 08 18 11 08 18 19 04 13 08 13 06
7| =4 15 00 18 02 00 11 15 00 18 02 00 11 15 00
C &t 07 07 22 10 18 22 23 18 11 06 13 19 02 06
ASE H H W K S W X S L G N T C G

=~ “she is listening” - “HHWKSWXSLGNTCG”

o5 3tm I EST Hot

Seonghyeon Lee, Protocol Engineering Lab.
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CHX| & =
 CIZ 2 A} & 5 (Polyalphabetic Ciphers)

. Vlgenere &S (2/4)
. £ (2/4)

* Vigenere 5= mIle| &l AZo| xEo=2 & = UF
2 E#2 Vigenere & &1
&z HESZ 2ot Seonghyeon Lee, Protocol Engineering Lab. 35



CHX| & =
 CIZ 2 A} & 5 (Polyalphabetic Ciphers)

» Vigenere &= (3/4)
S (3/4)
. EXfol HIE B AR S

. Kasiski EIAE (1/2)

o

1. LESE0M E|A M 2R LEEIHIEEI HE ZZEFIE R O AL0|e
742|7F a2t 7H9E I 712 20| mo| CHal d|mOl2t FHE

2. 2Pt d,,d,, ..., d, 21 B2 Pt=El ZZH0| WA M ged(d,, dy, ..., dy)Im

3. 7|19/ ZO|E 2 F, AdSEE mIHS OE BFREOE LIFDT
MeZA S20|Lt 8HX 342 A=

ot stn} HEQ3 EHot Seonghyeon Lee, Protocol Engineering Lab. 36
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CHX| &S

 CIZ 2 A} & 5 (Polyalphabetic Ciphers)
- Vigenere ¥ & (4/

4)
o EII (4/ )
. +XF°I -8 HESHX| S

. Kasiski ElAE (2/2)

“‘LIOMWGFEGGDVWGHHCQUCRHRWAGWIOWQLKGZETKKMEVLWPCZVGTHVTSGXQOVGCSVETQLTISUMVWVEUVLXEXEWSLGFZMVVWLGYHCUSWX
QHKVGSHEEVFLCFDGVSUMPHKIRZDMPHHBVWVWJWIXGFWLTSHGJOUEEHHVUCFVGOWICQLTJSUXGLW'E 5% 35t

JSU 68 168 100

oS
+

SUM 69 117 48
VWV 72 132 60
MPH 119 127 8

~4lm
¢, = LWGWCRAOKTEPGTQCTJVUEGVGUQGECVPRPVJGTJEUGCJG |
P; = jueuapymircneroarhtsthihytrahcieixsthcarrehe
C, = IGGGQHGWGKVCTSOSQSWVWFVYSHSVFSHWWFSOHCOQSL
P, = usssctsiswhofeaeceihcetesoecatnpntherhctecex
C; = OFDHURWQZKLZHGVVLUVLSZWHWKHFDUKDHVIWHUHFWLUW
P; = Icaerotnwhiwedssirsiirhketehretltiideatrairt

C, = MEVHCWILEMWVVXGETMEXLMLCXVELGMIMBWXLGEVVITX
P, = iardysehaisrrtcapiafpwtethecarhaesfterectpt

~ P = “Julius Caesar used a cryptosystem in his war, which is now referred to as Caesar cipher.
It is an additive cipher with the key set to three. Each character in the plaintext is
shifted three characters to create cipherment.”

&z HESZ 2ot Seonghyeon Lee, Protocol Engineering Lab. 37



ChR| &=
(Polyalphabetic Ciphers)

Fob

-2 o
o}
=
.l

=
E%-Ql 3_7|OE [H meX-II:II- oHE=IO| 7|E 7|.7CI
= >~ =
- E590[ 37|E ¥F7| faiM 7t EXH(Bogus Character)E 4&F &
5 A Ol
=2 T AAR[
C P K
Cll C12 o Clm Pll P12 e le k11 k12 e klm
C?l CZZ sz P21 P?Z ..” PZm k21 k22 o kz.m
Crr o - L P - R .
P C K1
Pll P12 e le Cll Clz e Clm k’11 k,12 k 1im
P P Pom|_|Cn G2 o Com|[ K1 K2z o Kom
Pn1 Pma - Prr;m Cn1 Gz Cn-lm klml k’;nz klr;lm

et S5t I ER3 Eot Seonghyeon Lee, Protocol Engineering Lab. 38



CHR| &F =

- CFS E A & 5 (Polyalphabetic Ciphers)
@)

Sadg @otol 28
“code is ready”’0ll 7tst EX ‘ZE A I5H0{ &S5t
p K c
02 14 03 04 82 8; (1); (1)2 14 07 10 13 =~ “code is readyz”
C=PxK=|08 18 17 04] 05 21 13 00 =[08 07 06 07] = “OHKNIGHFISS”
00 03 24 25 05 08 18 18

03 23 21 08

“OHKNIHGHFISS"E Hill 5 2 =53

¢ 02 15 22 03 P

14 07 10 13] 15 00 19 03 =[02 14 03 04] = “OHKNIGHFISS”

— -1 _ : ”
P=xk _[82 or 2o % 09 09 03 11| 7[5 O 0% O — “code is readyz
17 00 04 07

tsen HER3 ot Seonghyeon Lee, Protocol Engineering Lab.
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CHR| &F =

- CFS E A & 5 (Polyalphabetic Ciphers)
@)

o
. 7| @Yol Aol ExYsHof &
. 7| #2o| #Alo| ZEZ 2601M T Mol ChE 42 THx{o} &

_ o4 07 05 06

09 07 11 13‘

K=lo2 21 14 09
03 23 21 08
Cix Ciz - Cim "
C C Cm Ci'z—llJthMl"
K1 = (det(K)™* x adj(K)) mod 26 = (det(K)™* x Cof (K)") mod 26 Cof(K)=|"2" "2 . 72 My igc,;(’joé?% A Qleg_f %{;Eq
Cn1i Cmz = Cam

370 253 -—181 -391
—1437 =572 495 384
716 31 87 —586
-329 -17 -175 385

253 =572 31 -17
—181 495 87 —175
—391 884 586 385

02 15 22 03‘

det(K) = —1973 = 3 mod 26

Cof(K) = det(K)™1 =9

‘ adj(K) = Cof (K)T =

370 —1437 716 —329\

15 00 19 03
09 09 03 11

o~ K71 =9 x adj(K) mod 26 = I
17 00 04 07

tsen HER3 ot Seonghyeon Lee, Protocol Engineering Lab.
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1S 7HX0F &

rio

—
- 7| Ao AEA 0| ZEZ 2601 A S0l CHet
7

_ |12 09 06 07

11 02 03 05‘

K= 15 07 06 07
08 09 16 21
Cix Ciz - Cim "
C C Cm Ci'z—llJthMl"
K1 = (det(K)™* x adj(K)) mod 26 = (det(K)™* x Cof (K)") mod 26 Cof(K)=|"2" "2 . 72 My igc,;(’joé?% A Qleg_f %{;Eq
le CmZ Cmm

28 42  —=770 558

—66 337 —801 491
100 -286 1174 -810
-18 =27 59 15

472 337 =286 -—27
-770 —-801 1174 59
558 491 —-810 15

det(K) = 872 = 14 mod 26

Cof (K) = det(K)™1 = EX5tX| &t S

‘ adj(K) = Cof (K)T =

28 —66 100 —18‘

tsen HER3 ot Seonghyeon Lee, Protocol Engineering Lab.



CHR| &F =

A 1 - —
 CtZ 2 X & 5 (Polyalphabetic Ciphers)
- Hill &% (5/5)
- £& (5/5)
« mgfIt A mI E50] CHer BE/HEE ¥ &0 QUCHHE 50
CHall 2ol BE SES2 &€ = US
. BHEO{ZI WE #o| dsaio| ERYsfor &
m=3UMH BE/YEE 5 4 372 7| A& F3517|
C=PxK - K=P1x¢(C
P C
[05 07 10] < »[03 06 00]
[13 17 07] < »[14 16 09]
[00 05 04] < »[03 17 11]
K p-1 C
02 03 07 21 14 011703 06 00
lOS 07 09]==l00 08 25][14 16 09]
01 02 11 13 03 081103 17 11

Asstn HESZ 2ot

Seonghyeon Lee, Protocol Engineering Lab. 42



CHA| & =
- Ct 5 2 A & & (Polyalphabetic Ciphers)

=
Il = (One-time pad)

o
. B0|
. WED S5 Zolo| RAIS|Z HaHEl 7|8 0l8stod ChxlsHE 2=
« E Kl
- O
C OFHMS Sl FI= B AL & KIAFSEIX| 2

|7P ALz|o YCHOA TSHoksH | MEN gz

I 20| 7|ZH0| S Silol| =2 ALSEH

8= P I a i n t e X t
Pzt | 15 [ 11 ] o 13 [ 19 | 4 | 23] 19
ComooaC®E= s Te [ 25 [ 12 7 [0 17 2] 1] 4
czt | 5 [ 101215 |23 [ 10| 0o | 24 | 23
dz2| F | K |[M|P | x| K[A]Y]X

Asstn HESZ 2ot

Seonghyeon Lee, Protocol Engineering Lab. 43




CHR| &F =

- Ct S 2 X & & (Polyalphabetic Ciphers)

- 59
+ 3|M3tE RotorE 0|88l WE EXLE tixlsie &5
) Exl
- O
» e BE EXFERY| HEE M-S0 {E S e F M| £ AL}
Al 8™ 0]% A E S| LHHX|E 0|9 22 Hih o= of 5 5} =
» Rotor7} 2[5t CHX| & A10[ HH7| [20f| 22 EXtoiT Ch=H| Cf
AE = UF

[
®
Q
e
)
o)
\)

? 0
Do

a o o

m m o O W >
a

m m o O W >
a

m m o O W >

¢ |o— O

Z=7| #xl A =™ 5 i =™
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CHR| &F =

 CIZ 2 A} & 5 (Polyalphabetic Ciphers)
- oflL|z20} Z7|AH|I(Enigma machine) (1/5)

o A O|
o —
- 0421 72| E|M5t= Rotoret 2HAFS(Reflector), & 211 2 E(Plugboard)&
Sl BE2 Chx[ste =
s E Xl
- O
* Sherbius0 2|5l £|ZTE TRt S U0 o|aH B4%d £|o]
M2xH MHICHAH M AtEE 00000
- Rotor 50| ¥E|E 7|82 & | 5400

(GGl

HEALZE cazg E¢=zE w#E =g

OOOon
OCooon
oo

FIH=

&z HESZ 2ot Seonghyeon Lee, Protocol Engineering Lab. 45



CHX| & =
 CIZ 2 A} & 5 (Polyalphabetic Ciphers)

- oflL|z20} Z7|AH|I(Enigma machine) (2/5)
- FMH QA
» 7|2 E(Keyboard)

. 2XHE USHEC ALBEIE 26700 718 7HE

. 24 H = (Lampboard)
. BXHE RoiFE 2670 I E 7Y
- £ 2 E(Plugboard)
. 13740 MMoZ A5 02 MZE 267H0] EHIE T
. TS oY e
- BEZ ¢E3l Al £ Rotor
A& 7tSE Rotor2FE O M| 7H2| Rotorg MELE
&= 24 Rotorel 1/26
(Prewired) |0 &l BF AL (Reflector)

Seonghyeon Lee, Protocol Engineering Lab. 46



CHX| & =
 CIZ 2 A} & 5 (Polyalphabetic Ciphers)

- oflL|z20} Z7|AH|I(Enigma machine) (3/5)

« I E= (Code Book)
=[]
- oflu|zoh 71Alel ME e TIS
- IH 4
» CtA 7HO| A8 7158 Rotor S0i| MEE Al 7H2| Rotor
* Rotor7} Mx|El= &AM
- ER{OEEo| MY
« OOl M ERZE

ol

R}

r

&z HESZ 2ot Seonghyeon Lee, Protocol Engineering Lab. 47



CHR| & &S
& 5 (Polyalphabetic Ciphers)
7l(Enigma machine) (4/5)

« CHS = AL

« OflL|Z2Of 7
. Ot 53} 1} &4

1. Rotor2] AI"”F:.% :LL-F I

- eg., “HUA’EHH Z

2. EI_HIEZ-IIOI_I- A—” _'_Xl' E% L
O|&5t0{ 282 A4S 35e
* e.g., “aclE MEHGH ¢ 313104 “OPNABT” &
3. RotorQ| A E ’.ﬂ =1 ¢!

- e.g., Rotor_QI ISESES
518 IAIXIE ST 22

E |:|I-7‘<

A2 AMAIE
5 EHA| 10 M2 Rotorl| =7 | A™E

L
O ~

o
Q,
Q
T Q

4, &3 -
- eg, hello”E 25 515l0{ “QCNPO"E ¥ 3
ICE 29 lAIX| 2ol Z7hstod Eud

5. BHAH20M 2 Z=EE B

. e.g., “OPNABTQCNPO’E H Y

Seonghyeon Lee, Protocol Engineering Lab

. 48
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CHR| &F =

 CIZ 2 A} & 5 (Polyalphabetic Ciphers)

e of|L|z20} Z|7|(Enigma machine) (5/5)
» 553 1Y

1. HIAIXIE &t & ¢l o4 2 XHE E2ld
. e.g., “OPNABTQCNPO”0{ A “OPNABT”E [H0{'H

2 RotorQI A|XI—7E-I° j_L-I-O| IJc2 A—IX-IoI-
- eg., ZZH, U, AR AEE

3. EtH 29| AEHE AFESI0d MF 044 7l 2XE =55t
. e.qg., “OPNABT”Z 5 5 35}5t04 “acfacl & U

4. =3 35tEl IO A Hil B =2 Rotor| 2[x|E HAHe
- eg., Azt g ‘¢, ‘P2 MHE

5. X Hm{ 0441 22Xt Q10| HIAIXIE =28t
.« e.g., “QCNPO’E =35 3}5109 “hello”"E ¢S

| sl

&z HESZ 2ot Seonghyeon Lee, Protocol Engineering Lab. 49
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o CCt2} AHHHQ

=1

A

M %| & 3 (Transposition Cipher)

4
H

Aol f{x[E HiH 2,
Aol Bl 71 R XL

o 1

0 ko

 —|
e —-T
-

__o._ __o._
ol ol
KK o]
k] &k o] om
|0 Jjd o g

of 0% K K

LILI'—I
N 7_A_x_o
m m ol o

Seonghyeon Lee, Protocol Engineering Lab. 50
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« E K|
— O
« TEE T s B4 L2 WA R Mx|Eof FEOH
ot QCtH F=TL /e S5t B 4 US
- Sk AEoE 55 E 49 4EE0 THEO| 474
e Z 240 F/ob et
m e t

01 02 03 04 05 06 O7 08 09 10 11 12 13 14 15
N 2 S A S

01 05 09 13 02 06 10 14 03 07 11 15 04 08 12
a r k

“meet me at the park” - “MMTAEEHREAEKTTP”
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L  — —
— — e ——
« 7|71 Q= TR & & (2/2)
 Rail Fence
=[]
o ZAME XA E UiX|otD & =MHE 2101 EAME AHHHQGS= &=
. E X
-1 O
o A0 AISE Rail =& SAIRIRE =AIR7F AP HelstH 7|71
= MX| S HH S 2 US
- 533t Aolle dSES HitoR LM F ol tix|stD X212
=
“hello”S Rail FenceZ &5 35}
h [ 0
N\ /7 N /7

=~ “hello” - "HLOEL”

Seonghyeon Lee, Protocol Engineering Lab. 52
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Mxl eSS

I

 — —
- 7171 = MR €=
- ol
« Aol gfofEl 7|& O|&3sto{ EALE AMHiYEst= &=
. EX|
-1 O
- EE =522 Lz 7l 442 &50M EXE R[2EH6H7|
flsh (2 7|& AAEE
. /2551 A| 2AIE oL k|BHE K| LIEILHE (B 7|12 A%
- 258 37| HF7| fI6H 7tk 2 X (Bogus Charater)&
AFOISH A Ol2
H =22 T AAE
enemy attac k s t on i g ht z
55 ! : ° 2 12353
EEMYN TAACT TKONS HITZG

. “enemy attacks tonightz” - “EEMYNTAACTTKONSHITZG”
ot &

o % 8t} L= ot

Seonghyeon Lee, Protocol Engineering Lab. 53



PN

e & ™R| & F (Columnar Transposition Ciphers) (1/2)
. 30|
- =AIE 2 BEN= il x[et = E[O|Lt 7|0 k2t AHHH 5t
A =ME oM AHiYst= & &
e EXI|
- O
« 7|7t Qe @ A YEA 77 U= Q@ HX HEE EFE
- iMoo 2 7|71 Qle & DX HEE C0fF
- 2509 37|E ¥HF7| M 7tk EXHBogus Character)7t
AFOI=|l A O
= T
o]
=

ots 5t} | EQ3 Hot Seonghyeon Lee, Protocol Engineering Lab. 54
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PN

« & ™ X| & F(Columnar Transposition Ciphers) (2/2)

SR T Xt
BE BE
enemyattackstonightz enemyattackstonightz
Mz =y @%*1§%’1'7|T
e n e m y e n e m y
a t t a c a t t a c
k s t o n k s t o n
3 1 4 5 2
i g h t z i g h t z

E E M Y N 1 2 3 4 5 E E M Y N

T A A C T 7| T A A C T

T K O N S T K O N S

H I T Z G H I T Z G
d=g l%‘%ﬁi 27 Fps %—E—ME’%UST d=g
ettheakimaotycnzntsg Plettheakimaotycnzntsg

tsen HER3 ot Seonghyeon Lee, Protocol Engineering Lab. 55



PN

- 0|8 ™
- 89
s TXE FHAKLEXHE
LM

‘ 2 =MZ g7 ‘

——
Eite

|ettheakimaotycnzntsg|

‘ 2 eMERY ‘

s
Ad=E l

r
o

x| & = (Double Transposition Cipher) (1/2)

ol

=1 o

rot
:

B2

|enemyattackstonightz|

‘ ERERERE-E] ‘

g
EitE

[ TIYTEAOZHMCSEANGYKTN |

ASsn HERT Eot

Seonghyeon Lee, Protocol Engineering Lab. 56



PN

. 0|5 ™ x| &5 (Double Transposition Cipher) (2/2)
s E Kl
- O
- Mo = MX|OICt CHE 7|18 Ol
« 2 7|8 MM HRE == US
- UEFMOl A MX| &5 0i HISH FE=0d 57538t THE O]
LIEFLEX| =
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. 7| AR
2+2to] Qoi| T8 shLtol 2121 2t Thxl= Eof KEE

1

2 3 4 5

| 3

1452\ﬂ

g=3} 7| 1

2 3 4 5

@|2m34\

2= 7|

31452 |C—>| 31452

535t 7| 1 2 3 4 5

2513 4 — 2513 4

=587 12345

s sty

I HER3 Eot

Seonghyeon Lee, Protocol Engineering Lab.

58



(04 04 12 24 13]

Okl
o]

ol

19 00 00 02 19
19 10 14 13 18
07 08 19 25 06]

0

1
0O 0 0 0 1

co o
O — o
n
O O s
coo M

— O O

X

(04 13 04 12 24
00 19 19 00 02
10 18 19 14 13
08 06 07 19 15]

ifd
HO
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@ m
1016 O (I
Alsr oz M
KOKE 0|41 LH
k= w3
K MO ”&Jﬂ mm
g1 Wl ©
E R Ol
sh el OH
<o KiE o
mur Okl O
< WH W
ot Kl 2,10 Mo
TS Or X0
T DUICIRL
En_ I__/I mVE =__=_ __o._ o_=
—_ — N .AI |r_”—|
H_L MV |_.ArH__/” Ol O<
N o .___m_ M_u
H0 oT 0K O gp == U
ol H = =55 &I o3y
o o k) oy oo HO = im

™~

W ° K

T olMi g dllo Im=

° = e

=
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-
- AEZ
. 59|
- WEg fHHIE
« EX|
= O
cBE BRE 8
_l?_x|.§ AH A{SF
CNMNE Som
- A E3E Pl

Y

otz 8t LET 2ot
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- —] s
AEE ASA =EFYS

« =5 & Z(Block Cipher)

. B9
- BES 1™E V|9 2522 LIF & Esste &4
« = Kl
= o
- E50= F2 EX=0| & gEEHE
- 52| 37|8 HF7| flol IiE(Padding)0| AASE = /US
=i As2
pla | int | ext K SOD|DPV|LBS

> Ek{ﬁwpb!ﬁ*} = {Cmcblcc}

Y=z L2 E

st L ES3 2ot Seonghyeon Lee, Protocol Engineering Lab. 62



= 5}

- IMCHE-7| ¥ =

ubstitution Ciphers)
ransposition Cipher)
3 (Stream Cipher)2} £

—

£ & &' 3 (Block Cipher)

orS st HEQ3 Eot

Seonghyeon Lee, Protocol Engineering Lab. 63



CH= =t & (Algebraic Structure)

« X (Field)
=EHE 2
Ch 2%
T(Group) £HRing) Al (Field

tsen HER3 ot Seonghyeon Lee, Protocol Engineering Lab. 64



« (G, Groups) (1/12)

K

T

1l
0

ot U 5 00 oF

— AN W0

e
ol
=i
oll
55
ol K
KWB
A
o K
o <l
<0 o
= X0
Kl = \J
Kkl =
.__mHH .__mHH _At & 1ol
_ o of hxﬁ
__o_”_ __OH— __ot :_O O_L a;
(]

Seonghyeon Lee, Protocol Engineering Lab. 65

ASsn HERT Eot



s 7

Groups) (2/12)

. 2(

o Ad
S

O

ng M2

8
S

P m

G — aeb €G

Q

€EG — (aeb)ec = as(bec)

S ]IE‘.W ]I_I_
&ﬁ

rio &
lo
'
Pl
i

EG > eea =aee =a
YN

e VaeG » asa' =d'sa=c¢e

0 < 0N < Mo Mo ok

2, 0% E o, omN .
\oQ
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s 7

« (G, Groups) (3/12)

+ BHLEO| ZoflE BtLEO| HAAtEF Aotk |at Ol El AkT} 2Bt
29l QiAto| g 2 518

—_ — L — =

© 6.9, G =< Zye +>0lA HolE edte Siulo|x|pt AT 35S
- O S& Ao
JNEIRT
o e g , E—_Q
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CH=

hef
*SHAd
* __'LL(G GrOUpS) (4/1 2) stLo| x[Ete =¥ & O S R[S = = Qd4l
« X|& & (Permutation Group)
=[]
X|2to 2 O|F04%l &gttt F x|2HE *&F AH5tE QMO E O|F 0%l &
« E Kl
-1 O
neErH=ElE BFESHR| oo 2 JtEt 0| o
X|EtE S5l WoE2Es U5 o| oMM E ASE = 9is
G iy [123]{[231] [321]

[213]

[312]

[123]

[321]

[132]

[231]

[231]

[321]

[132]

[312]

[123]

[213]

[312]

[213]

[321]

[123]

[231]

[132]

[321]

[231]

[312]

[132]

[213]

[123]

ot s

50 HESIT et

Seonghyeon Lee, Protocol Engineering Lab.
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Chas 128

« (G, Groups) (5/12)
- f 8t =2 (Finite Group)

» §5t 7Ho| HAE JHXK|T UE 2

ceg., B G=<Z,+> T G=<Z,X>&

T3t Z(Infinite Group)
- TeF 712 ﬂiz JhR|T 9
ceg, B2 6=<Z+> A EHA Z G=<Rx>S

>-_
rIr

» 2{%=(Order)
.+ 20| Q% |G1E 2ol e HAao TS
6ol 9I4

* 6.9, G =<Zz+>0lk G

st L ES3 2ot Seonghyeon Lee, Protocol Engineering Lab. 69



Ol T
« (G, Groups) (6/12)
- 22 (Subgroup) (1/2)

- GOl BEZRE B A2 (Supergroup)l| Q3404 CHE 20| &l = H

. ,+>1t < Z4>E €2 T AMXEH 20[X|8 g, 2
mod 100 2| GdHl 440|121 G, = mod 1204 Mo T4 Q4]

et S5t I ER3 Eot Seonghyeon Lee, Protocol Engineering Lab. 70



s 7
« (G, Groups) (7/12)

= == (Subgroup) (2/2)
o Of Al

¢+ T G =<ZA>L BEZ H, =< {£|¥= He HE}L+>
« H;= S A AN g A L HA0|H A HWA, wE HE0
Melsln g5 ool ExiE
« HE 20| HES BHEstHM 41F 0l 6, o QiAtTH S st S eiato)
HOE[RIeE R G, ol REZY
« ™G, =< Zg, > B ET H, =< {0,3},+>
¢ HyE MO mod 6 Q14 ZAT7} &4 EIEH LY #A0|H ZAE WA, mE
Hxlo| Meletn 259 Adedol ExiE
¢ HyE 29| MEIS BEsHM 4920 6,0 Aatn SAUFH 40| mod 6
L0 HolEUR2EE 6,0 FEZY

tsen HER3 ot Seonghyeon Lee, Protocol Engineering Lab. 71



I

*H& (Power)
Aof 29| Q

_?I:|

« (G, Groups) (8/12)

id

Tk

il

o

0

z

S

o

010

=

of
~ O
S 3
= o
=
S O
s
o © ~
o < 7l
3 ® =
o W °
o Ko :
y .

rk <
@ O
s = S o
1 T
IF of Id KO S
ﬂl— HO ° _._.__ﬂ [ J [ J

Toll

@H
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s 7

(G, Groups) (9/12)

(
« =& 2 2 Z(Cyclic Subgroup) (2/2)
. Ol Al
« G =<Z, ,x>e|l =& & H, H,, Hy

« H =<{1},x>
« 1%mod 10 =1
« O|% HIE

« H, =< {1,9},x>
* 99mod 10 = 1
* 9Ymod 10 = 9
¢ Ol—l— I:||_|'E

. Hy =< {1,3,7,9},x>= G
« 3%mn0d10=1
* 3'mod10=3
* 32mod10=9
* 33mod10=7

° O|_I_|_
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2l

=

)

*M M 2d(Generator)
N N =R B

« (G, Groups) (10/12)

>
Y
rwu
1ol
K
<
ol
m ol
ol P
H o}
S
-~ N mﬂ_
o A Hﬁn
- q_ _II_OH__o
© 2 Tk
@) = =
1jo o [lK
O — >0
—_— ®) —
O w O
~ _ m_Auon
Hoy MR

20

aoFo
LS L—

10

|.

- L -

LEe| =8

* o

ol
i3
o
4
|
~K

o
20
%0
i
[Q\|

g:

2g=1,

g., G =< Z3,+>

* €
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s 7

e (G, Groups) (11/12)
=2 = (Cyclic Group) (2/2)
o Ol Al
o G =<Z3+>
. g:]_
« g°mod3=e=0
« gtlmod3 =1

« g°mod3 =2
« O|% HIE
.« g=2
« g°mod3=e=0
« gtmod3 =2
« g°mod3 =1
¢ Ol_l_HI_I-E

st L ES3 2ot Seonghyeon Lee, Protocol Engineering Lab. 75



s 7

« (G, Groups) (12/12)
- 2t & X| M 2l(Lagrange’s Theorem)

« 29| = BFEZL f+E LF0{ Ho{X|= & E
e eg., G =< Z ,+>9| 2= 170|122 113178 =2 7FK|=

I
HI
Elf)
I
ﬂ

>

T
. 20IM o = e B BHESHE JHE A Hén
n =ord(a)

v e.9., G =<Z;y" x>0 ord(1) = 1,0rd(3) = 4,0rd(7) = 4,0rd(9) = 2
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ol
oS
Kl 'S o
<0 oll

.0
B K

_— e

_/ |.A_I_/HL \

A

=
T

Rl

ol 1l
foll 0Tl Tof
mIENNE

— N ™

Q1 A}

® °[dlM [ O] ZHH

ENE
A8

KM &l o K
31 31 of! of
tol 70T 701! LIO of
utl &l S 300 3F

~N®O W

< ol
< Kl
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(Ring) (2/4)

F

=
L

ol
TR
@ S
< &3
|_._A| (¢ ._W
~N W2
= Hl mm
0 ofu m
ok
H 0>
- o M
O Wro
S FIo-
) ﬁﬁmm
S R’lO
N g E
ol gl T
~ Ol RS
ol Ol O/
<o <1 <
Bl B8l

0 ®<od Uk U-T

_._—_ﬁ L [ ] [ ]

F(Commutative

s
o & HHmy Qd4kof CH

« 7t

Seonghyeon Lee, Protocol Engineering Lab. 78
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s 7

. 2H(Ring) (3/4)

R=<{M|2x22| ds A&}, + x>7} LS &8F

A:[(l) g],B:[g (1)]'62[(1) g]eMOE'LEH

x St (AxB)xC=AxBxC) =} 7] (AxB):[ 1 [ O > axB)# (B xA)
0 0 0l’ 0
~x QAfto M ErElot At A HE2 OrESHX|oE mEk A2 O ESHK| S

AX(B+C)=1 0]0 1] 0 1,

0 0ll1 0
- x ARHO] + Q14F QloflA] Hi xlg BrEs

[0 1]+0 0]_0 1

o o=lo 0],A><(B+C)=A><B+Axc

l

=
rlo
i
ne
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» 2H(Ring) (4/4)

stole =0

R =<7, +,x>7} 72t & H

a=2,b=3,c=5¢€

—2,(a+b)+c=a+b+c)=10,(a+b)=(b+a)=5

+ %ALI'O'HA-I %%% e = 0,(1 Al 2
+ QiAtolM ThEr 2ol MRS BrEE

aX(b+c)=axb+axc=16
X Q14H0] + Q44F Qlofl M b HElg B S

Seonghyeon Lee, Protocol Engineering Lab. 80




. '1|(Field) (1/4)

0l ol
orl ofl
o 8

100 =

ﬁ < o_=

\_ xA =_| N -/

® <0lA [ O] FHj

Iﬂﬂﬂg
qoll 70T 7o) L0 ofd
Ul {300 &l

12345

<
o

Iﬂﬂ%ﬂ
qoll 70T 7o) LIO ofd
Ul {U rH 30 ar

12345

__OH—
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» %|(Field) (2/4)

F =<Zs,+,x>7} XS

a=2b=3c=4¢cZ; Ul

dAddag =3 (a+b)+c=a+b+c)=4((a+b)=0b+a)=0

+ MM &S e =0,q2 HAM A
+ QAo M 7HEF 2o HEE DHEE

b)xc=ax(bxc)=4(axb)=(bxa)=1

X QMM &S He=1a2 S dHa' =3, (ax
x HLroi| M Eb el 2 BHE], nEh HE]| FS e EMAMY, 0HAE Helet FRo| EXfE| HEE E5F orEE

axXx(Mb+c)=axb+axc=4

- x ARHO| + Q44 QloflA] EH A B

I
o

>~ FeE A
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« %|(Field) (3/4)

. Mol
. Q3 Mol HAE HE A
) Exl
- O
« 420 er(GF(p") Galois Field)2tT
&o| HA 7H*E 7+ &
¢ p"7H9| HAE 7IX|X| 2fE 8¢ ¢
(I:)V-\IO.I 7_(-||9| }géa Dl_l-_—hla ‘JI\‘ (I:DI/-\I%
 eg., F=<
HEZE IFEE
« e.g., F=<Z,,+x>2{0,1,2,3,4,5,6,7
A0 CHE S A

S 8t ®|(Finite Field)

2,
12l0| EX %}xl 9,:95; Heto 2

,8,912| 1071 -EJ

83

st HERZ Hot
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« %|(Field) (4/4)

MI X AT

GF(2)

_|_

{0,1}
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sty | EQT ot




= (Group)
2HRing)

| (Field)

StLtO| Qd4tmt 17 Q44to| o4k 44t (+,-) £ (X,+)

A A4t T @44k o oFh 4 QIfl & R Ak (+, - (%)

A 4 14T} T @440l ot edgr, of (x -
T ) o4hDt T datol ofEhs Qg SEE A

ot 53t HEST ot
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GF(2™) &

AFE0| M| GF(p™) A AFE B &

H (1/2)
- 2"HCH A2 JHE 2 &5 pE 0I&3M 2,0l HolE
GF(p) ME AtE&

s pREI 2" - 1IX[2| B+ E AF%%E* 2= 9i7| 2ol H|E 2 x4
. g, 4HIEY M GF(13)2 AT 1314152 A& £ Q18

o= T HAR

2” | GF(Z") HE A
| X-IREI _/I\_ O-|o
EQIMG (24)01IA-| 24 =162 A

.__._—.—7}0H,|I:I§ 2 |HIXH{O|
Ml od2lo| ZXRHSIK| ot SIA T A2

St
=

]]_n.

LS L—

gdzen HEXHZ 2ot
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GF(2™) A

« ZAFE{0{| A2 GF(p") A AFE 2 (2/2)
- Aol dEE TrEsle ME22 A4S Haolg
ce.g., F=< {00,01,10,11},69,69 >2 Mo|FEl F|

CH Al
A
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GF(2™) A
o Ct&F Al(Polynomial) 24 (1/9)

e n-HIE QIEE Xt n— 12| CHE A FEZ e = U=
- x2| K| n|:|| SIE0M HIEES| {X|IE Hol#
- 7% 9'-50 &2 HEY
.7|.7CI-_CID_E_£O |3|_O| HlEOI
- &9 7‘”-’?— HEE2| ¢t EM Holgf
. 0 FF= 10| Z+<
f(x) =a, 1 x" T +a, x" 2+ +axt+ax’E BT

e xt = (¥R & (Term)
- q; = i & 2| H|==(Coefficient)
e e.g., GF(2H)0| A (1010) = 1x3 + 0x? + 1x* + 0x"°
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GF(2™) A

C+&kAl(Polynomial) E 4 (2/9)

o L& 4|2 Er=3tsto 24 7S E
- =71 0Ql &2 &“S—MI oL =2
» Al==7H1¢l %% Hrg &
« 1x°2 12 X H#H
. e.g, 8-HIE -?—JE(10011001)°I Chaka] £

8-HIE = 1 0 0 1 1 0 0 1
Che Al 1x7+ 0x® + 0x°> + 1x* + 1x3 + 0x? + Ox! + 1x°
1%t B3t 1x7 + 1x* + 1x3 + 1x°
2%t Er=3) x”+xt+x3+1
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GF(2™) A

o C & 2|(Polynomial) 29 (3/9)

F(2) ME ArE&
GF(2™) ME AtE&

o~

{1

0>| D N [T 0 ]IH "ﬂﬂ

O px MU
rO
Pal

T T r—
~ > B
A
Il

—~ T
E
at
i
02!

ots 5t} | EQ3 Hot Seonghyeon Lee, Protocol Engineering Lab. 90
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GF(2™) A

» CH&E Al(Polynomial) & (4/9)

- DEZ (2/2)
o 7 QII= |_—_|.%I-AI
- n2CH &S 248 7HE CH Ao 2 EaE 4 Qi CHAl

1 (x+1),x)
2 (x*+x+1)

3 (3+x2+1),(x3+x+1)

4 (x*+x3+x2+x+1), @GP +x3+1D), P +x+1)

(P +x2+1D), P +x3+x2+x+1), (x> +x*+x3+x+ 1),
(P +x*+x3+x2+1), (x> +x*+x2+x+ 1)
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GF(2™) A
- CHE Al(Polynomial) 3 (5/9)[ o w24

DE A7 02l Ctet
° I:-Ikl‘

J>

. 7‘<+¢7+n—1<¢l = J7Ho| C} &t

. St=2]2 *qo| C}&AlQ]
- e.g., (1x + 0x%) + (0x! + 0x°) = (1xt + 0x9)
e.g., (1x + Oxo) + (1x* + 0x°) = (0x* + 0x°)
TN EEEET,
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GF(2™) A
Polynomial) 23 (6/9)

oY 2 Alo| 2 et & HHml ChahAlof Zt gfo| = 4lo|
sto 2 AH|ptet
282 n—-12Ct E XtrE

o

st Al2 LB 30| BUE ATHE

ced, (B +xt+x3+x+ 12 7|4t AR JHK|= GF(28)01 M
(x> +x%2+20)Q(x7 + x* + x3 + x? + x) 2| A4

(P +x?2+20)Q(x7 +x* +x3+x?2+x) =2 +x"+x)mod (xB+x*+x3+x+ 1) = +x3+x%2+x+1)

x*+1
B+t +x3+x+1 | x2 4+ x7 + x2

x12 + x84+ x7 + x5 4+ x*

x8 4+ x° + x* + x2

x8+xt+xd+x+1

LH K|

4+ x3+xi+x+1

orS st HEQ3 Eot
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GF(2™) A

o Ct&FAl(Polynomial) &2 (7/9)

c A SH2 12 14 E
- e.g., GF(2®)0| M =Hlof CHet &S ¥ = (00000001)
-l A RI2C YNEIES B 7L + A8
9.,

A
GF(24)01IA-I BEE x*+x+12| (x2 + 1)0f CHet &3H

(x%+1) (x*+x+1) x2+1) (%) (x%2+1)
(x) (x* +1) (x) o O @O o (1) (x* + 1) (°+x+1)
(x) (x) (1 © @O & & &*+1  @P+x+1) (0)

s+ D) Tmod (x*+x+ 1) =3 +x+1)
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GF(2™) A

» CH& Al(Polynomial) E 3 (8/9)

- AFEH 0|8 =4 (1/2)
9
of

REIS OIS SfTI g A0l 18 eramioR Este
—,E| |.52%I-

. eg, (x +x* + %3 +x+1)E7I0FIZP°“"<>E7F GF(28) 04| A
Pr=(S4+x2+0)24P, = (7 +x*+x3 4+ 2% +x) 2| 4

x°Q P, xT+x*+x3+x%+x
1 7 1 ond 4 3 o2 54 .2

x*Q P, XQ(x" +x* 4+ x> +x°+ x) x> +x“+x+1

x2 ® P, x@(x° +x2+x+1) x6+x3 +x%+x

x3 ® P, x®@(x + x3 +x2 +x) x” +x* +x3 + x?
x* Q@ P, x@(x7 + x* + x3 + x2) x> +x+1

x°> ® P, x® (x> +x + 1) x®+x% +x
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GF(2™) A

» CH& Al(Polynomial) E %4 (9/9)

« AHFHE 0|8 =4 (2/2)
e H OI_=|AI_|- OI-_—1I_E|_

]

E =

« O™ Zuto| x[f?| HIEZt00[2}H oM 2t E RIZFS = BHHIE O[S

O|™ Z1to| =|4 % HIETI 10| 2IZS = 5 HIE 0|&5t1

z HEE XMQ|st F ZEZ CH ATl XOR 244t

c eg, (B +xt+x3+x+ 1) 7|LCHEAOE 2= GF(28) M| A
PL=0(C+x%+x0)2P, = (7 +x* +x° +x% + x) 2| =4

x° ® P, 10011110
x! ® P, 00111100 (00111100)@(00011010) = 00100111
x2 ® P, 01001110 01001110
x3Q P, 10011100 10011100
x* ® P, 00111000 (00111000)@(00011010) = 00100011
x° ® P, 01000110 01000110
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GF(2™) A

. AAI2) E 3 (1/3)

‘n-HE KEE MEHZS AISStod T3 = US
« GF(2™) ={0,9° g%, g% ..., g% 72}

I CHEAf(x) =x* +x + 18 AFE3SH0{ GF(2%) A|o] HAE M
- MME GF2H Q| ¥4 (1/2)
0 = 0 = 0 = 0 = (0000)
g° = g° = g° = g° = (0001)
g' = g' = g' = g' = (0010)
g° = g° = g° = g° = (0100)
g = g’ = g’ = g’ = (1000)
g* = g* = g+1 = g+1 = (0011)
g° = g(@®) = glg+1) = g°+g = (0110)
g° = 9(g°) = g(g*+9) = 9>+ g° = (1100)

oo
fo
1ok
\:J
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GF(2™) A

MR T3 (2/3)

« MMEI GF(2Y) ol HA (2/2)
g = g@ = g(g®> +g%) = g>+g+1 = (1011)
g® = g@) = gg®>+g+1) = g°+1 = (0101)
g> = g@) = glg®+1) = g’+g = (1010)
g’ = g@) = g(g’>+9) = g:+g+1 = (0111)
gt = g@" = glg?+g+1) = g>+g*+yg = (1110)
g = g@hH = g(g°>+g*+9g) = g’+g*+g+1 = (1111)
g® = g@» = g@+g*+g+) = g>+g*+1 = (1101)
gt = g@?d = g@®+g°+1) = g’ +1 = (1001)
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- SOl CHE ARE X[+ & ZEE 2" - 12 AlUE
=g 3—g12—g +g%°+g+1=(1111)
S alst A Y

L=
ceg.,g3—g°=g3+g°=g%+ (g3 + g% = g% = (0100)
[¢]

e 22 X2 GdM mod 2 — 12
oeg,g9xgll:gZO_g20m0d15_g gz‘l‘g:(OllO)

O L. H [ E
9g7°=9>xg°=g"=g°+g=(1010)
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GF(2™) A

O OF

- R |

» n-H|E E2| QA Z QeliM GF(2™) ME MEBE = /US
» GF(2™) ®ME CHE A0[LE SEE AIESH0] RBE =+ US

T a4 b Al x0f| CHEF CHE A M gol Ha

=27 eg., (0x3 4+ 1x% 4+ 1x' 4+ 0x%) = (x2 + x) = (0110) e.g., (g°) = (g% + g) = (0110)
CH A O AF X|==7t 2.75"% &9 XOR ™A 04*._|'2 x| 'E'_:%" —?; XH‘-ZF &2 &2 XOR ¢ °4A.E|'

eg., (x*+x)®(x+1) = (x*+1) eg.9°+g* =@+ +@+D=(@*+1D=g°

ol odap  CHEA 'E M Z= 7S AloE R K| 4l mod (2" — 1) O|F x| H4E
SEEE e, (B3 +0)®2+1) = (x°+x) = (x°+x)mod (x* +x + 1) = x? eg. g ><gg—g17 = g IS = G
T M| ode] §_||'7é|' %Ell: oI-—_'l—E’—|7< SI-R xl'JI\_ mod (Zn — 1)§ 71|A|_|-
SR TE eg, (2 + 1) +x + 1) mod (x* +x+1)=1,-x?+1D1=x3+x+1) eg, (g8 1=9g8=g8modls—=g47

SRS S| d4to| ZHHE = ek, 4 o33 H kol ZHHE

Ch =4 ¢4k, Z4d @ Hso| SEE S| eddto| SEHE
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Thanks!

0| A #(dItjdgus2166@naver.com)
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H = g

. Ot bl E3d HIE 4~ (%)
2R dE -----
E 12.7 H W K
T 9.1 R 6.0 F 2.2 J 0.15
A 8.2 D 4.3 G 2.0 X 0.15
O 7.5 L 4.0 Y 2.0 Q 0.1
| 7.0 C 2.8 P 1.9 V4 0.07
N 6.7 U 2.8 B 1.5
S 6.3 M 2.4 V 1.0
HIE =2 5 EXIY(Diagrams), Ml 2 X (Trigrams)

5 EA2¥  TH, HE, IN, ER, AN, RE, ED, ON, ES, ST, EN, AT, TO, NT, HA, ND, OU,

(Diagrams) EA, NG, AS, OR, T, IS, ET, IT, AR, TE, SE, HI, OF

= 1|04
A-III._X} = THE, ING, AND, HER, ERE, ENT, THA, NTH, WAS, ETH, FOR, DTH
(Trigrams)
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T SH2

* Vigenere

|
]

K
L

]

K

J

JIKJL|M

JIK|L|MIN

JIKILIMMN|O

tjujv|wlx|y]|zZ

JIKE|L|MMN|O|P

5

JIK|LIMNIOIP O

r

JIEK|JLIMN[O|P|CQ|R

JIK|LIMMN|O|P|Q|R]S
KILIMMN|O[P|QIR|S|T

J

JIEILIMINIO|P|Q[R|S|T|U

JE{LIMMNIOIP[Q[R|S|TIUIV

min|o|p|g

JIK[LIMNIOIP|QIR|S|TIUIV|W

JIEJLIMNIOIP|QIR|S | T UV ]W X

k

KILIMMNIOIP|QIR|S|T|UIVIWX]|Y|Z

JIEJLIMN[OIP|QIR|S|T|U|VIW XY

j

J

JIK|LIMIN|O|P|[QIR|S|T|U|V|WX|Y|Z|A

JEILIMMNOIP|QIRIS|TIU(V|IWX|Y|Z|A|B

JIKJL{MNJO|P[Q|R[S|TIUIV|W XY |Z|A|B|C

JIKJLIMMN{OIP|QIR|S|T|U|V W XY |Z|A|B|C|D

JIKJLIMN[OIP|Q|R|S|T{U|V|IWX|Y | Z|A|B|C|D|E

JIKILIMMN[O|IPIOQIR|S|T|UIVIWX|Y|Z|AB|C|D|E|F

JIK|JLIMN[OIP[Q|R|S|T{U|VIWX|Y|Z|A|B|C|D|E|F|G

JIKILIMNMN|O|P[Q)|RIS)T|UVIWX|Y|Z|A|B|C|D|E|F|G|H

alb|c|d|e|flgl|h

H

AlAIB|C|DIE|F|G|H

E|IE|C|D|E|F|G|H
Cl|C|D|IE|F|G|H
DID|E|F|G|H

E[E[F[G]H
FlFlG[H
G|G[H
H

JIJIK[LIMNI|O|P|QIR|S|TIUIVIWX|Y|Z|A|B|C|D|E|F|G|H

KIK|LIMNOIP|QIR|[S|TIUV|WX|Y|Z|A|B|C|D|E|F|G|H

LILIMMNIOIP|QIR|S|TIUIVIWX|Y | Z|A|B|C|D|E|F|G|H

MIMM{OIP|QIR|S|TIU|VIWX|Y|Z|A|B|C|D|E|F|G|H

MIMIOIP|Q|R|S|TIU[VIW XY |Z|A|B|C|D|E|F|G|H

OlO|P|QIR|S|TIUVW XY Z|A|B(C|D|IE|F|G|H

PIP[QIR|S|ITIUIV|WX|Y|Z|A|B|C|D|E|F|G|H

QIQ|R|S|TIWVIW XY |Z|AJB|C|D|E|F|G|H

RIR|S|T|U|VIWX|Y[Z|A|BJC|D|E|[F|G|H

SIS|TIUIVIWX|Y|Z|A|B|C|DJE|F|G|H
TITIUIVIWX|Y|Z|A[B|C|DJE|F|G|H

UtV W XY Z|A|B(C|DIEJF|G|H
VIVIW XY Z|A|B|C|D|E|F|G(H
WIWl X | Y|Z|A|B(C|D|E|F|G|H

XIX|Y|Z|A|B|C|D)E|IF|G|H

YIY|Z|A|B|C|D|E|F|[G|H
ZIZ|A|B|CID|E|F|G|H
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