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TCP 72

* TCP (Transmission Control Protocol)

- ME|ME = AER HIY MHIAE NSt MS HIS
= E

Ap]:lJlication
ayer

bt | upp TCP SCTP

Network
layer

Data link| @ —/m/—/—/—/—/—7———1i2—=

layer Underlying LAN or WAN
technology

Physical
layer

TCP/IIP Z2EZ Seonghyeon Lee, Protocol Engineering Lab.



HEE 0|30 ZEMA T ZEMA SAIS

Zegs | 258

7 Echo 22 CIo|E{a ™S ICHE & &lKtof| Al ghet
9 Discard 52 Clo|E RS H 7|
13 Daytime et AlZtE ghE
17 Quote ol 2901 HiE
19 Chargen S22 X AEF PR
20, 21 FTP Y M& T2 EZ(H0o|E, AMod)
23 TELNET HEAEDEME ZEES
25 SMTP OHY SN EZEEZ
53 DNS THQlo|Ft IP F4 7t pHEt
79 Finger EE AMEX HE =3
80 HTTP 4 E2EMTS

TCP/IIP Z2EZ Seonghyeon Lee, Protocol Engineering Lab.
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« AEZ| HHE MH|A (1/3)
. TCPOJM 41/ 24l Z2 AL HIO|E AEZ|O| HE2
COIHE ©& /1 =4E = US
C A TR HALS HIO|E AERIG AT S4 ZRAAL
HIO|E AEEE AH|H
Sending Receiving
process process
= =
=1 7y
TCP | Stream of bytes TCP
—0) T —

TCP/IIP Z2EZ Seonghyeon Lee, Protocol Engineering Lab. 6



TCP 72

. TCP A{H|A (3/6)
- AEZIHIE MH|A (2/3)

PSS !

- S/ M T2 AT SLE £E2 H0IEHE ’éL“SoU-ILP ]
AH|SHR| §E S = USBE TCPUAME CIOIEE MY 37| £/
HI{7F HF

» TCP= TS E HIOIEL HRUISHE = 4I5H7| TIHK| ol 22+8f

Sending Receiving [
process process ==
TCP T TCP
Next byte Next byte
to write to read

Not read

Sent
Next byte

to send O I

TCP/IIP Z2EZ Seonghyeon Lee, Protocol Engineering Lab. 7
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+ TCP AMH|A(4/6)

« AE T HiY MH|A(3/3)
e MIOHE
- |P= HIO|E AEZ|o| FHE|7}
MESIE 2 TCPE Y249| HE
O5sHe
- MIHE 37|17 SUE EHe s s

Sending Receiving [==
process process |—r=
Next byte Next byte
to write to read
Not read
Not sent
Segment N Segment 1 |
Next byte E Next byte
to send EDDDDD ©ee il to receive

TCP/IIP Z2EZ Seonghyeon Lee, Protocol Engineering Lab. 8



TCP 7l

A *C}& 3 (Multipl
¢ TCP A'l H |—(5/6) o:|ajs|:24|(o||:4 Ip imgcz| ME2 M EUlE oH
*CI S 3 Demultiplexing)

« M 0|& SAI(Full-duplex) | ==#tcioleis =xixlol 2 2alst
1= MH|AE M|25F0{ O|O|E{E S Alo]| ¥HtEEo

r|r
=
2

o]
S HIEHQE A HIHE 7HX[ 10 {2 M2 T

| -
=

[T

- CtS3H(Multiplexing) & ©3CHS 3H(Demultiplexing)
« SM F0MOSEE st T4 S0 LSS E

B Z2EZ0|ZZ Y TEAHA Zhof 40| M-

TCP/IIP Z2EZ Seonghyeon Lee, Protocol Engineering Lab. 9



TCP 712
+ TCP MH|2A(6/6)

» A4 X[& MH|&

+ = o= 7t T2 A|AT}COIEIE F1 2e m 7h4t o] g
MEsfof &
Y AEE TEYULLEM IPE Sl TSI/ AE[S
2/ Clo|E &g Bt
« AMEME MH[A
« D|O|E{7} - et 0 @7 Q0| & AU =X| &2l 7| 215H
Sro|2CH |:|.||9_||__|52 O|9_él-
1 L-O H )= = O H
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TCP 7l

- TCP §%! (1/3)

. 15 51 A|AE (1/2)
- HIO|E 1S
- TCP= Ol[O|E{2| ZF HIO|Eo HE & Oi&
e 0~232 _1 A}O|o| &lo|o| ZtE A|EF HIO|E HHE 2 AMXIEt
« =X H 5 (Sequence Number)

« MESILIA} 5t MOIHES| & M HIO|E HEE A HER
5toq StLES| =M HES E e
- O|O|E] gi0| Mo HEPIE X &5t MOHEE StLES| =AM HE
E AMSE
« Of|A| 15.1
A1 Bimi HFO|E =7} 10,001 [H, 3,000 HIO|E 2| H|O|E{E 1,000 HIO|EC

MIHE IR EUHE 82, 4 MAHES[ =M HEE FotAl2.

_— =

= :10,001 / G|O|&{ ¥4 : 10,001 ~ 11,000
e MOHE 25 &M M5 : 11,001 /0| 842l : 11,001 ~ 12,000
2 :12,001 /GIO|E{ 42| : 12,001 ~ 13,000

Seonghyeon Lee, Protocol Engineering Lab. 11
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=
- TCP &4 (2/3)
. 53} A|AE (2/2)
- 20| H B35 (ACK, Acknowledgement Number)
. Z TCPE RHAO| HHO|E B 4+ AIRICHE 248 HOIAIZ|7| 23 20
SH HIE 0|8%
- OIS HE = RHelo| =415t7|§ 7ICH5h= CFs HIOIES
i3 8 LhEhd
« e.g., 1,00077tX[2]| HIO|EE F=AIRNCIH 1,0012 &QISE HE 2 5104 ACK
MNIHEE MEF
- EQI8H 3 &= +X%(Cumulative) X
. zolgy

TCP/IP ZEE =

Seonghyeon Lee, Protocol Engineering Lab. 12
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A—I ClO|E{7t =8| £=Alz|o] OO|E{7} £ AlE|=

|01(Error Control)
§ AE MHIAE XMSst7| flsH 2F Mo HIFHLIES

(Congestion Control)
f&% 12{stod Sl HoM HE = ClIo|Ee| ¥

TCP/IIP Z2EZ Seonghyeon Lee, Protocol Engineering Lab. 13
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* N|IZIHE (1/8)

. TCP7} T 3Hs oIOJEf B9

AN
« N|IZ1THE = 20~60 HIO|E Q| 5l|Het £
MME|= OO|IEHE F+HE[0] /US

00
H
1l
u

o
|0
Hu

I

m

1 16 31

Source port address Destination port address
16 bits 16 bits
Sequence number
32 bits
Acknowledgment number 20 to 60 bytes
32 bits ¢ »
HLEN Reserved [R] “é g 1; % 1; Window size
4 bits 6 bits Glxlal TININ 16 bits Header Data
Checksum Urgent pointer
16 bits 16 bits
{ Options and padding

TCP/IIP Z2EZ Seonghyeon Lee, Protocol Engineering Lab. 14
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+ YAIX| ZE =2 (Source Port Address)
c IIHEE MEsl= SAE S8 ZE2EIOHMO| XE HSE

s SMX| X E —’F—*(Destination Port Address)

= 1Sl = o 2Ho| I =
c NIIHEE S SAE S T2 JHO| XTE HS
1 16 31
Source port address Destination port address
16 bits 16 bits
Sequence number
32 bits
Acknowledgment number
32 bits
e A[P[R[S[F : :
HLEN RBSEI-Wde rlelslslyl s Wmdcgy size
4 bits 6 bits lklalTInx 16 bits
Checksum Urgent pointer
16 bits 16 bits

{ Options and padding {

TCP/IIP Z2EZ Seonghyeon Lee, Protocol Engineering Lab.
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L
J2HEO| L& = Oo|E|e] & x| HIO|E 15

H O —
w7t &4 = EREE] £ A TR S HHO|E HE

AN
* T Al
1 16 31
Source port address Destination port address
16 bits 16 bits
Sequence number
32 bits
Acknowledgment number
32 bits
o A|[P|R|S|F : :
HLEN Resery fed rlelslslyl s Wmdcgy size
4 bits 6 bits lklalTInx 16 bits
Checksum Urgent pointer
16 bits 16 bits
|

{ Options and padding f

TCP/IIP Z2EZ Seonghyeon Lee, Protocol Engineering Lab. 16
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. HIZHE (4/8)

» 3l Z O|(HLEN, Header Length)
- 3l{2| ZI0|E LIEtL= 4 HIO|E EF2{ 4 HIE EE

» 04| 2f(Reserved)
- A F AHE S 2l5H L E 6HIE EHE

1 16 31

Source port address Destination port address
16 bits 16 bits
Sequence number
32 bits
Acknowledgment number

32 bits

o A[P[R[S[F : :
HLEN RBSEI-'\ Fd zlelslslvl T Wmdcgy size
4 bits 6 bits lklalTInx 16 bits
Checksum Urgent pointer

16 bits 16 bits

{ Options and padding {

TCP/IIP Z2EZ Seonghyeon Lee, Protocol Engineering Lab. 17
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o« M|l

« X|0{(Control)

. XNJ|o{E

| HE (5/8)

Flat AE ==

- 212 A 7|(Window Size)
A Al Z0] o5 AXE|= &

6712

Ll HIE

A O| &= Al &= d,
. MTCPL| =4l RIEZ2(rwn
Recelvmg Window) 2] 37
1 16 31
Source port address Destination port address
16 bits 16 bits
Sequence number
32 bits
Acknowledgment number
32 bits URG: Urgent pointer is valid RST: Reset the connection
. UIAIP I RISIE - : ACK: Acknowledgment is valid SYN: Synchronize sequence numbers
HL]_EN Resel"\ed R|C|S|S|Y]|I Wlnd(m_f size PSH: Request for push FIN: Terminate the connection
4 bits 6 bits alrelal Tinn 16 bits
Checksum : Utgent pointer URG | ACK | PsH RST | SYN FIN
16 bits 16 bits

{

Options and padding

TCP/IP ZEE =

Seonghyeon Lee, Protocol Engineering Lab. 18
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« M| 1THE (6/8)
» |3 23(Checksum)

. Q% ZALE QI8 ARl BE

« ZIAL B A Aol 1P FAE ZEE oA FITIE 75 o
=T

= 32-bit source IP address
E:j 32-bit destination IP address
E . All 0s 8-bit protocol | 16-bit TCP total length

+ Source port number Destination port number
E Sequence number
% Acknowledgment number

HLEN | Reserved | Control Window size
Checksum Urgent pointer

Data and option

(Padding must be added to make
the data a multiple of 16 bits)

TCP/IP ZEE =

Seonghyeon Lee, Protocol Engineering Lab.
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TCP 7l

- N|IHE (7/8)

ol E-l(Urgent Pointer)
HE LY 712 C|0|E{2| O
O

4|2 X[9f HIO|ETI =M HEZ R H
% HHO|E Hoix] =] LIEILE EiE

o
En
(e
1=]
o

=

T 40 HEOlE 2] F7bEQl 4 HE

1 6 31

Source port address Destination port address
16 bits 16 bits
Sequence number
32 bits
Acknowledgment number
32 bits
' s U[A[P[R[S[F - -
el oo FERERK R
, 1ts B G|K|H|IT|N[N
Checksum Urgent pointer
16 bits 16 bits
4 ’ Options and padding

TCP/IIP Z2EZ Seonghyeon Lee, Protocol Engineering Lab. 20



* N|IZ1HE (8/8)
J

+ TCP MOHEE= 88 HELERE E0{= C|0|HE
=3t

« TCP NIOHE &= IP HIO|E{ 2R
I 2 Clo|E3la Alsel =

toli

o ZH=E
==

Frame Application-layer data

header

TCP payload
IP payload

Data-link layer payload

TCP/IIP Z2EZ Seonghyeon Lee, Protocol Engineering Lab. 21
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e JHR2
s TCPEHZAXE ZZEZZ M, SEA ™ HAIX|QF EXK|
Ztol 7t =& dEE
- TCPOIM 44 X|E M&2 oA M, CIOIE TS, HZ

TCP/IIP Z2EZ Seonghyeon Lee, Protocol Engineering Lab. 23



(-
- i 23
« M Z21240| RFAIS| TCPO||H| Passive Open 23X E
Sofl HZE2 e EH[7t HE2 L&
« ZCtO|UE == 12H0| X} 419 TCP01|71| Active Open X &
E5l EX] ApioF oddS MEsH 7Hol2 ot

« 3EtA| HEM|O|Z(Three-way Handshakmg) (1/2)
1. SCtOIUET =X M2 ST|8HE 2|3 =7| =M __?_}ISN
Initial Sequence Number)& °*°F SYN MI:L'?;'EZ 2
2. MH{E XMIOIMRE* ISNI} 2 2}0[2AE 2| SYN I HE
I:H BOISE S E T35t SYN+ACK MIIHES Eﬁ*-é.
_JJEE MEHS| SYNO|| SEst7| {Is ACK MOAHEE

3.

OM.“- -.-

E
A

—

[ .

TCP/IIP Z2EZ Seonghyeon Lee, Protocol Engineering Lab. 24



TCP ¢4 4l X —3

= =< L

- 13 M7 (2/2)
« 3EHA| = M| 0|3 (Three-way Handshaking) (2/2)

b .
Client  Client transport Server transport Server
process layer A: ACK flag layer process
. T 1B
i Active Passive |

Time

TCP/IIP Z2EZ Seonghyeon Lee, Protocol Engineering Lab. 25



[—] o O
Cl= (=}
MIHEZ MY E £ QIS
- P: PSH flag A: ACK flag oS
l B 1] N "1 B

TCP/IIP Z2EZ Seonghyeon Lee, Protocol Engineering Lab. 26



TCP HE X TS

- CllO|H & (2/2)

- &4 O|0|E{(Pushing Data)
+ PSH £l HIEE 12 dsto{ T
« 2 X|40| HQ Bt HE A AL St
i CIO|EHE MOMHER ptE0{ M&Estn =4I TCP=
T4IEt OO|EHE SA| &l ZE2MAE
- 712 O|O0|E{(Urgent Data)
* URG %E{: HEZE 12 MXAstD 712 ZQIE| EE=EE #Q

— — = — T-
M&E

Al T2 M AT} ZIZ 5 YA ™ she Clo|E{7F ERiEHH,
712 X QIE{E Sdll EA|st0o] siE HIO|E K| 2| Cl|O|E &
HZ M ZZ2MAR HESIEE &

TCP/IIP Z2EZ Seonghyeon Lee, Protocol Engineering Lab. 27



IO|1E Z 2 170 XI4l9| TCP01|71| Active Close A€
| o=|7=|7<o||:-| A-|I:|-|9|- od7d =2 E%I— 7-|0|O %I—EEI

==

1 =2 3240| X} AIQ] TCPOI 7| Passive Close &€
Sdll siE Ecto[¢ERte| HEES S 2 AYS ¢ &
« 3EHH| SHEM|O|Z (1/2)
- 22I0|UE ZEMAZREE| Close 2H™EE B2 ZCI0|HE
TCP7I FIN NIZAHEE EOE
« MBE{7} FIN M[ZTHE O CHE el Ernf Bl gheFo| o4
ERE 22|7| I3 FIN+ACK M1 ™
« E2}0|1E T} ME{ 9| E
ACK MO1HEE ™M&g

TCP/IIP Z2EZ Seonghyeon Lee, Protocol Engineering Lab. 28



TCP © 74 Dlx_g

= =< L

- 1 B2 (2/4)

« 3CHA| SHEM[0|3 (2/2)
- HIO|E{E Z&5tX| &= FIN MOIHEE &M HE SHLIE

=1y
AH|E
Y Client Client transport Server transport Server
process layer A: ACK flag F: FIN flag layer process
i Active
i close ;
Passive
close
Connection:
. closed :
EConnection
i closed :
i : ACK , :
Time Time Time Time

TCP/IIP Z2EZ Seonghyeon Lee, Protocol Engineering Lab.
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TCP ¢4 4l X _g

= =< L

- U 2 (3/4)

» Ht-EF7|(Half-close)
et Z0o| M CIO|EE = AlstHAM CIOIE] T& 2 SEF

\Cf)
3 T

Client  Client transport Server transport Server
process layer A: ACK flag F: FIN flag layer = pn

<= Data segments from server to client

i Acknowledgment from client to Server

TCP/IIP Z2EZ Seonghyeon Lee, Protocol Engineering Lab. 30
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TCP HE X TS
- A'Ell # 0| CtO|o{1 &Y (State Transition Diagram) (1/3)

2

9]
 FSM (Finite State Machine)0i| A &FElj(State)2t £10|
(Transition)& E¢3st7| fleh =4

Client or server transition

S CLOSED | ey .

I
! | Active open / SYN

ACK /- FIN + ACK/ACK ACK /-

Three-wa LAST
Handshak)t(:
FIN- ) FIN/ACK TIME- |__ACK/- __,
WAIT-2 WAIT

Time-out (2MSL)

I
I
Passive open / — : :
I
; RST /- Close / — :
+AC

--YNISYNTACK _ TUISTEN !
: RST /- Send / SYN :
Timeqt /X SYN/SYN +ACK : |
RST SYN-RCVD o | SYN-SENT 1
Simultaneous open Close or|
v : ACK /— ACS]ENA%‘K time-out |
Close / FIN ..____'_’___,.( ESTABLISHED ) . AL or RST/ 7:
1 I
Close / FIN | Datairansfer | FIN / ACK :
1 ]
1
FIN- FIN/ACK CLOSE- !

CLOSING
WAIT-1 JSimultaneous WAIT :
close Close / | |
FIN ! 1
1
1
1
' |

TCP/IIP Z2EZ Seonghyeon Lee, Protocol Engineering Lab. 32



TCP 4 X TS

—

- AFEll # 0| CtO|o{1 &Y (State Transition Diagram) (2/3)

_— ;=I *Z|C MI2HE £=Z(MSL, Maximum Segment Lifetime)
« 2221 (1/2) HIESIT M0IM TCP MABIE 7} Mofh g 4 U 21T AlZt

+ T LY Ero{E MEHE LIEHH

———— Client transition QEH
------- » Server transition

Client or server transition

CLOSED [ Sy ) CLOSED @0l EXGHK| et =
I
sveopens— | | | L_Acitscpen sy | LISTEN +5 7 2B 445D SYNS VIc2lD US
! |
| , y [RST/— Close/- | SYN-SENT SYNE &35 1 ACKE 7IChelD U
- SUSINAACK (o) | }
: RST/- Send / SYN : SYN-RCVD SYN"‘ACK% xI_-I_/<S_3|'-T'_ ACK% 7|E|' El_l_l QI\I%
Time-out / ¥ ) ! =
T (syn-rcvD im{tSYN+AIJCK SYN-SENT ) : ESTABLISHED 40| +Z %1 ol M& - E TIgd
imulitaneous open 0sc or|
Close/ PN L__ACK/- ey Ak [ GRSHY FIN-WAIT-1 31 WM FINS 43T ACKE 7ICHElD 92
- / Data transfer ! : o -
Close/FIN____| |____ FIN/ACK, | FIN-WAIT-2 A eim FINOY CHEH ACKS 415t S M) FINS
' ' i ZICt2|o US
- FIN /ACK [ ] n AAE
“E‘A?]T-l Simultaneous CLOSING i - H_l o A*IHI' = x_l/\;l_ = O=| 74 = =
close Close/ 1 : CLOSE'WAIT A I_HH FINE T |:-T,— ACKE Miserh =, 74 E$EE
ACK/—| | FIN+ACK/ACK CK /- FIN ! ZIChE|n /}AZ
Three-way A LAST : o o
, Al ACK ! TIME-WAIT & B FINE £4let0 ACKE ™48 &, 2MSL
~ ) FIN/ACK _ | ACK/- | ool T ol
N (v l __________ Etot2 2 7|Ct2l1 JUS
Time-out (QMSL) LAST-ACK T W FINZ ©&5t0 ACKE 7ICh2| /S
CLOSING F=E0| SAlof &V|2 AHE

TCP/IIP Z2EZ Seonghyeon Lee, Protocol Engineering Lab. 33



TCP HE X TS
- AFEll # 0| CtO|o{1 &Y (State Transition Diagram) (3/3)

« 3lAE = MO|E LIELHT “TCP7} = 4I5HE 23 / TCP7}
MEste E'2 & & de
Client Y g 1

I

I

I

|

I

I

I

I

I

I

! I
I

SYN/SYN +ACK !

RST SYN-RCVD - SYN-SENT ' 1
Simultaneous open Close or|

Tose / | ACK/ ACRTACK vl
Close/FIN| I ALK /— )_( ESTABLISHED or RST/ —:
I

| 1

|

|

|

|

|

|

|

|

|

|

|

|

|

1

Close / FIN | Datatansfer | FIN / ACK
|
[ FIN- )} FIN/ACK (| CLOSE-
CLOSING
WAIT-1 Jgimultaneous WAIT
close Close / :
ACK /- FIN + ACK/ACK ACK /- —

Three-wa LAST
e

Y
IN. ) FIN/ACK TIME- L__ACK/- __
WAIT-2 WAIT
Time-out (2MSL)

TCP/IIP Z2EZ Seonghyeon Lee, Protocol Engineering Lab. 34




A
L. O

T
A
i

_-9- \l
1\ I“u

i O =< L=
‘@Flient Server
Process Trai\:;g;m Tr"ll;;gl? it Process
Passive
Active open
open P A
---------- 75
= &
l £z =l
wn
; K
. YN+ AC 0
Time-out g £7 SRR C1.0SED VEEEEEEE \
= ACK = 1 Passive open / — ACK /- |
TIME-WAIT Active open / SYN E ‘ .
! 1
FIN/ACK v = a LISTEN LAST-ACK
FIN-WAIT-2 (SYN-SENT) z Trmater = . :
. Z 1 SYN/SYN +ACK Close / FIN 4
ACK /- thl):\tt = Z | Inform process v :
FIN-WAIT| SYN+ACK/ack| | ... e s a;‘n"tffe“:]‘u‘ifj‘é‘ SYN-RCVD CLOSE- WAIT
=
= plus EOF ' ACK / — I AC
close | FIN ~ STABLISHED z E s EETEEEEPRRE > fommmnas ESTABLISHED b [4CK:
59
. = -
Client States ACK ™ Server States
[71=
3 == Data Transfer 3 %t
2B s -
—- assive
SMSL = § Acknowledgment == close
timer M
B
@
! <
s z
s= AT -
==
® -
Time-out
Time Time

Client States Server States

TCP/IIP Z2EZ Seonghyeon Lee, Protocol Engineering Lab.



O

N
>|. )||
o

O

°
¢ °
°
°
- ™
=
=
= a
2 Data = l
ﬁ Transfer @ N
Time-out / ACK L tose Z | Inform and t Passive open /= T
Active open / SYN ;3 send data
TIME-WAIT l % B ia the guene LISTEN LASTACK
— = plus EOF
FIN + ACK / ( SYN-SENT 3 B —{ nmmmmmemees > 1 SYN/SYN +ACK Close / FIN ¥
N == e r
FIN-WAIT-1 SYN + ACK / ACK == 8 = SYN-RCVD CLOSE- WAIT
%{:%Se]; d = I’:llssi\'c
close / FIN ESTABLISHED S ' ACK /- ( ESTABLISHED ) JL-ACK
< - FIN + ACK
Client States ' ' Server States

Time-out

Client States

Server States

Time Time
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TCP o

Z4 Ol X

e 0474 Ol X4 A|L_|-E|O 3/6
—_= < L-O —l
« S Al 7He
o o
= S AE |.E | .||O7=I AMXi=2 ||:;|. ;|I:II-AH;I-
° (=] — =
T = 7 OAO = EOEA_I_OO = O H
&) .
) \“ - \@4 -3
Process Tr?;‘]:}g} rt Tr?g‘t}g: rt Process
CLOSED 2
Time-out / ACK N » é etive [ _. - — - =
TIME-WAIT SYN-SENT N C “open Actvg open/ SYN pts
------------ , ceemmeeeeeoel (SYN-SENT
FIN+ACK | - SYN / SYN+ACK z5 SYN sY= zZ
P [0 ; # SYN / SYN+ACK close / FIN
w0 iV
close / FIN YN+ACK /- YN A SYN-RCVD
ESTABLISHED 22 TAck sY £=> SYN+ACK L= FIN / ACK
: 3> 2} L — ESTABLISHED }— — —
Client States S Stat
erver states
Iﬁ ESTABLISHED ESTABLISHED ﬁl
Time Time

TCP/IP ZEE =
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S
TCP & 2 TS
e A7 Al M& AILIE|2 (4/6)

EJ} SAlof o1 SRE AT 5to{ ErAE

$ $
e Transport Transport .
1 layer Process

Process ayer
ESTABLISHED |_/\_|

active AL ESTABLISHED Active 1
| I close . Close
CLOSED _ % & - e 4 ...... .
time-oul | R zE ' time-out / - *
Z = =1 Passive open
TIME-WAIT =5 = v TIME-WAIT
FIN LISTEN FIN
=)
SNY-SEN - w P, .
7 8 SYN/SYN+ACK
ACK /ACK 2,[%11%1'7 5 O %%%% . ACK /ACK
dose / FI? - - ! m & close / FIN
ESTABLISHED 3'5 22 $ACK /-~ (CECTABLISHED M owe/tiN o
- == =
Client States R - PR Server States
Time-out Time-out
Time Time

Seonghyeon Lee, Protocol Engineering Lab. 38
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N
TCP A& E TS&
917 W TS ALL2I2 (5/6)

! z }
a
— T —— » g e | emmeen [ crosen YRR
I ~ open
_________________________
RST Active open / SYN e I pe SYN/ RST
=
7
U I e R SO T G
: %
Client States Server States
rver state
- ¥ -
Time Client states Time

TCP/IIP Z2EZ Seonghyeon Lee, Protocol Engineering Lab. 39



TCP A& X &

=<

- 44 Al & AILFE|2 (6/6)

B

]

¥ Passive open

s Pass
LISTEN

+
Abornt / RST + ACK SEN '
— u) ____Abort - ISYN/SYN +ACK RST + ACK/ Error *
= Error
S e R e EEEE R >
SYN + ACK / ACK 4 =
Q k=
= = 3 ) ' ACK = =
ESTABLISHED - - 4 ewmsss= ESTABLISHED ) cccssss
Client States v Client states Server states T v Server States
me

Time
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TCP Ao
+ TCP 2= (1/3)
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TCP A0

« TCP 2= (2/3)
S|}
- 58 A|oqoi 2|5 &7I(Open), E 7|(Close), & 24 (Shrink) 7}
af AHSEH & Ol S

- EtotRE B X|5t7| ?I3H StLtS| EfO|HE ALSE

First Next byte
outstanding to send to .
byte Timer @
Se S,

T I 71 2SN T TS ET E LI
Bytes that cannot be
Bytes that can be sent sent until the right edge

Bytes that are acknowledged Outstanding bytes
(Usable window) moves to the right

(can be purged from buffer) | (sent by not acknowledged)

Send window size (advertised by the receiver)

a. Send window

Left wall Right wall

’—}CIoscs Shrinks i » Opens

o T00]20T] e e e 12001260 e 5000501 e e

b. Opening, closing, and shrinking send window
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. TCP 2IE 2 (3/3)
« Al 2ER
T ! H T
. B4 50| T RS WX sl BAE SISEIX| oS
- =4 HIH LY Clo|EE ZE2MATE 17| M K| K{E E[o] Q!
0{0F stB 2 =4 HIHE HX[X| ot s4leh = = 37(=2
A-I x-l E-I Next byte Next byte
= O (A to be pulled exPec[_eiw

Bytes received,
and acknowledged Bytes that can be
Bytes that have already waiting to be J received from sender

Bytes that cannot be
pulled by the process consumed by process

Receive window size (rwnd) received from sender

Allocated buffer

a. Receive window and allocated buffer

Left wall Right wall

Opens
‘ Closes P
. :

b. Opening and closing of receive window
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TCP A0

|5t £ 2 O|O|E

<14{0

O

CPO|AHl A
Al TCP7}
{147t 7H5
Of2 o 2 M

T
A
o
H
A

2T TS

o7 40’ & <kl 400 =

AU

w *

are |:|uﬁcd

Messages

edback

1 fe

1itrol feedback

Flow cor
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ol
Ojru
Pl
Q
N
~
-

. o
H
40

14> O
RaiRal e

Ko o N2

Size = 800 seqNo: 1000 .
......... ackNo: 101 Receive window is set
9_12]_ .2 rwnd: 800
: . ACK
Send window is set
Size = 800
901 rwnd = 600
Sender sends 200 bytes Deite-200byted [01 901" T
ACK
_____ Size = 600 T B 200 bytes received, window closes.
_____ 901 ___ .
Bytes acknowledged, window closes
Size = 600
BIN ECT I OV V) S
Sender sends 300 bytes. rwnd = 400
, ol 1001
SEz=cll 300 bytes received, 100 bytes consumed.
''''''''''''''''''''''' 6oL JI00T """~ rwnd = 600
Window closes and opens o1 o0l JI300
___________ el &) 200 bytes consumed, window opens
____________ 1201
£ . .
Window opens. M e
-
.
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I

Last advertised
ackNo = 206

a. The window after the last advertisement

New advertised
| rwnd =4 |

New advertised
ackNo =216

_______________________________________

b. The window after the new advertisement; window has shrunk

TCP/IP ZEE =
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TCP A0

LH
TR
N o__m.ﬁ_v =
Mw *?MW M&H
g % I
OF om Wo  Eyy

N 3EmUd e
~ic BT
ST Uussom oF
D& OF 40 RO
<y iR gt
Q<Fol Hish T
=yl X <{o Eok
A o] X KT R
Kir = ol KMy ok 76
Ok oI S INE K
LH & o <} M %] ol 70
Ol—lL [ ) [ ) [ ]
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_—
« 5 & H|0q (5/7)
- 0{2|M2 |IE 2 AEE(SWS, Silly Window Syndrome)
(1/3)
o Ad o|
o —
. 32 wof oM SAIKIQ 2= AR} Zhol BHe BFelo| MIHE T}
SLO3H XK 27t= Hizexiol A
s E Xl
- O
. B4 28 Z2330| H0[EIE L 2|H &AAIF| AL £41 28
Z 23200 H|O|EIE MHS| AH|sHe e gl
+ M2 0| H0|E{E Z&ste MaHES MEoz Qs 59
20| AAsH =
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- 0{2|ME ]I AMEF(SWS, Silly Window Syndrome)
(2/3)
- B4 S0l M gMsts MEE
- S S T2 IO HIO|E M S 71 =2 2, M2 O0[EE
ZEote MOHEE TE5HH E[TA 2hdd
- Y 2XE Hi@st7| M= SE 8t IO|E{7F HI{of A 77K
Jlctal £ 7153t 2 EE02 H|0|EE AT = sHobg
« SHQ 2ot — Nagle 1 E2|&
1. S TCP= e HIO|EEtE A 88 =2 o2 RE silst=
ZCIOIEE MOHER BHE & MEH
2. X W MIHE ™ME = =& TCPEFE| ACKE F &5 7Lt
ZICH I 7(e| MIOARHEE F 8 &= S B2 SE8F C|0|E{7t
£ HHO| ME LM MOIHER OHE| MEE
3. LHMHX|™ME 7|7F S 21 EHAE S8
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18

ok — X|94El & o1 8 B (Delayed Acknowledgement)

HIH{ol| 88t 27H0| US [WHHX| ACKE EFE
0| M ACKE BX| 28t MIOHEE RIS E
({20 ACKE 0.5% O|4 X|HE|X| Gt & &

|_

c £l F0M S MetE AMES
- S S& ZEOFOI HIO|E AH| £27F =2 39, A2 rwndE
115103 SMATF M2 |O|EHE Z& s MIHEE TS5
04 A 2R AHSH
E[HAM LA
- 5 '’ Ot — Clark 3i{ 2 &HH
. = Alet2 Of|o|E{oll CHaH HFZ ACKE M&E
- =4 HIHOI| 2|CH 37(|9| MOHEE =88 # U= 7H0| JU7LE
4 HI7E g ol HIORUZ] T K| rwndE 022 SEH
Vi
—
AN
T
2
o
St

N>r>o
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o« M[IHEQ} O|AL S|[HE AFE 5104 MOIHET} 2| & LU= X
BALe

« M|IOHE T}
ohiE M1 H

_ﬁEIEI SMX| TCPE
=
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- £ =2F2I2 & (Accumulative Acknowledgement)
- &MCHE ZEHE OFX|2 M2HE Ol CHaHA 2 RISE &
« TCP &I LH ACK EZ2iT HIETHE HEE 80 REH

EH 201 S EHSACK, Selective Acknowledgement)
. &Ml ORI B0i2 IOl E57} B2 MITE 258 ¥BE
« TCP sl Z0i 42| FEZ F2iF
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- @7 Alof (3/13)
- HOISE - M& FE (1/2)
1. &M FMO0O|EHE &Y 4%, HlOo|EH MOIHEO|
ACK HZ E &7 Z&sto{ s
2. & HojM i HlO[E{7} giT SHIE &=AMo| MIHES
T 0O = o ! = ACK o= LTI 3
c eg., 1~ NOHEE 4l 81 37HK[2] M IHEO| ACKE
MEst A, MOHE 404 CHEH ACKE EA| ERE
3. SHIE &M MOAHEE £=AI5t10 O] MOAHEES O]
=HOISEHE|X| 2 82, SA|ACKE M&e
e e.g., MIOHE 45 £l gtor2 [, MIIHE 30 CHEF ACK7F S
TR erQtctH S A| M IHE 40] Cist ACKE & E
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« EHOISE - ™ME 13 (2/2)

4, 7|CHEr JAECH 2 =MHS O HOHEE 45t B2,
XAl A2 ZICHEtE =4 iS5 E ACK 15 2 5104
xS
L-O
*eg. MIHE 20{ CHet ACKE &SR SLE MOHE 48 sAIE2

22, MI1™E 201 CHEt ACKE RIS E

¢+ e.g., NOHE 24E =4l8t = MIHE 20§ Cist ACKE M&st
MZIHE 38 #AE2 32, MIHE 401 CiEt ACKE HEE

O\I
- 0
=
I
2
|m
AN
o
rok
>
O
A O
111
2
Op
not
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TCP A0

. 25 o4 (5/13)

o« HHE
« MT1& EFOIR(RTO, Retransmission Time-out) AHE S
- S TCP= ZrZy 2| HAADNICE StLEL| RTO EO|HE S
. EPOIEH7+ Otz £|0{ Ef Ol RO| Y HStH TCP= HHIH %*Oil AT
MIIHEE M&otD ElO|HE MTsE
. RTOOI U r HM0|0H MOHES| = A[ZHRTT, Round Trip
Time)2 7|82 2 0| EE
. RTT._ MIIHEE SMX|Z2 MSet
tst=d ZEl= AlZEE LEE

1 MaHEO| CHer ACKE

I

- i E RHA S (Fast Retransmit)

* SfL+2 HI:LEEEOH CHer Al 7Hel & = =
OtRE 7ICte|X| 11 Ot MIIL':' E7t SA MESE
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TCP A0

« 2F N|0q (6/13)
- = M7} R MIOHE
» =AM0| 01 MOMHE= HEdX|X| gl LAM = XME
o, & AE MIHE 7} E&t 7| Z7Ix| ol MOHES S
=7 iR MOIHEZ EAIF
« =ML IR MOHES2 F2E MIMET} T2
ME ZEMAZ HTER oS

TCP/IP ZEE =
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TCP A0

2 (1/7)

04 (7/13)

H | 0|E{7}

- Seq 1201 149@

ol
A=

[l ACKE & M&H

.l
Server

Seq: 40013000
Ack: 1401

Ruk 1

Rule ]
ACK-delaying
timer
Start ( p === === =
500 ms
. Rule 2
Time-out{ p)======= g
Start{ b M =======
< 500 ms
Rule 3
Stop{ W) =-======

Seq: 5001-6000
Ack: 1401

Seq: 000T-7000
ck: 1401

TCP/IP Z=2EF
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TCP A0

- @ 8 K04 (8/13)
. AlLFEI (2/7)

&4 NOHE
« =l 401 O|5H
. =l 50] o5l

=M7t iR MIHE C
_'I—_ 2~ A

2tE MOHE £4Al £ 2o
\ Client Server
RTO ‘& 2»
Start Seq: 501-600
@ chk: X
Seqj\ 6E 1-700 "_‘:}
ck: x B ;
510[3 === ACk. Tﬂl [
o STy
Seq: 80_1—900 j_‘:} J_%}‘]_‘-'_ﬂ TTTT |
Ack: X | [ Ack: 701 |
R . Out of order
- ;3‘;“ - Rule 5
Time-out/restart (k) = === - Ack: 0 7.4—'\ =--=- | | | | | |
- T Ack: 901
Stop «--- T
Time Time
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TCP A0

& Aoq (9/13)

. A|LFE|2 (3/7)
- HifE NS

. SASS S MIHEO| CHEF 52 ACKE Al H 418 B2,
Z A s MOHEE MEss

Q Client Server )
RTO timer \{?3? Receiver
Start Seq: 101-200 buffer
Ack: x |
Original

Seq: 201-300
Ackix = P o
‘_

Stop
Seq: 301400
Start( b Ack: x
Lost
eq: 401-500 08
Ack e -
First =] Ack: 301 ]
duplicate @ = AT ]
Ack: x D:l | | | ]
Second
duplicate -
I Seq: 601700 [TTTTTT ]
Ack: x
All in order
Third < m
duplicate
Fast Seq: 301400
Restart(h retransmit Ack: x
Resent
Stop /_‘«_—_‘

Time Time
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TCP A0

AMIHE

. 28 Ao (10/13)
. AlLLEI2 (4/7)
e K

. B2 HaHE

<ol 2™
<20 <
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TCP A0

- @7 o] (11/13)
. AL} (5/7)

. Efo|2Cto| & Al
"M O H—l L- =2

¢ ACK7} £AE[0|E SAZORRE| X|SMOE HIHES 44l
4 QJCHH AHEO 2 A 4

-.Hhﬁ%ﬁ::fflicnt Server .u
h“"‘fﬁ -
RTO .
N s B
Seq: 601700
. .
— - Ack: 701
Seq: 701-800 | lost
Ack: x 1
Seq: 801-900
Ack: x = 5 901
Stop @
Time Time
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TCP A0

. 22 |0 (12/13)

e AlLIE

2 (8/7)

e EHO|2CtO| & Al
- ACK7} @2 AIZP MetE| x| 2 51 RTOO| 2fsH MaAHE 7 RIS =

- = 601 23l S=E M

M Sk

=
HEE

H|7|st1 SA| L2 ACKE

L-_O (1
A Clicm Scne'cr.
RTO
Start O{- - Seqﬁﬁl;mo :
SEq 6[]] 700 :
o v Ack: 701
Lost
et @----> Seqﬁg-l ;600 =" Rule 6
Resént Ack: 701 “=----
Stop -
Time Time

TCP/IP ZEE =
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= O AN —_ - x
- BfOISEro| &4AIZ M= mAF AMEH
o FAFOM R M F CHA| BIERE o E2, 0|E sl
MEEH ACK7F & AT|H w A AEfof B E = USZ
« &AE2 ACKE ME ot ACKOl= RTOZF EXHSHK| pIeB 2 +AE2
S0=0| NaES 29 mtx| 7|
- SAE2 A2 Mol oI5 MEE UA|stD Y22 £4AH50| AERE
A K| NOIHEE HME6HR| &
+ O|E allZ25t7| 250 Y= EFO|MH(Persistence Timer)2+ & & (Probe)
NIHEE &38%
. @2 Elo|n{7} BH2 = mOICH ACKE 7] 913 1 Hho|=0] CiolEIE Fe
g2 MaRES MY

TCP/IP ZEE =
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TCP A0

AU

KI'K
= lof 1<
K20 syor
IH) ol ToF
Hil S
Ho =0k
4o E o
o1 0l
ol OhSs
z0<l LH .
meo 2
=
mm W
cor MM
S| Aol
— ol 75 KO&3
<= = 4
=m|o ol KM

o

OF __.ﬁ.________.___A 1 MUk
LH oF dr i 7 of- i
oF WS LH <IH
i1 T 4 <00kl ]
__c.: ° °
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TCP A0

« =& A|0- (2/4)
- =& Ao HE] (1/3)
« =2 A|Zf(Slow Start) : X|5= &7FExponential Increase)

- =& 2= (cwnd)8| 3 7|= tLIC| Z|CH MAHE 3 7[RI MSS
(Maximum Segment Size) | MR E{ AlZret

. 2IE 20| 37|= §tLtol Eol2tto| £ &8 motCt ShLF2| MSS
OtE B7ts6to X=X 2 ST

+ LEIAIRE FERE ASE = 01 ol HAIE SXIE SE AR
A X|(ssthresh, Slow Start Threshold)EPE H7F ERHE

55 nder Receiver 5

1 —— Segment

Tt r —> ACK
cwnd
RTT

2 I

o1 <--- —
cwnd \
RTT

8 /
I'' T T T T T ] €---"*—
CW

Time Time

TCP/IP ZEE =
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TCP A0

01 (3/4)
- =& Mo HE (2/3)
3|1I|(Congestion avoidance) : 7t & 7HAdditive

Increase)
« 2% = R9| 377} ssthresholl TE35HH =2 A% BAE B2
|3 7HAF ERA|ITE AEHE

. SA| YIE B30 MOHEY} IS EHE motct 2 AT L9
Zre 16E St

HA L— iSender Receiver 5
T <--- - —> Segment
cwnd — ACK
RTT -—-I
i+1
CIT T T 1 1«- —
cwnd
S —
RTT e ———
i+2
I I I I —
cwnd
=
— —— —
RTT —_
+3
L1 T 1T T | | |€=== '
md
Time Time
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TCP X|0

=
« Z% ZtX|(Congestion Detection) : x| Zf &~ (Multiplicative

Ol =2 AKX

wndS stLEo| M|OTHE
=, iE
3 ||9|

/
AT

Ll
0
HU=
Iz 3).1
12102 o O 1O

3|

i
X
11
=

"6‘“ SS: Slow Start
5 Al: Additive Increase

MD: Multiplicative Decrease .
Time-out

P
Threshold = 16 — :
-

I 3 ACKs
1 Threshold=10 1
| i Sl Al
: ss * =
: ~ AI *e e

. i Al
8

L
2 3 4 5 o6 7

o
SS Al =

B ovoo
o rrrrr T

910 11 12 13 14 15 16
RTTs
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TCP S& x| & 71
» E}O|MH (1/10)

o« A O|
o —
. S5 O[MIES YA Al7k LHof #{2I5HK| RS [ SEFHES
MEE A ZE H7LE
==
*STIT

» M7 ElO|H(Retransmission Timer)
« A< E}O|MH(Persistence Timer)

. 7.=.'OE*EFO|E ElO|H(Keepalive Timer)
« A|Z+ CHZ| EFOIH(TIME-WAIT Timer)

‘ Timers I
‘Retransmissionl ‘ Persistence I ‘ Keepalive I ‘ TIME-WAIT I
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TCP S& /¢l & 7
- E} 0| (2/10)
« }|E EFOIT (1/5)

« EAIE MOHES| RS E 2ldl TCPE & AMHE|
CHEr & QIS EH S 7ICi2le AlZF2I RTO 422 MHE|=
ElO|HE 7+X|10 U=

e S4 HHIHO| BH QFof I MOHEE MEE [ EfO|HE
5

- E}O|H7} BFEE|H HIHO| ¢tofl Qle & Bl MIHEE
MZ1SSHH EFO|HE A5

« M EQISHE MOIHEE2 HIHO|M AFA|SHT BHIEH 7}
Hl 3<0i= ElO|HE HEX|5tT OEX| o™ A7 S
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TCP S x|9d 2 715
- E} 0| (3/10)

« & EFO|H (2/5)
* MRTT (Measured Round Trip Time)

« M| SHERTT UL2ZE, MIHES T

SolgEs SAISHE o Yot o A7

 SRTT (Smooth Round Trip Time)
+ EYE RTTE UHIELT Aefol et 27 #Hst=2 2 MRTTS O™
SRTTC| 7t& WHQI SRTT = (1 — @)SRTT + a X MRTTE A&
« qE T2 1/82 MHE
« S EM =X A2 SRTT = MRTTZ HAHE
« RTTVAR (RTT Variation)
- MRTTL| HEHE BtH5t7| f/s RTTVAR = (1 — B)RTTVAR + B
X |SRTT — MRTT|& A%
« BE FTE 142 MHE
« S| £ Al RTTVAR = MRTT /22 HAHE

of
gl_'
=l
u
x
u
0
m
L
o
o

o
h
i1t
Ir
Ral
I
A
gl_l
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TCP S& X|§ & 7%
» EO|H (4/10)

» TS EFO|H (3/5)
+ RTO

 SRTT, RTTVARS 7|82 2 RTO = SRTT + 4 X RTTVARE H|4Hg

—- (A

ﬁ Sender Receiver 5

RTTp = RTO = 6.00 1 _Seq1400 Ack e
1.50 s
SYN + ACK
RTTM =1.5 RTTS =1.50 I _-_r Seq: 4000 Ack: 1401 J__
RTTp=0.75 RTO=4.50 Py
—i Seq: 1400 Ack: 4001_,_#______
Data
— Seq: 1401 Ack: 400]
Data: 14011500
Data
2.50s Seq: 1501 Ack: 4001
Data: 1501-1600
RTT) =2.50 RTTg=1.625 ACK
0. . Seq- 2000 Ack: 160
RTTp =078 RTO=4.74 ¥ <= Seq: L=
Time o Time
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TCP S5 X| 2

mf

=<

» E}O|H (5/10)

« S Erolm (4/5)
e« Karn & 11 2|&

TCP= o] &0l

« RTO O|F ™S E MOMHEO| CHSE A
SE
|.

O Heff MaEHEO

I% /HIIL':"I E7F AT

] H%J ACKOIX| RiFZ

ACKZ} RH%E

MHEO CHEF ACK2!X| 0**81%
» Aol MOHET} &4E T A
CHeh EQl0|EH &/ RTT

7| AtE|oqoF &t

« Karn2 O|H E?_%,_P HHS 51745
RS Al T

« MIOIHEE §$a

TCP/IP ZEE =
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TCP S2F x| 4l 3235
(> L =< L
» E}O| (6/10)
« K|S EFO|H (5/5)
AN ;
e X|- HHo = (Exponentlal Backoff)
. A-II:L':H EJt M™S 2 motct RTO 22 F Hilz d-&
— — Data i
RTTy=2.50 RTTg = 1.625 oStarI Seq: 1601 _Ack: 4001 |
RTTp=0.78 RTO=4.74 | [Cowieorizo =>—
Values from previous example Time-out Data Lost
. CD ——eep Seq: 1601 Ack: 4001 |
RTO=2 x 474 =948 Data: 1601—1700 "*
Exponential Backoff of RTO " resent
>
- ACK
RTO=2 x 4.74 =948 Stop : :
No change, Karn's algorithm O e Daﬁs::q. 4000_Ack: 1701 |—
Start | Seq: 1701 Ack: 4001 |
| Data: 1701-1800
-
S
= ACK
RTTy;=4.00 RTTg=1.92 . <= Seq: 4000 Ack: 1801 [
RTTp=1.105 RTO=6.34 Stop & v
New values based on new RTT)y, Time Time

TCP/IP Z=2EF
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» E}O|M (7/10)

AMTCPE
AFEHO1| HifF 2

o

ol =111 55
<o <im
TR

- o ° )
™
(]

- Q< ELO|M (1/2)
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TCP &% x| X 734

« E[O|H (8/10)
« B ELO|H (2/2)

.« I

1. SATCPII 2= HAME SE35t= ACKE = 4I5HH TCPE=
¥E EFOIEHOI UE MHTSE AlZHe| 2t = 601 88

2. %ﬁ _EJOIDM 2T S4 TCPE Z 2 E (Probe) Al
MSH

3. TNMFEOZEE ACKE AI5HX| ZotHECIE T2 H MOHET}
MEEH B4 EFO|H /2 5 HIE 5to R S 7

4. SAE2 Z2E NOHES| ME B£ EIO|H 4t
ELO|H Zf0| ¥AHIX (Threshold)Oﬂ Cos 7L K| EHEE

5. O|F R|I=27F M7H{A| & w7+ x| Of 60 Z=OCH SHLbS| Z2E
NIHEE ™&EE
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TCP S5 X2 & 7

- E} 0| (9/10)
- Z1M2}0o|E EtO|H

e

+ & TCP AtO|of| MM El edZ40| 23 7|ZH St & X|(Idle)
&Elfo] = A2 UX|5H7| 26 ArHESE

. ME{7} 2BH0|HE 2 RE| MIHES S mOtCH MEHE

O| E}O|HE z.‘<_7|§h3=.F
» EFHOIR 7|Zh2 HEtH e = 24|17
o MEH{7} 2A|7+0| RLUEE Z2I0|HEZEH

M
S5t K| 2otod Ml Z2E MIHES M5
Z

| AI?J (PRS2 107 ZEE S TSRS

O
ASHR] RS M= S2t0|METH T2 &
S

of7d S
===

1
o
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TCP 5%t x|# & 78
- E}O|H (10/10)

« Az CHZ| EFO|TH(TIME-WAIT Timer, 2MSL Timer)
e 44 2 ™A TIME-WAIT MEfL [ Al
« TIME-WAIT &Ej Hof| EH ACK7} £ A58 MHE{= RHAIO]
HIHFIN MaZHES| A2 TEHst 1 RHIM S sH=0, o]
2 MSL2| A|ZHE CHZ|510 MEHol|7| ACKE MEE = UAH &
M A4 sSUsF A MER HAAE LUS [,
= I:||_-|§7|' _II:_y-Sll-g-xl E%_II:_%
ZO| M|IAHE T AEE

= M=
CHZ 1504 O|Fd @4
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e JHR.
* TCP 3|10l M= ZICH 40 HIO|E Q| 54 BETL /IS & /US
- Ol2El M BES2 SAX|0|A 271 B2 S TS AL
CHE 5Mo| Bas X F7| ?ld A3 H

End of option list
Single-byte
No operation

Options —| Maximum segment size I
) —  Window scale factor I
Multiple-byte I Timestamp I
—  SACK-permitted I
— SACK I
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TCP St x|# & 7%

. £t HFO|E(Single-byte) &M (1/2)
- M EF(EOP, End-of-Option)
. 24 77 B0l Y 93 AFBEIE B ojE B4
- OFX|2F SMHOZEMEH AIEE = e 8t HEE AFEE = US
- OHE SM AIS = EOP SM0| CtE = 20|l BAZ C|o|HE
M| {8l F7HE

Kind: 0 3-byte option EOP
00000000

a. End of option list

A Data

b. Used for padding
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TCP 5%t x|# & 78
. 2 M (3/13)

» B+l HFO|E(Single-byte) &M (2/2)
« F3Z(NOP, No-Operation)

o
« =M Ao|o] AR 7|(FillenZ2AM A ElE EHU HIOIE SM
- QMo 2 CHE SM erof %|5t0{ 1 S4M0| 4 HO|E 2| H==7t
==

Kind: 1 NOP 3-byte option
00000001 NOP NOP

a. No operation option 10-byte option

iy Data

—— —r—

b. Used to align beginning of an option
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TCP S K| & 7%

. S M (4/13)

« C} S HIO|E(Multiple-byte) = (1/10)

CH M2HE 3 7|(MSS, Maximum Segment Size)

« TCP NIOHEQS| S| =4IE = Q= H|0|H MOHECQ]
x| 27|18 Holft

« MSS= MOHE L CIo|E 2 &229| %|Cf 37|

- O| ZE&= MSSE HIO|E EH9|2 LIEIL = 16 HIE ZEEO|2E
MSS+& 0~65535 HIO|E Q| 22 7IE &= /US

- MSSE 914 A HAHM 2HE

+ Z1 TCP= X&I0| TCP A2 S ISt 1A} ot= MIHE
MSSE 28

- 7|8 BHSHK| et o™ 7|2 gk (Default) @l 5362 2 Ho|E

« X

Kind: 2 - Length: 4 Maxi i
00000010 00000100 aximum segment size

1 byte 1 byte 2 bytes
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TCP S%f x|2 & 7
« =M (5/13)
» C}S HFO|E (Multiple-byte) &M (2/10)

- P12 &% 2K (Window Scale Factor)

. 01II:401| O'E e 37| 2E=E= 16 HIE EEZ, 0~65535 HIO|E 2
Bol2 JIEl & ole
= T AAE
- 0| 377l BESK| IS M (IR A7VIE S7HA|IZ|7] &6l |I=<
2% QIxt 40| AHSE
M2 flze 37|18 F5t7| sl 2= &5 Qixto] HAIE 40
2 8+8 P41 g ZUE sliclofl s V=S 27| gtoll Sstod
NMER2 L 37|18 2HE
c M2 2= 377l &M B35 = CHZto| MUt x5t R| AUt &
U &hEF OIRLO| =CHZF2 142 X|EHE
. P A QIRHE oi7Zd M EHAOIME AYE 4 QIS
0000001 1 R AT Scale factor
1 byte 1 byte I byte

TCP/IP ZEE =
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TCP 5%t x|# & 78
. 2M (6/13)

- C+& HFO|E (Multiple-byte) =M (3/10)
o E}UAEH T (Timestamp) (1/4)

o |.OIAEH_\T_ 7I-Jj|. E|.O|/\EH.TL o-||_-?)_ g:ﬁ% ;‘T’;?:u 3|.E 10 |:||.o|§ %Al_q
- SS/HYE QEE ZAEE SYN MIHE Ljof EtHARHZE ot Y
- MOHEEEH CFE MOHE(SYN+ACK)H| QU= EFUARIE 4
53 EFUABIE AFRO| s{2reig e olnlg
. EFUABAZ I} QlE H2, O] Ol4 EIYUABIE SMS ALSE 4 ol
Kind: 8 Length: 10
00001000 00001010

Timestamp value

Timestamp echo reply
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TCP 5%t x|# & 78
. M (7/13)

« C+E HFO|E (Multiple-byte) =M (4/10)
o« E}UAER T (Timestamp) (2/4)
- RTT &%

o _g_/&l TCP= MAE{I a§o| 7|-2 E|.o A |='|'|E le: -‘_é'EOﬂ /éul'?:!.%:l'

- sl HI:LDdEoﬂ EH°+ ACKLt HI1HEOO| Q= HIO|EE Z&tslE £X &0l
SHE MEStE T=AS2 LA EIQJUARE 7/ S EfUARE of| 3 ST
SAHE

+ THUFUME Dixfo R MSE HEISH &f lastackDt OF A 0| EIX| 22
%2 EFUAERHE Z) tsrecent % 7|45}0 4 astack T S st HIO|EE Z &6t
= MIIHEE =451 Ef A EY Zo e Z*% tsrecent B0 Z2

| Kl
mkl
d n=

Receiver

Sender 5

12000:12099  ACK: 000 faack

Time: 4720 () Timestamp: 4720 ] fsrecent

Timestamp echo reply: T:Dh

12100:12199 ACK: % igséi(él;t
Time: 4725 @ _g Timestamp: 4725

Timestamp echo reply: _r__—:>—-__

I%EHF lastack

SN: ACK: 12200 tsrecent

. Timestamp:
Time: 4?32 @ I Timestamp echo reply: 4729 _1 lastack
: | m e m e % tsrecent

Y Ad
RTT =4732 4720 = 12 |
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TCP 5%t x|# & 78
. SM (8/13)

« C} S HIO|E(Multiple-byte) =M (5/10)
o E} A EH I (Timestamp) (3/4)

E M&s I £AKFE tsrecent 22 0l2 SF ZEo 22
« ACKE &gt SAX= 25 2[olM EIHARIZE of| 2 SHO| /U= 2fS i
2t RTTE HAkgt
Send 5 SRG Vi

12000:12099  ACK: 000 faack
Time: 4720 () ‘t _Timestamp: 4720 ] preeent
Timestamp echo reply: _l"=>h
12100:12199 ACK: % gﬁé?:?fn
Time: 4725 @ Timestamp: 4725
Timestamp echo reply: _l—=>h
%ﬁ%' lastack
SN: ACK: 12200 tsrecent
] Timestamp: j__
Time: 47|32 @ Timestamp echo reply: 472(? _'l lastack
! |m e e %E%: tsrecent

I
¥ ¥
RTT =4732-4720=12 |
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TCP &% X|# X ¢

—
. 2M (9/13)

« C+& HFO|E (Multiple-byte) =M (6/10)
o E}UAEH I (Timestamp) (4/4)

« =AM HE AFE Y X[(PAWS, Protection Against Wrapped
Sequence Number)

. M HEE 32 HIE 202, T4 AHME £M7 A £ 2

=H= T A
. MOTET}CHE B2 S0 TAHSHH OlF Bte ol MaHET M2 e
Btecol 4ate MIHER B2 BotSoid £ 213
. HIITIE 2OIRtof EtUATIE S o2 M MIHES| ARl

=2
EtYARHZ O =AM HE O Thol| o3l FelE =~ U

TCP/IP ZEE =
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TCP 5%t x|# & 78
. 2 (10/13)

« C+& HFO|E (Multiple-byte) =M (7/10)
»+ SACK-51& &L SACK SM (1/4)
. =X EOISE U Al M £ AE2 M0 {ZLH So{E
dolEoF MIaHE S=of ciaiAl L24zx| fie
« LR MIHET} £ 4E|H SAF0|M= EtYolRo| &

7|EPE| = HRSH E[X] 8;*‘._’ DE MIHESS AT

SolME B2 NIRES ¥ £ S

+ SACKE £4150] of= MIHET} Go4X|HLE Mol o{ R LA
A S R|of Chall O] AHMIS & & oz = cl

. $ABS B2 MIHE B|lAE
0 2|5

=
=
AMES HMeEXIE

HE 77K

StH ==&

OD -
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TCP S K| & 7%

. 2M (11/13)

« C} S HIO|E(Multiple-byte) = (8/10)
- SACK-5{& &! SACK =M (2/4)
SACK-5]2 M2 2 Ht0|E9| ZI0|E 7HX|H @47 A% THol At

O B e L
AMNEE = QS

. SYN MIPIES Haste 3AEE XHAl0| SACK SME MZE 4 288

227 flel siie &M

717 S SACK SME Al 7
SACK SM2 7184 ZIo|E 7}
O|E{ & BHAHIO B Al 71s

- Y SMH2 =M0i {2 LA S0{2

E

—

=2
=

SYN M|ZHE oo F7}&
C

| Kind: 5 Length

Left edge of 1st Block

Right edge of 1st Block

| Kind: 4 ‘ Length: 2 I

SACK-permitted option

Left edge of nth Block

Right edge of nth Block

SACK option

TCP/IP ZEE =
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TCP 5%t x|# & 78
. M (12/13)

- C} S HIO|E(Multiple-byte) = (9/10)
- SACK-5{& &! SACK =M (3/4)
- ZH 222 AZD B2 LIEHLE F 72| 32 HIE HEE ARE
» TCPOIAM 8 E|= &M 2 Z|cH Z0[= 40 HIO|EO|2 2 SACK

SM2 0H 4 E2HXIT HolE £ US

Consecutive segments Out-of-order segments
—— T— — -

. o

0001:1000 1001:2000 |eee | 4001:5000 5001:6000 | eee | 8001:9000

=€ = R ———
Accumulative Block 1 Block 2
ACK
4[l|"[} > | Is
| 2001 e
ACK 8001
9001
SACK
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TCP 5%t x|# & 78
. 2 (13/13)

- C} S HIO|E(Multiple-byte) =M (10/10)
« SACK-51& & SACK =M (4/4)

R = = = AS =

« A Hmy E5 0| HIO|E M5 7| 0|0| ACKE M&¢®t HIO|E BHE BT
o) B=Eo = A AlS = L
OHLZBI- = % - 3% _|_Al_| °|_|' A'”j-l:”_-lg = L—I'El' |:|-|I
= o s =] =l S e P =2

= % I:II:-|I_|_|_Q| 3% = %OH T'_'A-I H|_-|_?_7|' O'I A IEI' A—||j_EI,_-I§_Q| ?5% = %I-
A Ol
T AA B3
- Out-of-order segments . | Out-of-order segments_ |

| |
0001:1000 | eee | 4001:5000 | 5001:6000 |eee | 0001:1000 eee [ 4001:5000 | 5001:6000 | « o« | 4001:5000 |
Accumulative I ) Block 1 g I Duplicate ,-\ccumulatiw:I Block 1 I | Duplicate
ACK ACK
0001 : = Du;ialicatc ‘5‘88} : . Dl']nﬁl”c]?m

o ' 0 ACK o

SACK
SACK
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TCP 5%t x|# & 78
+ TCP I 7| X| (1/6)

H
« TCP #3942 2Iet Hl7HLIE 2| &
. FMeA
° xl_-l_g x-llo-l %% Messggefiégt?grcli from
. E|-O||:I-| f;;)_pl_ic_miozl_lazzr____________ -4 |
* I:Hlo'_l E% ig C{)lm% TCBs i
-UHAME2E | 00 |
- EHAMEEZEE e |
i P hodule P module |
| |

A
IP layer :lj ?

TCP segment TCP segment
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TCP S&F X

_?_I__|

5l 75

« TCP m{Z|X]| (2/6)
« & A0 EF(TCB, Transmission Control Block) (1/2)
. 40
o —
. 478 X012 9I3H ZH A1ZI0f CHEt HEE HEsE 2X
- TH A
« B HE
. At &
sapl e e He
CEM HE e
. Efon] &
State Frocess Fointer Buffers
= ]
- : |

TCP/IP ZEE =
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F= MHEAM 7]7]0d

-4
12 M8t ZH 7[7[o] IP FAE Ho

Cl

(TCB, Transmission Control Block) (2/2)

Zzto|ed
7

4

O
[

A

2N

SEl

=

. TCP T{7|X]| (3/6)

o

ol

AX| 71712 IP FAE Mo

2474

2 MEsteE 2

217

4
K-

T

or

E <ol cH

2
—

x| TCP2

Y

x|o1 QlIE{m| 0| A8 Fol

(=]
[ |

QIE{mol&

K0

[
__o._

o=
I

<H

<
<o

__c._

|_|
I

<
<H
<
o

<
<H

K0

ol
N

__o._

|

ol
40
&l

__o._

=
I

<
<0

|
(e

EEH

|X-I
S

o

FRTT

o
—

MRTT, SRTT S C}¥

RTT

ol

2Z TCPo| I 37|

HIH 27|

ol

i

[N

o

HHIH 3 QIE
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TCP S5 X|2d & 7%
« TCP I 7| X| (4/6)

- M2 2 & (1/2)
« N2AHETI =& 5H7HLE, EFHOR O|HE T} & St 7HLY,
88 Z22o2 2 el HAXI ';04 o A3
0ol 2 e A moth s
%| 5t of sH= #=0| TCPO] oy T
3I_=|XH é)l- EH O-Il [[l-El- El-% aSSI‘VCO cn;_i RST /- Close / — |
. 11742 AI-EHoﬂ CH 'H M2 A LD

I

I

= = R L SYN/SYN +ACK : |
El- C a S e E Al- ° e SYN-RCVD Simu.lltancous open SYN-SENT Cl !
n 5 ose or|

N : ACK /- ACSIENA%K time-out |

Close /FIN] L __ 222~ -~(  ESTABLISHED ‘ or RST/ !
1

1

1

1

0|

. |
Close / FIN | Data transfer | FIN / ACK

————————————

|
[ FIN- ) FIN/ACK (" ] CLOSE.
CLOSING
WAIT-1 JSimultancous WAIT
close Close /|
FIN |
ACK /- FIN + ACK/ACK ACK /-

1

1

Three-wa LAST |

B |

1

FIN- ) FIN /ACK TIME- |__ACK/- |
WAIT-2 WAIT

Time-out (2MSL)
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TCP 5%t x|# & 78
. TCP I 7| X| (5/6)

- HI2I 2 & (2/2)
« ESTABLISHED 2MEHO]| MJ_ O|O|E{L} &0l M|aTHE 7} &t
ot =4 2| 2 =0| oH A EE AMElsH7| floH = EE
« ESTABLISHED &MEH0{| QT S T2 13O 2 £ E O|0|H
ME HIA|IX| 7} 25 Zé-a—l M2l 2=0| sl AEE XE

r—y _7_,S E. Messages to and from
Ol- 7 | -l—l OH e - = application

Application layer

T |
| % |
| Ti |
' &% o
| |

|
i CXO, |

|
: Main |
: Input module Output :
| processing processing |
: module module :
| |
| |
| |

A
IP layer :lj ?

TCP segment TCP segment
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TCP S X|94 U 7
. TCP I} 7| X| (6/6)

- AH M2 2=

» ESTABLISHED & E{f0 (& [} =45t = Ol O[ELE ACKE
*ElSt7| s et 2E 7IsE HYH
- 2238t 9 ACKE &stn 22 37| ¢EE MElst
QF He S HEH
- EH XM 2=
» ESTABLISHED SEH0| IE M S& Z2ORMOZRE
~4gh OlO|EHE T&Esto| fls EQE ZE VIsE HEH
» ™S ELYorR, B EtRlotR St €2 7|lss HEH
« E}O|H
» MTE EtO|MH, B EIO|H, ZYetO|E EHO|H, AlZF CH7
EtO|HE 713t ElO|H Btz Al Rt 2RE0iH & &
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Thanks!

0| A % (seonghyeon@pel.sejong.ac.kr)
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