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AL E8 &= 712 (1/4)
. B9
n-HE W2 222 o535 5/l n-HIE A2 HES
SZ3 5t A
n-bit plaintext n-bit plaintext
Encryption k-bit key Decryption

- -

erS st HER3 Eot Minhee Song, Protocol Engineering Lab. 3



o
e k-H|IE Q| 7| Al
- AEsH S5 LIEE EF s HIE 7| AFE
- n-HEZ 7|22 2 MA|X|Q| Z0|E =X510{ Al
. HIA|X|Q| ZI0|7} n-H|E EC} 2CtH n-HIEE DS 7| /5
2 0|7|(Padding) & AtE
- MIA|X|2e| Z0|7t n-HIE EC} ZCHH HAIX|= n-HIE 258 B2
250 AFE
- E& n 64(2°9), 128(27), 256(28), 512(2°) HIEE Al
« 0d K| 5.1

1007H2| 24t 8HIE ASCIl ZE7t ME |1 64HIE 85 &S & 0/&3507
L= ot5t7|E HECHH, 100708l EAr2 T8 E HAIX|= &E HIEI Z=0[7
Z[010k5t =712

|IM|+|pad| = 0 mod 64 - |pad| = -800 mod 64 -~ 32 mod 64 ~ 32H|E

&z HESZ 2ot Minhee Song, Protocol Engineering Lab.



SO CHE-7| 2= AT
2 (3/4)

O 5 23 T2 (3
» CHX|(Substitution) &
-QQI

- BE HIEQ| gf0] Hele| Zte = CHAZ/= &f =
e.g., 00110000 - 11000110

7<._7'<|(Transpos.|t|on) &S
. XO|

e W2 H|IE 2+2to| ZHo| ARHHH | = &F &

* e.g., 00110000 —» 10001000

e EX
« 01 AR O0|EHX| n-HE EE2°| Z HEE= 01} 1 & 5lLI2]
U2 7HE = QUeEE n-HIE BE/FEE2 & 2" Y
« M AL 40 CHE OHHMEE =0|7| &l8H, CHX| +E=2= ™
X TEECHHIE RS MH AR AISE

Minhee Song, Protocol Engineering Lab. 5



SiCH Che-7] &= A4

AL E8 &= 72 (4/4)
« Of|Xl| 5.2

64HIE 25 &3t 7HH5HAE (n = 64)

DR

— =
SAXIE ol 72 A EC2REH BES TEG WY sl EE
A&EL 2 (trial-and-error test)= CtS F7HX| A9 ZH2H B #HQI7}?

a. YEIIOHX| =2 HAE B2

b. 237X A3 2 MAHE B
o CHA| 2 20| S 10| J4E & 4 9lo02 ZHAHE 64HIE E=0f Chatof 264)
MNBE27H EHE

b. MxIYEo AR, 19| /17t SXIEEE SZX= 10| 1071Q W20 TAFEZQ
64!
* oneas = 151,473,214,816

orS st HEQ3 Eot

Minhee Song, Protocol Engineering Lab.
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) arl O UF THRO K
K
o

[321]=[312]°[132]
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SACH CHS-7| = &7

e X|BF ZOBEAQO| EE 25

0| 7| & & (Full-size Key Cipher) (1/6)

- MA| Zo| 7| ™x| 858 Y= (Full-size Key Transposition Block
Ciphers)

- MA| 2ol 7| x| 85 &= (Full-size Key Substitution Block
Ciphers)

&z HESZ 2ot Minhee Song, Protocol Engineering Lab. 8



als) EH’E%'J\ s ATH
x|& ZoE Mol B8 ¢

x| 4ol 7| & & (Full-size Key Cipher) (2/6)
- MA| 4ol 7| x| EF & 5 (Full-size Key Transposition

Block Ciphers)
2t HIE Q| 2|X|E Rl &
y n-H|§ 2lo|o| 222 n17fo x| EZ TME REtoz Dals) &
+ s
« 28MQl 7| 40| [log, n!] HIEEY
1 2 3
transpo@it:i))c-)l;itcti)plna(;t L Rl EE 2 i 1 Key (3 bits)
1 2 3

{123],[132],[213],[231],[312],[321]}

s st HERT Eot

Minhee Song, Protocol Engineering Lab. 9



SaCH EH’Z%'J’\ S AT

POI'

x|g 2o Mol £ o
vd

x| 4ol Z| & = (Full-size Key Cipher) (3/6)

« MA| 4ol 7| MR EF &= (Full-size Key Transposition
Block Ciphers)
- 0ofKX| 5.3

=5 40|7} 3H|EQI 3HIE =25 TR

el

|.

E

2ot x|

ok
o

o| &

il

= E0[|A|2.

A8t EO| T2 31=69| HAE 7HXIH, 7| Zols [log, 6] = 3 & &
« 3H|IE 7|= 23 =872 MZ CIE CHE S Halg = UX|TH 87 5 6712| 7|2H0| AHSE
1 2 3
i 3>l<8 l
W N
A 3-bit block
substitution cipher el T e - Key (16 bits) {[1 234567 8], [1 234567 8], . . }
v isxg vyt
! 2 3

&z HESZ 2ot Minhee Song, Protocol Engineering Lab. 10



SACH CHS-7| = &7

.

x|t 22 Aol B o3
vd

« & 2ol 7| &= (Full-size Key Cipher) (4/6)
« MA| 20| 7| ChHx| 25§ & 5 (Full-size Key Substitution
Block Ciphers)
- ZF HIEO| 22 CHA| A&
- LRI ZE A2 = |§._ E= ZEHSHE = QS
. E}IE.'_ =l(Decoding) 2!3 Z(Encoding)S S x|t EE ZE3S}

eIt 2ol TS HEE 4 28 Clas
2. Cl2E E gtofl T=| 18
3. F&| HBE 2he AATstod el CHxIS 22 BT

gsstnt HESZ 20t Minhee Song, Protocol Engineering Lab. 11



| oS

| ———

2L CHS-7

2

7K

'E;
—0

Al2t

S
A 20| 7| CHA|
ock Ciphers)
X[ 5.4

7} 3HIEQI 3H|E

OEA—'O' '='§

i
vd

o A
(L

i

BH=E oFs
= "1 ([ -

2 E o

=5 CHX|

A 3-bit block
substitution cipher

 e.g., 0002 000000012 LC|
[:lzq (| EEI
- 3HIE EE EHxI et 5 9| X
81=40, 320 yl|
i 3H|— =" L_-Hil |0:|
. 16H|E 7|
40,3207H2

3

59| 7| Z40| = [log, 40,320] =
16 = 65536702 MZ CIE S

OF Al

16H|E
X 9|

= 2 s X OlO
- = s = Qlo

2
7|2k

A

210| 7| & & (Full-size Key Cipher) (5/6)
(Full-size Key Substitution

B2 H0|A2.

=

i it
.

'
b4

ct permutatio

N

A 8-ohje!

-

<~—— Key (16 bits)

‘ (12345678,[12345678],..}

Lt

Asstn HESZ 2ot

Minhee Song, Protocol Engineering Lab.
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SaCH EH’Z%'J’\ S AT

- X|Et 2 EAMO EF YS
« MA| 20| 7| &5 (FuII size Key Clphe r) (6/6)
» M 20| 7| n-HIE ™MZ|/CIZ| ES LS5 = R[EF2ZE DS
tsE
- 7| ZolE M| EE SS9 x| 28 ¢35 MZ CIE
- MX|LE
. 22 37| HIE
. JbsEt Mxl %
- Ee%8t 7| Z40]: [log,n!| HIE
- ORI Z
- U X 2"
IHsE ChR| 4 0 2!
L3t 7| 200 [log,(2")!] HIE
- ™A 20| 7|z 2017 HF H AN gS0lHE ALSE =
oL K=}
HA

&z HESZ 2ot Minhee Song, Protocol Engineering Lab. 13



- 282 Z10| 7| & 5 (Reduced-key Cipher)
« MA| 7tST x[E S ERUE FIZE ASSH= EF Y
- SAUFH &5 o| CHEFA|(Multi-stage) HT 2| St B
. e.g., DES(Data Encryption Standard)2| AF&

- O|2™ %[l 7| Z0]: log,(2°4) = 27°H|E

- AIX| DES 7| Z0]: 2°°712| CHEBHE Al & 35l= 56H|E

« 24O E 4= 2R 2°°|O| LIS 2 4= BEFEE 74 =
. 56H|E 7|8 %= CtS DES= 0| ot

Ojo

st L ES3 2ot Minhee Song, Protocol Engineering Lab.



O
- K| ZoEMO ES YS
-7l elc &€& LOEl&
- 7| o2 ghx| oo, THE (Mo 2Rt TMHE A E
dnelE
- o2 = A5 5tol AFSE|X| oton, 77 e ¢
ANPEFO FH AR AIEH
- 7|7t Qi MR &=

AXIE HHF = f x| 78 AFAF
e StEQ|0{o] AR 1M S22 LHE L0 /S = =2
a2 S5o82 &3 Jts

&z HESZ 2ot Minhee Song, Protocol Engineering Lab. 15



1ol

i) !

Hijo &
HALAILKIRFe =
RHHH%%Q
00 o T <KL I

SEEEAE

Minhee Song, Protocol Engineering Lab. 16
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(P-box, Permutation

e n-HIEE Ql2d 8t - HIEE

— = HdH 1 =

- 717F EXHSHX| 20, ThS

PRI

o EF£=(Straight) P-2fA
. &% (Expansion) P-gf
= A (Compression) P-8fA

T[>

3] P
¢7"¢>¢Z¢< R

l z
Compression
P-box

1

ot 58t} LI ESIT ot

Minhee Song, Protocol Engineering Lab. 17



[6]

[5]

[4]

[3]

[2]

[1]

[0]

index

-

2

v

A 4

\ 4

Y

A 4

A 4

A 4

P-box

A 4

Minhee Song, Protocol Engineering Lab. 18
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- e.g., 86 54 P-EfA

index  [0] [1]

PP1T10(0]1T{0]1]1]0

Pox] 2 7 0 & 6 4

Minhee Song, Protocol Engineering Lab.
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|
. 2 pufA
- n-HIEE QB &1 m-HEE E3st= X T n>m
e Xt E=mIle| HEBE 7IX|IH m —n7le| HEO| H=EXoZ AIS
- otLto| 12 H|E &= StLt O|& 2| £33 HIEO| CHS
- C}Z EHAHE Qe HIEQ| =8 =2|7| 26 AHS

index __ [0] (1] (2] (3] [4] (5] [6]

P10 0] 1[0 1T11]0

Poox | 2 7 &5 3 2 1 0 & 6 4

orS st HEQ3 Eot

Minhee Song, Protocol Engineering Lab. 20



. P-Ht A (5/5)
. 045t}

A
. e.g., ot P-HF A
O3dsSkEA = — OrFL- 790
- Aet=7F EXSHK| St B2
= = X} L— | — o
- &4 = E HIEE H= HMIE Qe 87
i e g _7_|Si P H_ll-é, g|I-xo|- P-H_ll-A Compression P-box
== _TL (@) A
- X|ErEO| A 7N T P
1.Originaltable| 6 3 4 5 2 1 ? g imerses o ‘
2.Addindces| 6 3 4 5 2 1 + ‘ ‘ [
12 3 45 6 ! 2 1 z
s 123456 1 2 1 2
6 345 2 1 | | A A
vy 6523 4 1 -
123456 y v y |
S.lnvertedtable| 6 5 2 3 4 1 1 2 3 1 2 3

Expansion P-box

tsen HER3 ot Minhee Song, Protocol Engineering Lab. 21



= = - —
-0 E=F Y=
FHRA
 S-HrA(S-box, Substitution Box) (1/5)
. n-H|EE Q|24 8t -HIEE S2d5t= |3 8t
e« nit mo |EL7|7|' 7}; HRE QS
. dEtATL ERiSHE A20|l= n = mY
AE MNEFH, 7|7} Y= FRE US

- UAAHIEES| XOR ¢dto 2 T HE &=
- B35t ofF Vs
- ASE ™Moz HOF F|of
. H|A%&(nonlinear) S-box
- UH HIEESCS|AND, =, et S| H|[MYE ddte 2 FHE &

ots&tml I EQ3 Hot Minhee Song, Protocol Engineering Lab. 22
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X1
)’1]= 1 1 1]><x2
Y2 1 0 O X

3

gsstnt HESZ 20t Minhee Song, Protocol Engineering Lab. 23



. 01I7<1| 5 9
3HIEE Q2tlo} 2H|EE £35l= S-29rA 7} CtE 2 DFE St
V1 = (x1)° + x, vy = (%)% + x1x2 T X3
. S od Aol A —;ug!m SHE *6F(2)0lAM HolE
- Q2 Ztal £33 Zf Atolof| M A AlO| EMSHR| 2R 2|9 S-HtA = H|IMHY

*GF(Z)
= A {0, 118 71X, 42 XOR,
= *'8 ANDZE HMO|E|= o[l ZZolA|

st HERZ Hot

Minhee Song, Protocol Engineering Lab. 24



 S-HF A (S-box, Substitution Box) (4/5)

- 0f|&l| 5.10

Leftmost

2/230]/ 010 O|H

bit

1240|101 O™

bit

<«— Rightmost

11

11

01

10

01

11

01

10

00

00

00

10

l

Output bits

Minhee Song, Protocol Engineering Lab. 25
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» S-2F A (S-box, Substitution box) (5/5)
« 0{|A 5.11

ofEf TS G4BTt ERfSte S-HrAO| RIS HOIED E B SLbE 3
dNE|IFM AEEIH, CHE Sttt S5 YIE[&E0M AFSEICEH Zf EofA
£3 Zio| 21F /4% HIE= d2 HolstL OE F HIE= ¥ Holstct
32 I3 o] ™t Ho| WA E|= ZfolCt

3 bits 3 bits

} } . £ EE ME A84 g

00 01 10 11 00 01 10 11

0| oM 101 111 100 0 100 110 101 000

1 000 010 | 001 110 1 011 001 111 010

Table used for Table used for
encryption decryption

3 bits 3 bits

tsen HER3 ot Minhee Song, Protocol Engineering Lab. 26



— = | =
- E5 FE ol FHRA
« HHE} ™ = 2| &l (Exclusive-Or) (1/2)
o AKX
o =
. B3
+ 5 740l n-HIE 9|= of HHEFH =2|8to| 7} & CHE n-HIE =
e 7348t HiXI
=H H T
* x®(ydz) & (xDy)Dz
- W HE
* xPy & ybx
. Fs2lo EXiA

« x®(00 --- 0) =x
. odglo| XY

e x®x'= (00 --- 0)

&z HESZ 2ot Minhee Song, Protocol Engineering Lab. 27



2
In]
1
o
Y

orsS ANTH

| ———
SO 22 50l e A
« HHE} A = 2| &l (Exclusive-Or) (2/2)
» EH~(Complement)
« Bt YEO|M Z4Zo| HIEE BICH 2t = Hi = BEr Qa4
- 8

e x®(11:--1) =x

» 2(Inverse)

X X

* e.qg., x®k =y, yOk=x i T
(ki —_,l—xC-)IZII: nnnnnnnnn @ T T — e — > @ ory

| 4

v |

y y

ER2F B¢ Minhee Song, Protocol Engineering Lab. 28



- = 244 (Circular Shift Operation) (1/2)
- n-HIE 2IEE 2I1Z0|Lt LEZRLZ k-HIEDF O|SAZ|=
olg @adt
- Z|A Q| k-HIEE BB 2 Ued 2|59 k-HIET} H
ceg.,n=28k=32 42 =& 0| it
Before shifting Before shifting
b? b6 b5 b4 b3 b2 b1 bO b? bﬁ b5 b4 b3 b2 b1 bO
- -
Shift left (3 bits) Shift right (3 bits)
ba | bs | b2 | bi | bo | bz | bs | bs b2 | b1 | bo | bz | bs | bs | ba | bs
After shifting Atfter shifting

&z HESZ 2ot Minhee Song, Protocol Engineering Lab. 29
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. moodl _7_ )
N oo T5
AN %0 o 140
~~ - |._A||_ ©
(- O T =

2o __
P E o ol ol r

L o N of

Q. _|_|_ __2|_ _II_H

O &< =1 0l m_M
= Hyr R
. — — 7T Al
o WM g O
S 1 B m_m_ LHo %

© ol O E+m;UEE
> = 7 U = Ul

O TIET o "Wy

. — 22 ot
© duw owxxa
|._A||_ o o 00 R E X0
BN A V=
O m<H o on &l .u_u._
WO wowr mo“%0®
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-2l E5 30| FHEA
« A2F 244 Swap Operation)
* k =n/2 Q1 0|F QM2 =E nO| FH=AU [MTF A4LO| ZH|
=

e At7| AHAIE ¥ 2 JHE
* .9, 8HIE KE0|AMo| Agrodpt

b?’ b6 b5 b4 b3 b2 b1 bO b?’ bG b5 b4 b3 b2 b1 bO
I | | | | || |

Encryption >~< >< Decryption
| I ! [ | |
bs|b2|b1|bo|b7|bs|bs|ba Da|b2|b1|bo|bz|bs|bs|ba

&z HESZ 2ot Minhee Song, Protocol Engineering Lab. 31



T~ =
L E5 S
- Byl Agt
- =& 2A4H(Split)
. Zliﬂl Salst Zo|o| ¥ EE MM Aol n-HIE KES SLS

 —
=
=
==
- 23 244K (Combine)
T 7he| S8 ZHole| 2IEE nH|E KEE 2% (Concatenate)
x

* e.g.,,n =8¢ B9 ¢d4t

b? bG b5 b4 b3 b2 b1 bO bT b6 b5 b4 b3 b2 b1 bO
split - (| > l[ > < ll combine
b? b6 b5 b4 b3 b2 b1 bO b? b6 b5 b4 b3 b2 b1 bO
Encryption

Decryption

ASsn HERT Eot

Minhee Song, Protocol Engineering Lab. 32



SACH CHS-7| = &7

— E | =
- EE YZE
- 21 & = (Product Cipher) (1/14)
« 20|
o —
- CHX|, XI8t S0l PAHQAS Z s 2850l oS

1
L
=
o
I

I
>

(Diffusion)

HE MO|o ZHHE 57| X

of CHer SH EHIAEE Sdto{ BEE 37| ofgdE
Ot HIET HHH, 5 E2| EH HIEL 2E HIEJH HHE = U

Confusion)

ot 7o HAHE 7= A

O|8stoq 7|& & 7| olgdE

| HIE7t et S E 2| 7He| RE H|ETJ} HHE

I
=]

°
o
-

0
[0 fob ol

4

El

0
o HO MO

‘_

o
o M

0 MO0 MO
mO mlo

N7

o0
10 ol fol

r

ot stn} HEQ3 EHot Minhee Song, Protocol Engineering Lab. 33
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r=) A | o] H
SACH CHE-7| &S A7
— | e —
- EF =
« &M &S (Product Cipher) (2/14)
« EAN EEO| A T M
. BHADE TR A
. QtS 20| MEE &£7{K|K|EF 7|90 A7 MEo=z =t
. MEYRHE Al ot
. EEDHES A
. WEo|mjEo| g5 20 gdr|o| SHXM FxII =Y

o =
. SHE BRI Aol F|o

M XS I HAE 2F SESHA TR

- WEN 4520 A
- LAV ASEOREE HWED 7| BF FX57| 0242

34

Minhee Song, Protocol Engineering Lab.
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SACH CHS-7| = &7

HEE Y3
« &8 & & (Product Cipher) (3/14)

O H
22 E(Round)
« FMASTIHIEMO R AISE|E BHA

H O 0O 21— - 11—

- Zt EIR =0 AP%EE' HE CHE 7|8 M35t 7| 2504
A A?ﬂ’;(?l Mt ot E|F) AFR

« St AENZ (I\/Ilddle Text) : ZF 2R EE sdsI= S7to] Het k=
AEfO| Zk

st L ES3 2ot Minhee Song, Protocol Engineering Lab. 35



IO

)

zto| 24|

77| &
| BHEF ] =2

=
=]

]

(Product Cipher) (4/14)

ol

ol

C 0| A

ct2

Minhee Song, Protocol Engineering Lab. 36
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S = L =
- EF =
- g & & (Product Cipher) (5/14)
(2BHRC B A E
° i_ll' AI_I- 8—itp|aintext
. 5lLIO| HIEZtO| %|ZXMo 2 odE] 7o
HIEo| &= O0/F

Round-key generator
~

tsen HER3 ot Minhee Song, Protocol Engineering Lab. 37



S x| oF= H
0N CHS-7| S A7
— E | =
- =25 Y=
- 2Fd & % (Product Cipher) (6/14)
([ J 2E|——E—E EI-AO-I %I'E Plaintext 8
ey b
» 024 7io| H|E 7} 7|2| 024 H|E 0| 2|3H :
Vs dhs S
- e.g., 1,36, 7HM HE= Z[0{ A | e
3712| H|Eof osl Y& = p //Q’
! '
Middle text 2 4
i' W Ko, bit2, 4
o o
! !
81 82

'
Ciphertext 1 3 6 7

Minhee Song, Protocol Engineering Lab. 38
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ol

M

B

o pp

D_Ha_. __O._

M oo

M wr

[

4 ol

o ~

ol K0

TN —

< WAI ~N

= <k

TS u

= of X

~ - OF )

ol _ ar
- N

QIR <

oo < ~

O 010 2050 o7
AunM;%mmAtﬂ
° =< _._t_______ O~
O Ly L
Drl ._m.v __ot .Al_ _:_I__A_A
— N =07 Jod i
__o._ i <1%0 0o
ol T W <H
|.—A|o M_.= (] (]
ol °
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gl_-
Q'I_l
K
o]
40
mjn
=
o
9.'—
0
ro
i}
o
oo
ol
ook
>
il
ol

. ARt 4Tt ERISHE THQAG AEATL EXSK| of THRA BF A
- eqg.,,DES &=
« non-Feistel &%
. olz{ A 220l Cis] M0\ T ABt4T} EXISHE NS HBoHE TX
. ofEf47t EXSHE T 24 B AFS

- eg.,AES =

orS st HEQ3 Eot
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SACH CHS-7| = &7

O-;
% S

£ =

2 & F 3 (Product Cipher) (9/14)
e Feistel &=

. FAQA
. XTI RAIg ooz 2= A
. B4 Exfote X
. B4t ExfatR| Qe X
o« M ALY
- YR F| K AFE ST EMSX| K= B FEO T f(K)2t BE 2
HHEFS =2l 4 3
- HHEIY =C|3f 20 E HEELE ME
! P
g A
5 \ 5
£ D +-——- f(K) <—K = e‘]?q—__- f(K) -<—K
v
c c

tsen HER3 ot Minhee Song, Protocol Engineering Lab. 41



— | |
-3 EE ¢S
N

. M 5 (Product Cipher) (10/14)
* Feistel &5
- = 7|(Mixer)
- 7| KOl CH5t0q dgt=7t EMSHX|SE = & f(K)Q HIEFA =28 ed4to| ZAFf
« Xt7| RtAlE P2 A
- HHEA =2[F ddte| & 74X d& (¥ 9]

M

M, 2SH EME) AS

St:C, =P ®f(K)
P, =C®f(K)=C,®f(K) =P, ®f(K)®f(K) = P,d(00..0) = P,

gsstnt HESZ 20t Minhee Song, Protocol Engineering Lab. 42



— | |
-3 E5 S
N

« & & 5 (Product Cipher) (11/14)
. Feistel &5

« 04Xl 5.12
HEN A4SsEO |7'0|7+4H|E ol 7|e| Zo|7} 3H|EE} 5HAL
st 7019 A Hmeb M| B HIEE =] gH=C}.
T HEE 1o7<l 2 QAT ME=8t 5|, O At 4t 4H|E 2%+ =2 =46t}
ook 20| 01110|1 Z|7F 101 [ &5 319 E5 50| A1l ZHS HO|A|L
- 7|9[1,3 M HIEE 6H 282 11, 10¢I+2 32| g2 ¥ NF¢t 42 9

- 9& 4H IE 2712 1001¢
St:C=PHf(K)=01116 1001 = 1110
l:P=Co®f(K) =1110® 1001 = 0111
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ACh CHE-7| &= A7

SY=

|
. Z 2 (Improvement)
(o= 7| O otLEt BEo| UF
o

ol
S
Pl
Ol0

4

A o

H o
o L2
rn

|0

2 AE
ZRZE 22

213 oAt £ 3

o b [l
]

IR M H
rC —~
R

Py
ro
9.'—'
4>
(=3
I°
qu
—
ro
ook
>
o
M
qu
N
id]
m
1A
1

-

Mixer
=
A
)
:
~
Mixer
-
~=h
i)
2
P

Encryption Decryption

¢ R4 = R3 = Rz = Rl
L4~ = L3 ®f(R31 K) — L2®f(R2;K) = L]_Gaf(Rl,K)@f(Rl, K) = Ll

orS st HEQ3 Eot
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Sl ChE-7| &= 474

o

21 S & = (Product Cipher) (13/14)
e Feistel &5

ESEEES

* Roun
L, = R4 . . |
R, =1L, @ f(Ry,Kq)
« Swap
L3 = R;, R; =1L,
* Round 2
Ly, = R;
Ry = L3 @ f(R3,K3)

st HERZ Hot

Encryption Decryption
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20 CHE-7| & AT
- =5 50l Cist 343 (1/12)
A1 (Differential Cryptanalysis)

.
[HE = B2 wo| 9l iroWAp)sar 521 20/(aC) 2]
Mato] 7| HEE Fasts Y

o
SAM AIEElE 4 7Y

MO AL

otz 8t LET 2ot
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S0 CHE-7| = A7H

- 22 250 ChEt 22 (2/12)

» At= = 4d(Differential Cryptanalysis)
« HHE} X =2|&H(XOR) @44t

X
. £ HIE7ZH| & O|E LIEFLHE Q44
. S HET} ZoMo, 2 18 &

- W2 X} (Plaintext Difference)
. = 70| U2 HE 7Ho| X0| XORS S LIEHKE OfF! e
e AP = P1 @ P2

2 xHE (Ciphertext Difference)
o B2 ot & 2 7+o| 7018 XORES B8 LIEHLKE O|F! HE:
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(3/12)

(Differential Cryptanalysis) —
.|

r

HO
__OL

7

"5 0f CH

ou

THr

-

I
x4
o

T, |H|_|
I M Frizo
mh M 2
|1
%M

3

=<
ot i
I
el
ot |
<010
Wr o

|.

S
[l

P,®P,

M2 Zholl 2ol of = 7t

1OKOP,OK
N
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S4CH CHAL-7| &5 A7

- 22 ot 5o CHE 22 (4/12)

2 £ M(Differential Cryptanalysis) - 244
1

EaeEE EN

e.g., S-BfA T ERO|ML| RHE EAd 0 Al

P (3 bits)

v

Be—F K (3 bits)
x{amsnl X | 000|001 (010|011 |100[101|110[111

53_:2 Cc{1 {00 |10 |10 01 | 00| 11 | OO
ox

S-box table

v
C (2 bits)
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SACH CHE-7| &5 AN
2= oz 0l hE 2H (5/12)

H2 £ AM(Differential Cryptanalysis) - 2+’
1 OI-_—ll_E|7< = AH

- = = = 1
* e.g., S-2fA F XMLl XtE EAd 0 Al
Ci1 6 C2 C1 6 Cz
00 01 10 11 00 01 10 11
8 1 0 0 0
2 2 4 0.25 0.50 0 0.50
2 2 4 0.25 0.25 0.50 0
Pi&® P> 4 2 2 Pi& P2 0 0.50 0.25 0.25
2 2 4 0.25 0.25 0.50 0
4 2 2 0 0.50 0.25 0.25
4 2 2 0.50 0 0.25 0.25
2 6 0 0 0.25 0.75

. Z0|7k 3HIE 0|22 U X2 B 8(= 297X B =X
. Slo| Al HEO| BUR HE 2 ExfsHx| 2
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(6/12)

r

HO
__OL

7

"5 0f CH

ou

THr

0{0
<
wl
4r
K Hm
e <
0. I
IO
<0 o ol
—— — il OH
MK T
[ {[e]
—~ T M
7)) - NK
s 0~ H ol
= Kl
S i ofi
— 5l o
& o Ry
O o] o -
> o+ o KO
T ol ofF =
O K-
— < o
@ __ 0o Ars
EOIT H
Ol
O HOX  Of m
= IH gl wr
A 0= = jid
<2 %o mm ”
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SACH CHRl-7| &5 A
- ES 4350 CHE 2 (7/12)
:

2 2 M(Differential Cryptanalysis) - 2}’

3. 7| ekl F=
. 0=||X‘|| 5.16

=74 7|Hh 2 A

X|000/001(010/011|100(101 /110|111
e PLOP,= 001 C;®C, =112 B {HEH cl 11|00 10|10 01|00 1100
. §|-E Ol O 5 7=|OE —Q||:||°|_|' I__E_cl)=! S-box table
b. I I=l/ol-3_'?_ ME Q3 AL (A—|EH e _T'_7=| 7||:||_|-) Ci @ Ca
« P, =010,P, = 0112 &8 ° [ o [0 ]
® Cl =00 - X1 = 001 or 111 0.25 0.50 0 0.50
P, =010 >K =X, ® P, = 011 or 101 05 | 025 | os | o
* C; =11 - X, = 000 or 110 1o P e Rl M
- P, =011 - K =X, ) P, =011 0or 101 0 050 | 025 | 025
e K€ {011, 101} 0.50 0 0.25 0.25
C _?__I:ILE. Z—|Ts_jﬁ ELJ ng 'IQI'Z_IS 0 0 0.25 0.75
. £ 2270 2R QB 2|49 HIET} 128 ol
- Ot 7o R 9 AHE Bh=5t0i H BE 2 7| HIE &9l 7ts
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SACH CHS-7| = &7

= | = S
- =5 50l Cist 343 (8/12)
« A= -E—’S.'(Differential Cryptanalysis)
- AtE EME 0|88 34 MRt
1. 4 Et2E7} EO'oPDE ZtZfo| 8- A0| CHE A2 22 E 718
2. Zt 2ty S2lolgte 71 stol, cHEste gE 2 ZshHA A
f=of CHet 2x & T
3. 2EHAHOIM et 2EEE0| 7|50 SE0] et BE =5
ERE
4 2ER2 MsT I0 (IS sHE BES &S, 7|0l SH HIE
HE =g Qs 4 2
5. H 2 7| HE HEE 7| I 4EAH Bt=
6. SES 7| HEQ| HEE S 3 ©A 7|18 27| B HEZA
2N

&z HESZ 2ot Minhee Song, Protocol Engineering Lab. 54



(9/12)

r

HO
__OL

7

"5 0f CH

ou

THr

kil

X0

11
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F
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il
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O

>
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~

% 7

> o

S W

© Lu|
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w 1

S ™
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O —~T

c w%

= c
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TH 0 ol

-T- °
w0 <
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SACH CHS-7| = &7

= L = =
- =5 30 Ciet 34 (10/12)
« M& 2 M(Linear Cryptanalysis) - 2+
1. & ZAFAl(Linear Approximation)
- HIME dIE|IFE F6l= 40l Olisl &=, £5,7| HIE
AOIS] MOl BAHJ EH B B2 2APH o2 MElste Al
. S EtAl S M g0l ofsf HEMoR TAMoR H £ 93
- MO 2 nHIE WED 5 &, mH|EQ| 7|7t F0o{X|H otz
SN
(koD k1D Dky) = Dr:1D “‘EBPy)EB(Co@QGB €D cz)
« Bhl<x<mil<y<nil<z<n2 M=%
+ 2 $ARHE -+ 2 BEY (e £ HA
« 7t 25 E0MHY
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(11/12)

r

HO
__OL

7

"5 0f CH

ou

THr

x4
o
oF
-]
O|

() A5
« H{oflAq ALt
5-0.5

orS st HEQ3 Eot

15}
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4. I
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SACH CHS-7| = &7

-EE 3ol OiEt 34 (12/12)

- M& 2 M(Linear Cryptanalysis)
- M& BEME 0|88 32 MRt
1. Zt B}R2E 9| S-box0i| CHEF M ZAFA TN
2. 7| HIE Y27} ZeE ZAA] MES
3. (BE, ¥E=E)UES MEot0q 2=l < o| HIE 7|Ab
4. BT 7} 71 3 H HEE 22| 7| MEH
5. ZIQFI ER CIE ZAAOR HHE f3li5to{ 7| EEHE F&l
6. 7tsth 7| FEO| CHsl M-Z At S22 MA| 7| ™
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=



SACH CHS-7| = &7

At A2 E 2! &F 5 (Morden Stream Cipher)
gsiel
. W2 AER(O| /HIE 9CE 7| AER[O| rHIE Y&
ANE35t04 rHIE SR HEE Y5355t &4
==
*STIT
- STIMAER S
« 7|+ Z=7|2fo] Z|dkel LHR B2 7| AET 4
. OF w4 Al 3T HIED U
HIS7|M AER 5
« O| ¢EF H|IEO 7|dtslod SHo=E F[AEF MY
« QF WM Al Ch HIEZ I

«—f FTF o -

Cy...C2C4

P....Pz2P1—» Enc ion

<
=

Decryption F—>» Py ...P2P4
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S0 CHE-7| 25 AT
- 21CH 2 E & & 5 (Morden Stream Cipher)
A

« 57|4l(Symchronous) 2E& &3 (1/11)
« 3|2 m|=(One-Time Pad, OTP)

= o
- 1H|E d0|M S->EIH XM= GF(2)
- 7| AERIE MYE = U= et A'Eo| EXSHok &
IO o =<=<3sF A — = 3
» SAXIL IILL BES F5F 5 /s THO| 32H A== 2
= -~ =
SH A £80| EXNotX| XS
. MEZARE ZH0| Tts B
Random sequence
bit generator
Secure key-exchange channel
- - - - - - "=~ - " "7"7"7"—7"7—7=7==7—" 71
ki I_,I bit Ca 1 bll* ki
P 1bit"@_1bit ". j1bit"€B Toit > P
Encryption Insecure channel Decryption
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SACH CHS-7| = &7

- 21CH 2 E & & 5 (Morden Stream Cipher)
A

« S57|4l(Symchronous) 2E& &3 (2/11)

CHE 89 Z4Zof CHstod 2=2[8 ME fZ 0| g3 Eo| WiE2 F3IeI7t

a. WEO|n/ol0oZ HEE B
b. BEOInIel12 2 8&|E 82

c. WEolont12 x| LMEE B2
d

T
BEO|HAHIEL AERRF

a. 0@k =k 0|22, 452 AEZI2 7| AEZN S5iCt (IE KK
b. 1@k; o At HAot= k0 B4 0|22 Ao R AERIL I AEZIO| H40L ZTH (HEIR X))
c. 12t 00| HZ ol SHst2Z AEFE AERO| Zt HIEE 7| 2ER0| THSstE HIESH &

7Lt E=0|Ct. (THEFK])
d. p7} 2iEHO|H BE Ahxfo mEHO| g1V M=ol FX= EY. (MEH 8i)

tsen HER3 ot Minhee Song, Protocol Engineering Lab. 61



SiCH Che-7| &= A7H

- 21CH 2 E & & 5 (Morden Stream Cipher)

. %7|* (Symchronous) AER 4S5 (3/11)
F 0|8 BIX|AE{(FSR, Feedback Shift Register)
. 0|7H HIE 22 7|8t 2 CtF HIEE ddste #X2o| 8T 3=
. AT EY0{o} FERI0] BHOIM 2E THE 4+ S
. sEglof THo| MrixoZ go|

o __I.LA-|O/\

Ol

« T{&H(Feedback) &+
. O|S(Shift) &I x| AE

&z HESZ 2ot Minhee Song, Protocol Engineering Lab. 62



- YL AE R c"%(I\/Iorden Stream Cipher)

& 7|A(Symchronous) 2AE & &5 (4/11)
- & 0|8 BIX|AE(FSR, Feedback Shift Register)
CTMQA - TEES
- BRIAE U S Bl=ol 2t il oittstod ChAl Fel
A 3 x

4
. MEo|Ztg {0 Yol b, 2to] AN WAl B0l

S A
st

J

ol
FII’

m I:l/\——
* by = f(bo, b1,y bm—1)
Transition

bo — Ki
b1—>b0
b2 — b4

bm - bm‘1

bm Feedback function
bm = f(bo, b1, noap bm—1)

feedback A A A

> byt > b2 > by » bo > output(ki)
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» 20 AEE 2 5 (Morden Stream Cipher)

 —
« &7|4l(Symchronous) 2E& &% (5/11)
gt 0|8 Bl X|AE{(FSR, Feedback Shift Register)
. 2MR4 - 0|5 BIXIAH

« boOlM by, XISl M2 AT U b
. ztzto| e H|E gte XF

— HA =

« A 2llX|IAEE m-HIE 4O|& 7I &
- X715

« AEE M BIX[ABE "ol m-HIE ez dH

« X753t ot= 7| UE AME(seed)2t D otH, I E|EL| A YEIE A
- SE LA

- EYHHIET} EE motct 24 A2 Rtile| gfE @B dof TMYE

- LEZR XY A p= EF U KE RO I EF

- 2F zE A b, 2 FHE T EH Y
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S4CH CHE-7| &5 AT
» 20 AEE 2 5 (Morden Stream Cipher)
A

~ER 5 (6/11)

Ol
N
’CB
© 2
3
O
=y
R
O
=)
O
-
L

- 7

- TIE °**7+ M0l FSRO| B el
« LFSROIM b,,2 by, by, -+, by 2 M T
* by = Cmo1bim— 1D - ©c20,@c¢1 b1 Dby (¢ #

0)
« X GF(2) &0l ¢; 2] 2t= 10|7{Lt 00| X|BH, C,= &3 2L0| 2 Zlo{ok
oI-I:IE o|‘A|‘ 10|
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ot s(Morden Stream Cipher)

(Symchronous) 2E 2 &t & (7/11)
§._ 0|8 BIX|IAE{(FSR, Feedback Shift Register)
A

134 F& 0|& Bl X|AE{(LFSR, Linear Feedback Shift Register)
> e.g., bs = b,®b,Bb,= BtEStT 57He| AE A= MFFROISEIRIAE A

Feedback function

1
Jz | >
Im
|'|rIJ

— D < S
| b b
> ba b b b bo +—— output(ki

|S 2| RIAE] AA

Key stream generator
M
P
b‘L
bs » bz > b » bo

Y
Plaintext ——» @——» Ciphertext

Qutput(ki)

Encryption
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- L AE R & %(Morden Stream Cipher)

« S57|4l(Symchronous) 2AE& &3 (8/11)
- & 0|3 BlIX|AE{(FSR, Feedback Shift Register)
. M5 7|8 OIS BIXIAE] - QA S
- LA oIXIet, FE/l0l 4D alFo] ol MAE e

« LFSR2 AlEo]f j2t ZMAMoz S&§tH, 7| A
AHA‘|O|‘

. /\El?él0| ZF7|1E AlEQ} #340|
(2|<_7| < 2m _ 1,m8 E-||X|éE'| 7EIO|)

o

« m-HIE AEE D5 091 +UMEE 25 19 £UNK| 2m 742l M2 CHE
TjEiS pHS o]

« METI 25 00|H ddEE 7| AEE2 AFESHK| 8IS
- B2 AEZO0| 25 02l B0 &=

ofs st} I EQT ot Minhee Song, Protocol Engineering Lab. 67



SiCH CHE-7| = &

7K

E

|'|rIJ

T
0

ﬂg
Jz |>

(Symchronous) 2E 2 &t 5 (9/11)

& = (Morden Stream Cipher)

gt 0|8 Bl X|AE{(FSR, Feedback Shift Register)
A

1% 7/8t 0|5 BIXIAE] - OJAbEtH
e.g. SAtt=& 0i| Al o

© by = by @k O MBRSESE NARE
e

o=|oi 7| /\EEI

\O

o LH4d %H Ho|L, X|EMo R FIAERIZ

| N ||| WM

o’é':.'%l"}' 1000100110101112] 15H|E 7}
5= Ei}

10

1"

12

13

14

15

16

17

18

19

20

_\_n_soo_-ooo_;_n_n_so_;o_n_\oo_ng

b
0
1
0
0
1
1
0
1
0
1
1
1
1
0
0
0
1
0
0
1
1

AQO—‘OOQ—*—‘—LAOAOA—AOO_‘OOE
olo|=x|o|lo|o|a|la|lala]jo|a|o|a|a|lo|lo|la|o|o|o|T
o|ls|lolo|lo|la|a|lalalo|m|o|as|lolo|2olo|lo|=|T

_\ooo_._;_._\o_.o_._\oo_nooo_nlg

erS st HER3 Eot Minhee Song,
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- L AE R & 3(Morden Stream Cipher)
A

« 57|4l(Symchronous) 2E& &3 (10/11)
. -'rL gt 0|& BIX|IAE{(FSR, Feedback Shift Register)
A

1 & 0| Bl X|AH - &4 Che 4](Characteristic Polynomial)
. LFSRQ' -?-|2|- OEI'_JI\_E AofK*OE .\.Lo:lol- O|o|' |:|.o|'A|
. LFSROI 7| AEZIo| 2|C FT|E A 7| 25104 AHE

Z|lch =71 BrE7| flsiMe §d Creh 40| *HA|CHe 2| O[040k

. e.g., LFSRO| E4Ct& 4l Hol
. m-H|E LFSRO{|M H|E AE|T} by, by, ..., by, O I,
TEt &7t b, = coby ® c1by ® - B cppy_1 b1 ©
« ¢; €{0,1}0|1, GF(2)0ll M Ho|&
e f(X)=xM+cpx™ 4+ ox+ B SECEAO0| Ho| &

*# A|CtH2 Al(Primitive Polynomial)
O._|—J|\—-'=.-_'-0H7|- T|X| et= 7|eF ClterAlo| B M
x*¥ = 1modp(x)E HF5t= 7t &2 k7t
2m _ 191 C}EtAl
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- L AE R & %(Morden Stream Cipher)
A

« &7|A(Symchronous) AE& &% (11/11)
et 0|8 Bl X|AE{(FSR, Feedback Shift Register)
- H|ME P& 0|8 HIXIAE{(NLFSR, Nonlinear Feedback Shift
Register)
. FI# B9} M80] ofl FSRO| B Hey
* b, Ol HIMY &2 H2lF|H, O|2lof= LFSRIt S et #2& 7HE

- & i*(Comblnatlo n)
- AER|AS = MY HIME FTE 260 AASe
. METEE W21 Eestol 7| AEE AAo| HESHKIR oS
JISSCIE BEE T
C HIME PR 7| A0 SRAT o5 E7HSAS H05to:
SHA™ 2M L MF/XHE 2oof et HEdE THE
. ZEfg Bo| 450 Hobd REE BIEAE 7| AER MATIE
=CHEEIE
. e.g., A5/1

gsstnt HESZ 20t Minhee Song, Protocol Engineering Lab. 70



24CH CHE-Z| & & A7

. HO| AE

|'|rIJ

O

2 2 (Morden Stream Cipher)

- H|&S7|Al(Nonsymchronous) 2E & &S
» H 9
- 7| AEZ0| BE &2 520 o|EMo =z dYE(= B4
- 5%
« O BE/YEES X0 CHF 7| 2EEZ dH
. 7| AER MMT TEY TR E JHE
- e.g.,, CFB,OFB,CTR &
. UH PEE OF IE0| YNE £ AU
- e.g.,,CFB &

s st HERT Eot
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o

0

|'0II roll
ol

. MO
of po 02
dulo g MI|

1997 i

IN

no

ot 5 3} 5= HiEd

« ECB(Electronic Codebook)

CBC(Cipher Block Chaining)
CFB(Cipher Feedback)
OFB(Output Feedback)
CTR(Counter)

operation

Modes of

Electronic

Cipher block
chaining

Cipher Output
feedback feedback

ECB

CBC

CFB OFB CTR

otz 8t LET 2ot
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L
— | |
L =25 YS9 ALS
- 2B 2E
- &S 2 FX|7|(CTS, Ciphertext Stealing)
- Ho|
- TEOIZ| QO HEL Z2 7|2 A E2 MY E st W

* head,, : &% %|&?ImHEE MEiSt= &=
o taily_p: LEZR ZY R n-mHEE MEStE E
* X =Ep(Py-1) - Cy = head,(X)
Y = Pyltail,_,(X) - Cy_1=Ex(Y(

Minhee Song, Protocol Engineering Lab. 74
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« Zx7| E-I(IV Initial)

« SAMRIQE £ AIRIZH| B8 £lo{ok

o |:||-|:A| Hll:IIOI _u.IO': O/-&IIC:)

° IVE A|' °|'|_ |_'I7é|- % l=-|I
¢ BRI} OINLHAE Mets T, Mt o

. £ MOl HIY 7IB B

ok

{0

9:'—'
Kl
o
I

Asstn HESZ 2ot
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CB(Electronic Codebook) & (1/5)

. B0l

=

ol

__o._

ol

W U
o ™
- 0 W
ooy
110 o

K0
[r

old

oF

%0 Jj0
7~
o
N~ K
mr i
T T0

2| A 7|7t ne| Hiz=7} OfL|H

I
y O
H

O =g
(@) <
Wl ol
DI I oF

ors I

=Ir 0 H
=Tl F0 Il
olar ol &
0H oll .
U=l
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|' 1 G = Ex(P)
L2 P, = Dg(Cy)
E : Encryption D : Decryption

Pi: Plaintet blocki  C; : Ciphertext block i
K : Secret key

P+ P-
N bits N bits

P

K» E K» E

K» E ‘Ka- E .. K» E
Ci Cz Ca Cz Cn

Encryption Decryption

P, P: P,
N bits ‘ N bits N bits

T
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* X = Ex(Py_1) = Cy = headp,(X)
* Y = Pyltaily, (X)) > Cy_q = Ex(Y)

tsen HER3 ot Minhee Song, Protocol Engineering Lab. 78



mII
0=
ro
M|
Jh
(=)
o
02
09k
fjo
1=
A
Kl

K

N bits

Ci

Encryption

K

[ ] K

P4 P-
N bits N bits
E K» E

N bits
C C-

N bits

T

» E
Cn

Decryption
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TICH CHS-
CH

BO| 22 %39/ AS
2P EE
. CBC(Clpher Block Chaining) 2. £ (2/5)
. =% 7%
« &F3:C,=1V, C;=Ex(P;®C;_;)

+ S=3:P=Dg(C) D Cig

E : Encryption D : Decryption
Pi: Plaintet block i Cj: Ciphertext block i
K : Secret key IV : Initialization vector (Co)

Encryption Decryption
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o
« CBC(Cipher Block Chaining) 2= (3/5)

« CTS
c U=P,®C, i~ X =EcU) > C, = head(X)
e V=P,1|lpad(0) Y =XPV - C,,_1 = Ex(Y)
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S |_'_H EHxI_;‘ o] i —1 O‘Rsf oF S §|. 7‘I:I-I
— o H 24— = O - A - =
S = -5 (=]
- ¢l =5 Y S O| AFS
- 2B 2E
« CBC(Cipher Block Chaining) E = (4/5)
. 28 I3
- 330 ME Bt BE =50 @77 ddstH, X S E =51 o|F EE
AEE E50 277 Ll
. =E3l0|ME B Y2 S20| QR YA, HA W2 O} WE
ESollet 2R 7} g
E : Encryption D : Decryption
Pi: Plaintet blocki C;: Ciphertext block i
K : Secret key IV : Initialization vector (Co)
Ps P2 P Ps P2 P,
N bits N bits N bits N bits N bits N bits
A A
V) B oD V) == D (Co)D
Y 4
K-> E | k» E - K» E K—» E | Ke E |+=+K»l E
V- i \ b -
N bits N bits N bits N bits
Ci C2 Cn Ci C2 Cn
Encryption Decryption
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FB(Cipher Feedback) 2 = (2/7)
. S5 b
- X335} C; =P @ SelectLeft {Ex|ShiftLeft,(Si-1)|Ci-1]}

E : Encryption D : Decryption Si : Shift register

Pi: Plaintet block i C;: Ciphertext block i Ti ; Temporary register
K: Secret key IV : Initialization vector (Co)
Key generator |m—mmmmmmmmm—mmm——m—m———y CN—1 —————————————————————
IV I N | D i
| [ !
Si|  nbits ! s Cr el Sw Cn-1 fef--
|
|
|
Y | h 4
K » E | K » E K E
|
|
|
Y I h 4 Y
|
" | -] il
=i : - : ==
| ki (r bits) | | ke (r bits) | | ky (r bits)
I | \
Y : v : v
rbits —>&—> rbits rbits —>@—> rbits rbits —>&—> rbits
P4 Ci P2 C: PN CN
Encryption
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2

o
» CFB(Cipher Feedback) 2 E (3/7)

- SH Y

» S35} P, = C; @ SelectLeft, {Ex[ShiftLeft,(S;_1)|Ci-1]}

E : Encryption D : Decryption Si : Shift register

Pi: Plaintet blocki C;: Ciphertext block i Ti ; Temporary register
K : Secret key IV : Initialization vector (Co)
Key generator |m——mmmmmmmm e ——————— Cy_qg——————"——————————————-
[\ I “ : “ :
|
| ! !
S4 n bits | S © - Sn Cy-1 e —-
[
|
|
v | 4 ¥
K E | K E K » E
|
[
[
Y I \ 4 v
- | -
T4 : Tz T TN
- : - : |
| ki (r bits) | | ke (r bits) | |k (r bits)
| [ |
v : v : v
rbits |[«—dp<«— rbits rbits |[«—d@«— rbits rbits [«—He— rbhits
P4 C P2 C: PN CN
Decryption
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20 =5 A E 0| AFS
- 2B EE
» CFB(Cipher Feedback) 2= (4/7)
« QF OtZ
. %43

— = O A
E : Encryption D : Decryption Si : Shift register
Pi: Plaintet block i C;: Ciphertext block i Ti ; Temporary register
K: Secret key IV : Initialization vector (Co)
Key generator |m———mmmmmm—————————————, Cy_qg—————=========——————-
v l “ | ) |
I ! '
S n bits : s nbits |« Sw nbits < -
I
I
I
Y | Y
K » E | K » E K E
I
I
I
Y | \ 4 h 4
I
Ta : T. T TN
-=- | - | -
| ki (r bits) ! | ke (r bits) ! | ku (r bits)
I I |
’ L v ! v
rbits —>d@—>» rhbits rbits +—>&—> rbits rbits |—>@—» rhbits
P1 C1 P2 CZ PN CN
Encryption
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O —
-l E5 g5 0° S
O 0
- 2Q 2L
» CFB(Cipher Feedback) 2 E (5/7)
E —
- QF IF
. 2353
. B OIS 2 220 287} HusE, Y W2 227 0| 0[S
dX|AEO 277t EMotes S BE 50| 2F 7 &dle
E : Encryption D : Decryption Si : Shift register
Pi: Plaintet blocki C;: Ciphertext block i Ti ; Temporary register
K : Secret key IV : Initialization vector (Co)
Key generator |mmmmmmmmmmm e mm——————— Cy_q—————======="=———————-
v : «—— : « i
|
S n bits i S n bits - Sn n bits -
|
v | v Y
K » E | K » E K » E
I
. |
T, i T 4 Ty
-=- : == | -=-
|k (r bits) ! | ke (r bits) ! |k (r bits)
| | | | |
b4 4 v
rbits | «—<«— rhbits rbits |«—¢pP<«— rbits r bits &<«— rhbits
P, Ca P2 Cz CN
Decryption
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o
» CFB(Cipher Feedback) 2= (6/7)
- AER| AS 2 MO CFBEE

- F| AEZIO| &S 20| o|ESIE HIS7[A AEZ] &5 2

Key generator Key generator
[\ [\
Si n bits < Ci Si n bits < Ci_1
Y Y
K > E K »> E
Ti Ti
-— -
| ki (r bits) | ki (r bits)
v v
rbits —>»@—> rbhits rbits ——>@—> rbits
=) Ci Insecure channel Ci P,
Encryption Decryption
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» CFB(Cipher Feedback) 2= (7/7)
o AFZXA
o A
. 22 oh9lo| TiRlo| RXIIX| S
- SE3 BHRXE s
- ™
. 2438 o3 Al CE HE 220z ¥Ee 0/
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a
« 2SSt (C; = P; @ SelectLeft, {EK[ShlftLeft (S] 1)|SelectLeftr(Tl 1) ]}
E : Encryption D : Decryption Si : Shift register
Pi: Plaintet blocki C;: Ciphertext block i Ti; Temporary register
K : Secret key IV : Initialization vector (Co)
el Cy—j=============—-——-me
<« | « |
v | I
S n bits S n bits ! Sy S < -
h 4 h A h 4

P
A

m
P
m
P
y

m

rbits¢ ———————— 4 I bits e — — — — — — —— | T bits
hd ¥ hd
rbits —>»g—>» rbhits rbits —>»&—» rbits rbits —>&—>» rbhits
P1 C1 P2 02 PN CN
Encryption
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FB(Output Feedback) 2 E (3/7)

« 2335} P, =C; @ SelectLeft {Ex|ShiftLeft.(S;_,)|SelectLeft,(T;—1)|}

E : Encryption D : Decryption Si : Shift register

Pi: Plaintet blocki C;: Ciphertext block i Ti; Temporary register
K : Secret key IV : Initialization vector (Co)
=TT T TT T T T oo oo oo o - o= CN_l————————————————————'i
v : D : — !
| ! !
s n bits ! s nbits e Sv|  nbits |«
I
I
4 : v ¥
K E | K » E K » E
I
! A
I [
Y I I
I
Ta : T2 : TN
- - [ -
- : = : -
1 | I | 1 i
r bits¢ — ——————— - r b|ts¢ ________ 4 : r bits
Y \d A4
rbits ——>@—>» rbits rboits | —»@—> rbits rbits —>@—>» rbhits
C P- C P Cy Py
Decryption
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2aCH Che-7|

=

=
L =5
2P L
e O
. 0=
. 2

E : Encryption

Pi: Plaintet block | C; : Ciphertext block i

K : Secret key

* la

AEoAE

FB(Output Feedback) 2= (4/7)

I}

D : Decryption Si : Shift register
Ti; Temporary register

IV : Initialization vector (Co)

LE 220 277 LM5HT

CN—l —————————————————————
v : < | < |
| [ !
S| nbits ! S nbits - Sv|  nbits  |ef--
|
I
I
I
K E | K » E K » E
| A
I I
Y : A 4 I
T, | T. l Ty
I
- | | | -
| ! l -
rbits¢ ——------ - r bits¢ ———————— 4 | T bits
i Y i i ¥ i ] Y )
rbits —>»@—> rbhits rbits ——>@—> rbits rbits —>@—» rbhits
=5 C Pz C Py Cn
Encryption
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20 =5 A E 0| AFS
2P EE
* OFB(Output Feedback) 2 = (5/7)
- QF It

B2 S20| QRTF LM, HAH BE 2202 77 LA

E : Encryption D : Decryption Si : Shift register

Pi : Plaintet blocki C; : Ciphertext block i Ti; Temporary register
K : Secret key IV : Initialization vector (Co)
| T T T T T T T oo mmmm e mm (:'17\!—1"‘“""““"““‘"I
\Y% : . : D !
| [ !
s n bits ! s nbits [ Sv|  nbits  |«f--
|
|
4 : A v
K » E | K E K E
|
! A
| I
Y | A 4 I v
| -
TA I T : TN
| |
- : - : .
! | ' I i
rbitsg ———————— - r bItSQI- ________ | | T bits
v ” v ; v
rbits —>@H—>» rhits rbits —>@—>» rbits rbits —>»@—> rhbits
C P C Pz Cy Py
Decryption

tsen HER3 ot Minhee Song, Protocol Engineering Lab. 97



on | [
il
i
)
N
nQ
Lol
{0
o
00
e
nQ
Lol
LOL
N
It

E ASOAES

FB(Output Feedback) 2= (6/7)
- AER| S ZE MO OFBEE

« I AEZ|IO|HWEO|ILI 4520 SRI0|2E ST|A AEZ] 2F 5 Q

Key generator Key generator
« «——

Si n bits %___ Si n bits l.___
| [
| [
| |

Y : y :

K +—— E : K > E :
| [

| |

! |

| |

Ti : Ti :
| |

-——— : -= = :
I
(r bits) - . (r bits) & ——————— /
_ 'y : 'y
rbits —>@—>» rbhits rbits —>@—>» rbits
P Ci Insecure channel Ci P,
Encryption Decryption
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FB(Output Feedback) 2= (7/7)
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5 ASO[AE

TR(Counter) 2 = (2/8)

« 7 —S—E—I(Counter)
. Zt 220t 1R A o7|' st= HI B85 =4 &
- YHtHMO =R C}F9| FXE 7HE

66 1F 98 DC 37 A3 8B 4B | 00 00 00 00 00 OO 0O 00

Nonce Counter

66 1F 98 DC 37 A3 8B 4B 00 00 00 00 00 00 00 00 (=7|gh
66 1F 98 DC 37 A3 8B 4B 00 00 00 00 00 00 00 O1 (ZI2E+1)

66 1F 98 DC 37 A3 8B 4B 00 00 00 00 00 00 00 02 (Z}2E+2)
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.3

HOH CHE-7| 22 0|83 225t 7Y
CH

=5 §3 O AFS
)

=
.Y mc

o
. CTR( nter) 2 E (3/8)

J>|

- H §_§|' : C; = P; @ Ey;(Counter)

E : Encryption IV : Initialization vector
Pi : Plaintet block i C;: Ciphertext block i
K : Secret key ki : Encryption key i
Key generator Key generator Key generator
1\ Counter Counter
n bits n bits n bits
A4 Y . A 4
K > E K > E K > E
ki | n bits k= | n bits kv | n bits
\4 v \4
nbits —>@—> nbits nbits ——>@—> nbits nbits ——>@—> nbits
P4 Ci P2 C- PN CN
Encryption

o5 3tm I EST Hot
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[ EE A SOl A2
k=NeL =
*T— o E_
 CTR(Counter) 2= (4/8)
=X x4
* S —||- J_'—l' S
« |53} P, =C(; D Ey;(Counter)
E : Encryption IV : Initialization vector
Pi : Plaintet blocki C;: Ciphertext block i
K : Secret key ki : Encryption key i
Key generator Key generator Key generator
\ Counter Counter
n bits n bits n bits
Y A4 Y
K > E K > E K > E
ki | n bits k2 | n bits kv | nbits
v v v
nbits —>@—> nbits nbits —>@—> nbits nbits —>@—> nbits
Ci P-4 C- P2 CN PN

Decryption
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bl CHE-7| ¥ =& O|&er =3t 7|9
CH

=5 §3 O AFS
)

=
.Y mc

o
« CTR(Counter) 2= (5/8)

- 27 I3
- 4353}
= == = = = =0 (- = =
. BB 220 2Rt YA, HAl Y52 ES0ig Q77 M
E : Encryption IV : Initialization vector
Pi : Plaintet blocki C;: Ciphertext block i
K : Secret key ki : Encryption key i
Key generator Key generator Key generator
\% Counter Counter
n bits n bits n bits
A\ 4 A 4 v
K > E K > E K > E
ki | nbits k2 | n bits kv | n bits
\4 v v
nbits ——>dg—> nbits nbits ——>@—> nbits nbits —>@—> nbits
P Ci P2 C: PN CN

Encryption

erS st HER3 Eot Minhee Song, Protocol Engineering Lab. 104



e © |_-_H H=2 oFls o| A|.R
— = "1 H 24— o
k=NeL =
* T o E_
« CTR(Counter) 2 = (6/8)
= —1
« @F I |'|=|
. 253}
= =0 - = = = v = — = =
B USE ER0| QR LM, HA W2 2502 QF I YA
E : Encryption IV : Initialization vector
Pi : Plaintet block i C;: Ciphertext block i
K : Secret key ki : Encryption key i
Key generator Key generator Key generator
v Counter Counter
n bits n bits n bits
h 4 Y
K > E K > E K > E
ki | nbits k2 | n bits kn | n bits
A\ Y Y
nbits —>d@—> nbits nbits —>@E—> nbits nbits —>@—> nbits
Cn P4 C2 P2 CN PN

Decryption
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o
 CTR(Counter) 2= (7/8)
- AER| S ZEMOCTREE

« I AEZ|IO|HWEO|ILI 4520 SRI0|2E ST|A AEZ] 2F 5 Q

Key generator Key generator
Counter Counter
n bits n bits
Y \ 4
K > E K > E
ki | n bits ki | n bits
v v

nbits —»>@H—> nbits (D > nbits —>@ > nbits

Insecure channel

Pi Ci Ci P;
Encryption Decryption
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+ AER AZOIMS
« AEZ| &3 (Stream Cipher)
- 22 EHR|O| HIO|EE 2535} 57| {3l AFE
- 25 ASHLOIHE ST E 7HX|IH AAIZH XMHEl 7Hs
. =2
o Tr
. RC4
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- HIO|E EH9|2 &S5t 8 MAE AER &5
. CtE 3719] 7|(1~256HI0|E)E AL
« WEP(Wired Equivalent Privacy), WPA(Wi-Fi Protected Access)0iA AtE
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. HHO|E EH9| AEE

- BWEO[1HI0|E(8HIE)Q} 72| 1HIO|E 7} XOR E[04 *_%_-E- O| 1H}O|E 4%
- 7| 2EEE W= 7= 1~256H0|E AtO|2| 0

- 2fEli(state)

. 256HI0|E 2 TAIE AEHO| B HHOIEE 435t 7|2 AL (7| SI5h
257 A=t

o AO|QIHIALE 0~255 AFO|9]
« AO|FHFL 0~255 At0[2]
. S[0] S[1] S[2] .. S[255]
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e AEZ ASO|AE
« AEZ| &5 (Stream Cipher)

1. &Ef HiE s =7|3}
« S[i]= 0~2557)tX| &AtAo 2 Z=7(|3HE

for (i=@ to 255)

« K[i]= 256H0|E 7} A& 77t K] s[i] <- i
Key% Hl_l-gx_-llgg X'lél-slzl- K[i] <- Key [i mod Key Length]

State and key initialization
(done only once)

0 1 2 .. 255
S[0] S[1] S[2] S[255]
Key —»|
KI0] K[1] K[2] K[255]
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= (=
« AE ] @85 (Stream Cipher)
« RC4 (4/7) - 1}’
i ZT<_7|§|' j <-©
2. KSA% %%I_l- S_Ql 3'<_7| 7_(|§._|' for(i=e to 255)

. Kol et S[)E sol CHe Hrol=gt mek

- = j<-(j+S[1]+K[i]) mod 256
* ST #H5| HE swap(S[il, S[31)

Initial state permutation }
(done only once)

o

1 2 235

v v v '

Mix with key bytes
and permute

v v v !

tsen HER3 ot Minhee Song, Protocol Engineering Lab. 113



E 2| 2f & (Stream Cipher)
« RC4 (5/7) - T} H
o 7| AEZ] AA]
3. 7| AEZ] MM
. zHFoﬂ [ jZf AL
S[i]2 S[j1E m&tstod 1742] 7| AER! HIO|E A

— O O

i <- (i+1) mod 256

j <- (Jj + S[1] mod 256

swap (S[1], S[3])

k <- S[(S[1]+S[j]) mod 256]

qEEN HERXHZ 29
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O — ;l-
4 |:|I-_c.’_2
= = = 5
- 7| 2EE k2 BE 1HIO|EE XORY
E HIE = ;l oFs =22 ==
° OlE |_|-—|0|'O 02T =55
State permutation for State permutation for State permutation for
key stream generation key stream generation key stream generation
Permute state values o Permute state values L un Permute state values

(8 bits) |K (8 bits) |K (8 bits) K
8 bits 8 bits 8 bits

P Encryption C P Encryption P Encryption C
(first byte) (second byte) (last byte)

OI
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E = &= (Stream Cipher)
« RC4 (7/7)

RC49| &t
« KSAQ| Z=7| Tg

- O
. S-HIY Z&7[5HE 9I8 KSAOIM S| oo HEA
. 7| AERIO| Z7|HHOIET} KF TSt E SYERe
. 7| Zolol I} orxia 2

- O L
« O|2A128H|E 0O|& Qo] F|0AH= H|m A orst

- ATo|M= KSAS| ¥|ofE mEof Zo[Tte= Mg 2
- 40/56/64 H|E S2| ®2 7|= M At S7A0 &
+ A2 S0 CiEt of Bt

- O HEE 7Fe| SH EAME Soll 7| HIOIE

Hu
Ofm
N
I
HI
x
=)
ﬂ
S
9||-I
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= (@
« AE 2l 285 (Stream Cipher)
+ A5/1 (1/5)
2
. LFSRE O|83IA 7| AERIE MAMsE AER &5
« B4H|E F| AIE
- FOiT™S SA1E {8 GSM(Global System for Mobile Communication) 01| A
AE
Secretkey _,| Key stream
64 bits generator
1 bit
228 bits Key stream buffer
e o
Plaintext frame Ciphertext frame
Encryption
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[ —
« AEZ| &3 (Stream Cipher)
« A5/1 (2/5) - 0+

1. LFSR =73}
« M 7He|LFSR g 25 022 Z 7|8t
. 2L HIE MY
« 7|2 LFSRZ XOR
o I IS QI LFSRE XOR

2. AZE HRIAE 57|35
e 100 AFO|2 S0t MR 2=l

= O - -1 O
-« 7|2 ZE|Y HEE AL

DDDDDDDDIDDDD&DD&&& ----------------------

@Dﬂﬂﬂﬂﬂﬂﬂﬂlﬂﬂﬂ%ﬂﬂ%ﬂ *é

3:23bits (xB + x5 +x2+x+1)
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« AEZ| 2t S (Stream Cipher)
« A5/1 (3/5) - 1} ™
3. 7| AER| MM
. ZHZI HIEE AL23510{ majority HIEE H|At
« majority HIEQI Zt2 23Z H|EE 7} X|E LFSREF MEHX Z2{Z
- ZLFSRQ| 22% |4 Q| HIEO| 2 7| AET] MY

« Majority 2=
« 27] O|& 2| HIE 7} 10| Majority(by, by, b3)= 12
« 27l O|& Q| HIE 7} 00| Majority(by, by, b3) = 02
-+ LFSR 0| Toi| OiH 2t 7H&

- QEZX XA HIEE 0HM 2t 3HH, LFSR1[10], LFSR2[11], LFSR3[11]
HIE & clocking HEptT &,
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« AEZ| &3 (Stream Cipher)
« A5/1 (4/5) - T+
4. &t 35t
o 7
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« AET AFSO[AE
« AE 2| &5 (Stream Cipher)
. A5/1 (5/5)
.+ FlobA
2000 Alex Biryukov, Adi Shamir, David Wagner
+ M2 IR BEo2RE| 17 ool 718 HE 2= ANT 3

- A5/12| LHE MEf Z7H0| S&35| 2 X| &1, LFSR & Ef SO W&
o AZH-71d 5F 3 Z(Time-Memory Trade-Off)
« A ALME EolEL BE-ASE WS 0|85 12 o[Llol 7| F&
s

« 2003'A Ekdahl, Johannson
« 2B0|M 52 AlO[|o] BEZ 0|&5t0{ =& 2tol A5/12 A = U=
« A5/19| BIX|AH Asl FEo] St 0=I|’—.‘ IS
- #Ef FE 37 (State Guessing Attack)
s T B0 HE2EE ZZLOE F|IE Qi

Ol
I
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« 22U ZEQ| A NEIE (1/4)

« ECB(Electronic Codebook)

ECB_Encryption (K, Plaintext blocks) ECB_Decryption (K, Ciphertext blocks)
{ {

for(i=1 to N) for(i = 1 to N)

{ {

C_i <- E_k(P_1i) P_i <- D_k(C_1)

¥ }

return Ciphertext blocks return Plaintext blocks
} ¥

« CBC(Cipher Block Chaining)

CBC_Encryption(K, IV, Plaintext blocks) CBC_Decryption(K, IV, Ciphertext blocks)
{ {
o< IV €o < IV
for(i = 1 to N) for(i = 1 to N)
{ {
Temp <- P_1 @ C_{i-1} Temp <- D_k(C_i)
C_i <- E_k(Temp) P_i <- Temp ® C_{i-1}
} }
return Ciphertext blocks return Plaintext blocks
} ¥
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2JF oA EE
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« CFB(Cipher Feedback)

CFB_Encryption(IV, K, r)
{
ic<-1
while(more blocks to encrypt)
{
input(P_1i)
if(i = 1)
S <- IV
else
{
Temp <- shiftLeft_r(S)
S <- concatenate(Temp, C_{i-1})
1
T <- E_K(S)
k_i <- selectLeft_f(T)
Ci<-P1i®Kki1i
output(C_i)
i<-1+1

(2/4)

CFB_Decryption(IV, K, r)
{
i<-1
while(more blocks to decrypt)
{
input(C_i)
if(i = 1)
S <- IV
else
{
Temp <- shiftLeft_r(S)
S <- concatenate(Temp, C_{i-1})
}
T <- E_K(S)
k_i <- selectlLeft_f(T)
Pi<-cCi®ki
output(P_1i)
i<¢-1i+1

o5t LEQT Hot
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.29 R o| 21 2|F (3/4)

* OFB(Output Feedback)

OFB_Encryption(IV, K, r) OFB_Decryption(IV, K, r)
{ {
i<-1 i<-1
while(more blocks to encrypt) while(more blocks to decrypt)
{ {
input(P_1i) input(C_1i)
if(i = 1) if(i = 1)
S <- IV S <- IV
else else
{ {
Temp <- shiftLeft_r(S) Temp <- shiftlLeft_r(S)
S <- concatenate(Temp, k_{i-1}) S <- concatenate(Temp, k_{i-1})
¥ }
T <- E_K(S) T <- E_K(S)
k_i <- selectLeft_r(T) k_i <- selectLeft_r(T)
Ci<-P_1i® k_i Pi<-Ci® ki
output(C_1i) output(P_1i)
ic-1i+1 i<-1+1
} }
} ¥
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« CTF(Counter)

* 2

CTR_Encryption(IV, K, Plaintext blocks)
{
Counter <- IV
for(i = 1 to N)
{
Counter <- (Counter + i - 1) mod 2~N
k_i <- E_K(Counter)
Ci<-P_1i@® k 1
}

return Ciphertext blocks

DEo| ¢ T2 (4/4)

CTR_Decryption(IV, K, Ciphertext blocks)
{
Counter <- IV
for(i = 1 to N)
{
Counter <- (Counter + i - 1) mod 2°N
k_i <- E_K(Counter)
Pi<-Ci® ki
}

return Plaintext blocks

o5t LEQT Hot

Minhee Song, Protocol Engineering Lab. 128



RC4_Encryption(K)
{
// Creation of initial state and key bytes
for (i = @ to 255)
{
S[i] « 1
K[i] « Key[i mod KeyLength]

// Permuting state bytes based on values of key bytes
j<®
for (1 = @ to 255)
{
j « (3 + S[i] + K[i]) mod 256
swap(S[i], s[3l)

// Continuously permuting state bytes, generating keys, and encrypting

ie<®o
j<e
while (more byte to encrypt)
{
i« (i + 1) mod 256
j « (j + S[i]) mod 256
swap(S[i], s[jl)
k « S[(S[i] + S[j]) mod 256]

// Key is ready, encrypt
input P

C«P ®k

output C

st HERZ Hot
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