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IPSec 7 2

« IPSec(IP Security)
- IP AS0A mHzlof CHSH EQHS XME3H7| Yo HAE Z2EE
- 1995t IETF RFC 43012 X{& (RFC 2401 Y H|0|E)

@ Protocol Engineering Lab. — Sangmyung Univ.



IPSec 7 2

« IPSec A{H|A

M2 X|0{(Access control)

M A| K| 4 -d(Message integrity)

G| O|El &AIX| 215 (Data source authentication)
A S 1zl HE (Rejection of replayed packets)

7| 24 (Confidentiality)
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« OI= 9] (AH: Authentication Header)
- IPIjZlo] FZdE HMS5t= oo
- SA| €D2|ZE 22 HMAC-SHAL 58 AtE
- RFC 4302, RFC 2402

1 byte 1 byte 2 byte

IP Header + LC}2 8|5 (Next Header): IP I Zl0f| o8 MEE|= HO|2ZE WS HO| (ex TCP, UDP §)
(5 et + HOo|2E Zo|(Payload Length)
Next Payload . ok
Header Length Ol 2F(Reserved)
« HOI Oj7}jtH4= M OI(SPI: Security Parameter Index): SA Al &
M H S5 (Sequence Number): XM & &HX| 7|5 &

A
« B #ol ZHICV: Integrity Check Value): IP T{Zl0f Cigt 22 =0l 7t
| -

Reserved

Security Parameter Index

fjo
H
ng
o
rir
Ml

Sequence Number

Integrity Check Value (variable length)

Payload Data (variable)
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02
[ot

& o
u

P9 [ -|[:|
AL
Ol

8 bit 16 bit 24 bit 32 bit

IP Header

Security Parameter Index

Sequence Number

- |
Payload Data(variable)

|_ ____________________ 1

: Padding(0~255 byte) :
|

|

I Pad Next |

| Length Header ]I

'i:_________________________________________l

| Integrity Check Value (variable) :

- - - ___ |

O 1| 0| 2 E(ESP: Encapsulating Security Payload)

2381 7|2d=

M sh= ol

©2 3DES-CBC 52 At

rO

I Of 7{'H = AHOI(SPI: Security Parameter Index): SA Al
=AM HS (Sequence Number): X{H & BX| 7|& XS

If 2! (Padding): Z 0|= 0~255 byte

IjE ZO0|(Pad Length): I{ = HIO|E =+

A

0

I-% 6||C{(Next Header): IP IjZl0|| QI8 ME L= LO|2ZEE SHE H™O| (ex TCP, UDP,
P3)
SAM =0l ZH(ICV: Integrity Check Value): ESP L7l 0| Cigt 2 2M 20l Zf2 EX&st=
ol =
E_
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« Mz B E(Transport mode)
- IPY|EHE A eletIP mjZle| Ho|= A2 otot= 24
- BAE 7HEMO| A

IPSec M2 H

Data
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« E'Y 2 ZE(Tunnel mode)
- POz MNE L2325t MEZ2 IP §|HE F7t5t= EAl
7

- RAE-IRF ZFEE 2R EH 2 S0 AE

IPSec H& ¥

Host A Router A Router B Host B
IPSec Mg H IPSec Mg H

P (

hdr hdr Data
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« HOF AZH(SA: Security Association)

/AR 2 QIO S0 £2F MB|AF MSH7| fIol AFHO| g ol=|0foF & 24

= AE5t| flet of7HHE S
0

J{tH 4= AMOI(SPI: Security Parameters Index): IP I 7l S X2|5}7| 2[5 Z Q5+ SA
MX| F=A(P Destination Address): =|&5 SXX| £
T2 EE AMHIX(Security Protocol Identifier): AH/ESP £ Ot &z Al

— 1
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- HOI A2 O|O|E{H]| O] A (SAD: Security Association Database)

- IPsecOA 2 SAO| A&tEl R455 F2leh OO HH| 0] £

- KO nj7ftH~ AMOI(SPI: Security Parameter Index): SAS ARSI =2 = AX7} MEH
- =i H3S 7I2E{(Sequence Number Counter): =i HE T A
- =M A7 LHE 22 (Sequence Counter Overflow): A
- MMES wX| 2= 2(Anti-Replay Window): I{Z19| XX & O£ E THH

7 7tel7le 223

- O
- AH ME(AH Information): AHQ} S| AFRE|= QI 2 12|F, 7|, 7| AFR =7 :LEI_Tl_ T Oy 2o Me 2 met
o

- ESP % H (ESP Information): ESP2} SI7H AL = 253 8! 9l

IO-IE% ILSH

Arg =

7 2|3 B oy el

- HOF AP AL F 7| (Lifetime of this Security Association): SILIO| SAT} M2 SAZ WH|/FSEE = A7t 2t4 EE= HO|E

- IPsec T2 E & DL (IPsec Protocol Mode): E{E/M& R &
- 42 MTU(Path MTU)
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« HOI XU (SP: Security Policy)

- Wzl H/+ME I HEL = EY ¥E 2

« HOI A O|O|E{ ]| O] A (SPD: Security Policy Database)

_I_

- P IjZIS SAO| AZAI7| = BE=S F2leh HIO|HH 0] A

e 2/
(Remote IP Address)
(Local IP Address)

X E(Local and Remote Ports)

40

b

HI—II—I
— v v

. O T gy gy
i JH BB

[l
_

E E&(Next Layer Protocol)

.-

ofn Hu
2 oo p¥ my JY

F(Action)
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OfHI2 E IP Tj3l
(from TCP/UDP)

i ARy I DISCARD

PROTECT

BYPASS
A\
IPE E3
PRI
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g9 AS2=

> g HY < s
BYPASS (to TCP/UDP)
aAXEle 247
AS E2
PROTECT UK|E|= QAT
or DISCARD - olg He
SPD Z A > HWAAMER - TEET SAD A4

F HAIX| M8 T

IP IPsec

i ;Y

I

QIHt2E IP mjZl
(from Internet)
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