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. O 5 A|AEIO| ABHR] 7|H}

AES(CHE!Z|)

CHE 7| ef =3t AS S of 5 HEAl AESO| 7|82 &
DEZ Q4 Y& o +n2 2 LtE LIHX|IE AESO{| M HFO|E EHQ| edAta} S5+
=TT J|ES 2 QdptsE GF(28)d4tol 7|Z 2 AL

AES 2| MixColumnsE GF(28)4to| =g

_ Py ==} XlA 7354 %4EE = S
I TEE AT B RittE 0|8 3t0] HIO|EE S 41T &t
== EDE NS
T M 2 A0 CHEt0{ AA T =A"TA=IE AES =% 3l0{ M InvMixColumns 244HS
= JECEEE 23517] /3t oAuiet Hol ALS
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e O

APNEE

RSAS| 7|2 X

1

=
RSA(HICHE Z])
HICHE! 7| of 55 ME OE F 71| 77171, 7HeIZ )& A& StHod
= AS3-=S53E = LA
= R = 7| G Al F A
%%ElE %I-__'Lalé T g¢gl ZE-lEHoglh‘Jl\‘(GCD)% '_I'Lol't %I-_T'_Elé D, q7|_ A_lgﬁol_lxl _§||.OI_|%I_E E” %p%
= ~ 5 ) M 7WRIZ| ALt Eeot
4% RIS YTEE  GODE TAHEM B4 s 18 W Atsts gaalg  RANLATTI ALY Ba
== (l = O
- X N L RIZ|E Fat= AL IE2
MBCIQTEAYEA  ax + by = ¢ HE{OIM FoHE Tote WA ik wria sipz made o 2=
o=z ofAf Y8 o = no 2 LHE LHXIE 7IESZ2 RSAS| 2= 3ot 250 2EE
== = Q14HSHE BhE HeMa AL AHE
gl HER3 Eot Minsik Kim, Protocol Engineering Lab.

o —
ot < &l

4



Ki0
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il
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0j0
il
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E
Ko

SHA-256 (CIO|H FZ2d AE, ™At ME §)

20

==
1o

et &=E

0j0
il

"o

s
Ko

M 2338t 7/(2E8] o) At &8

)
__o._
ol

HI

__o._,
ol

EN

1]
™ Ko
m
ok M
<0 ol
or

LHr
1Te)
__o._
ol

0j0
i

"o

s
Ko

0
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<k K0

T 10

stod 7|
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THOE-7 &=

« WE (Plaintext)
ots 2|-7|. Xﬁgilxl

M —— %
« &I S = (Ciphertext)
- A5 LdTN2|ES SOl BE0o| HEE ANEE, 7| g10[=
LI 2 olalie = gle HEN
- &t 5 211 2|&(Encryption Algorithm)
- BEL 7|E o= ot S EE dHste e wHE
nipS
- 535 211 2[&(Decryption Algorithm)
. E%%%I JuHo =R S 7|1 0|25l el HES
—|"|"_°|'E -Tl—l'gl

ot S 5t Minsik Kim, Protocol Engineering Lab. 7



- CHE-7| & 5 (Symmetric-key Encipherment) (1/2)

corEsteL B st SUS 7|8 AFRSHE 23 WAl

4%t
Q
E |

T

i
&=
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1™ CiE-7|

- CHZ!-F| & = (Symmetric-key Encipherment) (2/2)
cAS3 253 NH T SUS ?_F 7He| 7|8 AR
- AS ANPIEN 55 STEES HE QEHA
* C =E,(P), P=D(C) O|H Dk(Ek(x)) Ee(Dp(x)) = x
- EXZ V|G 2edt 7l S Lo H|Y 7| Ee
. nﬁncgilg A7 HE E41E sllok 8tHEHH (m x (m — 1)) /2
hER
eg.,m=3L M L5t 7|9| 7= 374

V/ *k:al
. @ 0772 | Ecoiie ag s 2ss gnaE
D7 kB A8 SHE H28 AT

SAE3

tsen HER3 ot Minsik Kim, Protocol Engineering Lab. 9



. 9t3 A|AEIO| obH M2 21 E|F Ol ofLlzh HIY 7o
7|2 Adol| o =sfof &

- &S AN2E2 SINElo{T PHSHok &
- 2ot2 HIE 7|9 7|2 ol o|EFH

* e.g., AES,RSA S 2l &= 4N E2|&2 L1 2|& AHA|7F S 7HE[0]
AX[2F H[Y 7|2 OFMSHA| & X|=[H 22r0| E&E

&z HESZ 2ot Minsik Kim, Protocol Engineering Lab. 10



- O -
O -7 &5
- 25 SH= (1/6)
. H
- A2 o LR 2 S 495101 H[E 7] 810l Bx &
AotLH7HLE & & A|AEIS| HOt 7|52 FR3tste 7=
s HIH-
O k=
« M= Z AL S 4(Brute-force Attack)
. BE 5B 7|B SHLM ClsR s B
.+ e.g., PIN & s{Z
» 7|2 Ql S Z(Statistical Attack)
. BEo| SHM BA(EE 5)2 0|23 A5 B St B2
« e.g., 00| M E7} 7}% ELO| EvdetCle SHE 0|85t01 FEZFE0iM
1 Bfo| s& e EXAE EE2 FHdle 34
 I{Ed S Z(Pattern Attack)
. QtERoiM BHEEIS BELF 7S 0|84 S5 B2
c e.g., ¥EFOHAM BIFEl= EXIEE &ot 7| Z0|E FHst= Kasiski
HAEL EM &l gh=
&z HESZ 2ot Minsik Kim, Protocol Engineering Lab. 11



= =

* ST

- &3 2 S B4 (Ciphertext-only Attack)

- 2 2{EI ™WE 2 Z4(Known-plaintext Attack)

- MEf E ZZ4(Chosen-plaintext Attack)

- MEH ot S B ZZ4(Chosen-ciphertext Attack)

Crytanalysis
attacks
I
Ciphertext-only Known-plaintext Chosen-plaintext Chosen-ciphertext

&z HESZ 2ot Minsik Kim, Protocol Engineering Lab. 12
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HE & Z4(Known-plaintext Attack)
AL ®)

— —
= = = 3 (=) = — = Td0 © = =l —
- U5 BE-HEF 4= 0|83l 7| E= CHE B FEsI=

74
+ e.9., SAX7t “Hello”, “Dear’ 2t &
2l AEfolM g2 EM 5

).
=
Mr
0%
m

tsen HER3 ot Minsik Kim, Protocol Engineering Lab. 14
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= (6/6)

1|0

__c._

ol

mo o
Lo o
J - e
I__/Ilﬂ_ul 1 50 M_uwm
To o =g
mr<r W ce
T Mz
s (F
SO — <RI
& <1°  Tm
I KO g
— _TO 0
=3 R TR
Q | M i
2uwom Mo
P ol 1o of
o OH )
B o] 0l T = °
C N5
i
e lod'S dd T
N B o
[0 g o] ___*_nu K IR
__o_ .__Hﬂ 1jo L_L

O =-S0 K- Ho4o3s
1] w0 R
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=r HOFIR0 °
R
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= (Substitution Ciphers)

« CHR| &F
- HO
- BEO| 2 ZXAE CIE =AtE R[Erolo] FEES Bdst=
OF = Hf Al
H = O ™
==
* ST
« EFUZ X} & 5 (Monoalphabetic Ciphers)
« StLES| DM El #EIE AIE5t01 ZF BE EXtE SILIS S =
= Atet LY CHEAZ|= & & 2 A
- CFSE X & 5 (Polyalphabetic Ciphers)
- 092 JHe| #EIE AFESI0] ZF BE =XHE | XL Z[of et
Mz CIE et =2 2xtel oricf LIS Al7IE o5 @Al

Minsik Kim, Protocol Engineering Lab. 17
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_T'_7Fj EH%%'-?\ =

(
1
r| —_—
|
|'|O
ol
o)
C
O
0p)
—r
'—|-
C
—
O
-
O
©
-
D
-5
0p)
N

CHRlE Xt oS B2 (1/10)

— =
- 514l 2 5 (Additive Cipher)
. 5ol
- BEo| 4 EXol| nHE 7| 2E H5to EES dEstD SE3 Alofl= g
CHE 7| 2L E iiAM BES S¥ste T4
SEH e Be 481}
Bt .
N T A R N
k k :
—(P+k)mod26<7 —>P=(C—k)mod26
e 253
c o5 =2 ¢

st L ES3 2ot Minsik Kim, Protocol Engineering Lab. 18



THOE-7 &=

» CHR

& 3 (Substitution Ciphers)
- _ X =
. CHel2x} ot 2 (2/10)
- 514l 2 5 (Additive Cipher)
e E Xl
-1 O
- 0|3 ¥ Z(Shift Cipher) == A|X & = (Caesar Cipher)2t1 T =&
- 75t 7l =7t 0~252 & 267} X|0i| S ot5t0] TAF S01| F| kg
- CHUEX AZ ol UdBo= BT 24 S0l F|ofE
7| 152 hello & &3, WTAAD 53} = (P + k) mod 26, P = (C — k) mod 26
ot 5 3} G52 | gisE
(07 + 15) mod 26 22 =W W = 22 (22 — 15) mod 26 07 =h
e =04  (04+15) mod 26 19=T T=19 (19-15)mod26 O4=e
| =11 (11 + 15) mod 26 00 =A A =00 (00 — 15) mod 26 11 =1
| =11 (11 + 15) mod 26 00=A A=00 (00—15)mod26  11=1
o=14 (14 + 15) mod 26 03=D D =03 (03 — 15) mod 26 14 =0

et S5t I ER3 Eot Minsik Kim, Protocol Engineering Lab. 19



THOS-7 &=
« CHX| & 2 (Substitution Ciphers)

=
- HUZEX & E FF (3/10)
4 & % (Additive Cipher)

UVACLYFZLJBYLE T™+XEAF 24 & 0|235t0] =22 o{EAH HSst=X| 204t

C=(P+k)mod26,P=(C—k)mod?26

S 2 UVACLYFZLJBYL

v =}
S

K=1 - tuzbkxeykiaxk
K=2 - styajwdxjhzwj
K=3 - rsxzhvwcigyvi
K=4 - grwygubvhfxuh
K=5 - pgvxftaugewtg
K=6 — opuwezszfdvsf
K=7 - notverysecure

K =7, P = "not very secure”

et S5t I ER3 Eot Minsik Kim, Protocol Engineering Lab. 20



I US-7I =

» CHX| @ 5 (Substitution Ciphers)
- EHUE2Xt 23 BF (4/10)

— =
- 514l 2 5 (Additive Cipher)
Q10 2& 0| A L mirll HIE

----

!=I

rlH)|I
ri’t

E 12.7 H W K

T 9.1 R 6.0 F 2.2 J 0.15

A 8.2 D 4.3 G 2.0 X 0.15

O 7.5 L 4.0 Y 2.0 Q 0.1

I 7.0 C 2.8 P 1.9 Z 0.07

N 6.7 U 2.8 B 1.5

S 6.3 M 24 \Y 1.0

Fo{o M E3 Bl of et FEE F SREL M EXHE

5 EA TH, HE, IN, ER, AN, RE, ED, ON, ES, ST, EN, AT, TO, NT, HA, ND, OU, EA, NG, AS, OR, T|, IS, ET, IT, AR,
(Diagrams) TE, SE, HI, OF

M 22Xt

. THE, ING, HER, ERE, ENT, THA, NTH, WAS, ETH, FOR, DTH
(Trigrams)

gsstnt HESZ 2ot Minsik Kim, Protocol Engineering Lab.
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1™ CiE-7|

[=)
S

H=
Fl = x}

L
o CAAMIl OF &
AR B3I

(Substitution Ciphers)

O —
:ul'_?_ o'rr

= (Additive Cipher)

(5/10)

XLILSYWIGMRSAJTVSPEJSVJSYVVMPPSRHSPPEVWXMWSVSVLSSVVEBBCFI

JSVIVWIVPPIVWIGMIZIWSVVSTMIVW &

%7:”7C-IO|

=1 =

Z7AS 0|2 W2
O 1= o oL =

StA|2

C=(P+k)mod26,P=(C—k)mod 26

otrs S
02T =

42 =5
the house is now for sale for four million dollars it is
worth more hurry before the seller recieves more offers

A=
rr
MO
Ral
~

by
o
!

HS M2t key = 4

s} ot

Asstn HESZ 2ot

Minsik Kim, Protocol Engineering Lab.
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ITHOS-7I &€=

= (Substitution Ciphers)

- CHAUEXL & F B/ (6/10)
ors

[ )
1
r| —_—
|
no

- =4 &5 (Multiplicative Ciphers)
. ol
HEol ZF ZXtof I HE 7| 72 S5to YSES MMt
=355 Alolls 719 ZEDH UHE Ftod WES S st LA
SR g B +8IR}
LN) I, )
S A N
i 'k k| :
= (P X k) mod 26 <7 —:» = (C xk™Y) mod 26 |
253t c e C 533t

s st HERT Eot

Minsik Kim, Protocol Engineering Lab.
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THOE-7 &=
& = (Substitution Ciphers)
A o

2t 2 (7/10)
« &4 F S (Multiplicative Ciphers)
A

=
« E K
- O
e ke ESFE Qs U0| ZREIEE, mod 260|A UX0| EXSIEE

O

o=
- 7l 7,501 ¥4 1,3,5,7,9,11,15,17,19,21,23,252 & 127+ K|
S M

)
o|dBF =2 Pl EM A0 F &

HIAIR| “hello’E = 3t6t=0l 7|71 72 =4 S E AIBFHAI. S E2 “XCZZU” O|LC}.

C =(Pxk)mod26,P=(Cxk™')mod 26

2 ps2 | a8 =33t 2

h=07 (07 x 7) mod 26 23=X X =23 (23 x 771) mod 26 = (23 x 15) mod 26 07 =h
=04 (04 x 7) mod 26 02=C C=02 (02 x 771) mod 26 = (02 x 15) mod 26 04=¢e

| =11 (11 x 7) mod 26 25=Z Z =25 (25 x 771) mod 26 = (25 X 15) mod 26 11 =

| =11 (11 x 7) mod 26 25=Z Z =125 (25 x 771) mod 26 = (25 X 15) mod 26 11 =1

o =14 (14 x 7) mod 26 20=U U =20 (20 x 771) mod 26 = (20 x 15) mod 26 14=o0

tsen HER3 ot Minsik Kim, Protocol Engineering Lab. 24



ITHOS-7I &€=

& = (Substitution Ciphers)

U EA A E SF (8/10)
okz| ©

-
I 3 (Affine Cipher)

|..T1.
—_ b ——
+ &0
. M ot 5ol TM o5 ZEE oS YAl
E#.E_
Sl Le S 4 ARt

TE Stk .
; k1) Y .
T = (P X ky) mod 26 *'—1r #» P = (T x ki')mod 26|
kO Ok
oss | T =23
C orso ¢

st L ES3 2ot Minsik Kim, Protocol Engineering Lab. 25



THOE-7 &=

(Substitution Ciphers)
@)

- CHUEX 45 FF (9/10)
- O} El & & (Affine Cipher)
. B3
- R 7|l 2 €50, F Hm 7= S S50 AIEE
- AEE A S = HY ME AME A
« S5 A HPAHE HY M7HE = S AHE HEF
- Jtset 7| 22 &4 7 1271X], M 7| 267X [2 & 3127 K|
7| 40| (7,2)2! ot El &5 E AF25t0d HIAIX| “hello’E Y53}, “ZEBBW” 83535} sHAI2

C = (P xky +k,) mod 26,P = ((c — kz) X ki'*) mod 26

253t gz | g=se =23}

h =07 (07 x 7 + 2) mod 26 25=2 Z=25 ((25—2) x 77 mod 2 = ((25 — 2) X 15) mod 26 07 =h
e =04 (04 x 7 + 2) mod 26 04=E E =04 ((04 — 2) x 771) mod 2 = ((04 — 2) X 15) mod 26 04=e
| =11 (11 x 7 + 2) mod 26 01=B B =01 ((01 —2) x 771 mod 2 = ((01 — 2) X 15) mod 26 11 =1
| =11 (11 x 7 + 2) mod 26 01=B B =01 ((01 —2) x 771 mod 2 = ((01 — 2) X 15) mod 26 11 =1
o =14 (14 X 7 + 2) mod 26 22 =W W =22  ((22-2)x7 Y mod 2 = ((22 — 2) x 15) mod 26 14=o0

tsen HER3 ot Minsik Kim, Protocol Engineering Lab. 26



1™ CiE-7|

CHX| 2=
CHIE X

I &FE B/ (10/10)
FEl &F S (Affine Cipher)

PWUFFOGWCHFDWIWEJOUUNJORSMDWRHVCMWJUPVCCGE {4

(Substitution Ciphers)

1 HE: et
2 “4': : et

0o mo
foi fol
[0 [
==
IO

ol k2| kol 261t ME AT}

C = (P x ky + ky) mod 26, P = ((c — k) X k;l) mod 26 obLl7| M=ol ot=

T

e ->W 04 - 22
t-C 19 - 02

(04 X ky + k) = 22(mod 26)
(19 X ky + k,) = 02(mod 26)

| &

[ll\\:ﬂ N [149 1

|
1]_1 [222] - [139 274] [222] - [18 X

e->W 04 — 22
t—- F 19 - 05

(04 X ky + ky) = 22(mod 26)
(19 X ky + ky) = 05(mod 26)

\ 4

7| &

[Il:ﬂ N [149

ﬂ‘l [252] _ [139 274] [252] _ [141] o

best time of the year is spring when flowers bloom

ot &
=

b

St HESIZ 2ot

Minsik Kim, Protocol Engineering Lab. 27



THOS-7 &=

» CHX| @ 5 (Substitution Ciphers)
. CFUE X} CHR| & % (Monoalphabetic Substitution Ciphers) (1/2)
- 9|

2t B =&t

i
Ol

S AFE 50 24 EH Lo &S 2 EAt
o]
_ —_

THUE X CHR| 20l A El= 79| of

8-> a b ¢ d e f g h i j k I

m n o p gq r s t u
ors=—- N O A T R B E C F

vV W X Yy zZ
U X D QG Y L K HV

| J M P Z S W
7|1& A8

5t04 “this message is easy to encrypt but hard to find the key"& & = 3}

ICFVQRVVNERFVRNVSIYRGAHSLIOJICNHTIYBFGTICRXRS

st HERZ Hot

Minsik Kim, Protocol Engineering Lab. 28



THOS-7 &=

« CH x| & 5 (Substitution Ciphers)
. EFUE X} CHE| & (Monoalphabetic Substitution Ciphers) (2/2)
- £
- 7| Ul 26702 Q| =¥ R FHE|H 7tsE 7[2| == 2617FK
. BRI EH HIT4E HHAIX 27| B0 SHT! 2
. CiMots T ofE ofEl 957} B CHUR A} CHA| 229l
a0 i

&z HESZ 2ot Minsik Kim, Protocol Engineering Lab. 29
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< o
i of © <
—A_.o |_|O °
-t K
o .

ol w___m KO Ok
oo ° S i
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ot O mn EE
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O =
N =l
o Hoom K
O

o]
=
=
.
=
=

10 <l ™ o7 X0
= IHNO TH w720

= o= IF 0p ju
Ok 'S &I Jd OH <

20 A0 &JHO0 m AOOH
E_ﬂ o [ ) o o
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THOS-7 &=

- Ct 5 2 A & & (Polyalphabetic Ciphers)
|. O

- LB EA &3 57/ (1/21)

« Ats 7| & = (Autokey Cipher) (1/2)

sjel

. 7| AERZ Ol2] THEHK| oD BE AHE 7|2 B8stod Y222

A M BL= of & Hf Al
= = *F| AER
ot % shofl AR EIS 7| ZhE 0| HAEIQl £
e E K
-1 O

o 7| 7|4 otLIE AAHO]| SRotH O|F 7= BELE A5 ddd

- 717 B2 Z2 4o|2 ddE|o] 7| BF= mEo| gl

- WEOIURII L EEH I &8 &L= FIH EXNY

et S5t I ER3 Eot Minsik Kim, Protocol Engineering Lab.



THOE-7 &=
 CIZ 2 A} & 5 (Polyalphabetic Ciphers)

- LB EAL &5 7/ (2/21)
ot 5 (Autokey Cipher) (2/2)

2 2l | “Attack is today” 2| & = &}

P = P1P2P3 ,C = C1CZC3 ,k = (kl,Pl,Pz,...)
Ci = (Pl + kl) mod 26, Pi = (Cl - kl) mod 26

L2 T N ) O [ ) A O I I
o 00 19 19 00 02 10 08 18 19 14 03 00 24

H

P

7| AEE] 12 00 19 19 00 02 10 08 18 19 14 03 00
C &t 12 19 12 19 02 12 18 00 11 7 17 03 24
A5 2 M T M T C M S A L H R D Y

shit I EQ3 H ot Minsik Kim, Protocol Engineering Lab. 32



- CHEEX &3 FF (3/21)
- Z¢i|0|m|0{ & & (Playfair Cipher) (1/2)

L]
- BES F EAMY A= F0o{5x5 7| HO|ZL| 2o et Z4 4E dEEC=E
CHx|st= CHO|O 3 7|8k @f S Hh4
+ eg., 1A MALCHE =0 BN 2A = ﬁrgg U Mo
CheSEHME SA] 7| FE2 = H[ WA QHESHY A &40 &
L G D B A
Q M H E C HE2: HELLO
M*{2l: HE LX LO (LL AtoJodl X 4kel)
oS 2: EC QZ BX
u R N " F HE - EC (7?° 3 Q== olx)
LX > QZ (2 ¥, otzhZ Q1)
X % S 0 K LO - BX (¥, & E—'.=— CIE, =AML E 73]
z Y w T =

Zg|o|mlo H|Z F]| 0]

tsen HER3 ot Minsik Kim, Protocol Engineering Lab.



(@)

. 5x5 87| E0I2)S ALB5H0d 2= 5t

. 2E3 T = 2RI A I BALE MYstT, BE 2X 747l

EX0|H o Zol 7iwt 2R E FIHE

. 7| 2Dt 93 20| SYsHD, Y2 MR 7| £Hoi S

. DEER 220 2718 BESol YR 2V MZ O2H Y55

. 7] B2tol A7l 2510l Wt TMAZA 27 HME5H7| of2dS

- AS3 HE 37K
. 22 Ol KT F BXf - 247 of T Yo RE2F AT X2 CfX]
. 22 o KT T BAf - 247 fT FO| OFHF AT 2XE CfX]
. 22 WE A of WS 2 SXto| Hof IK|SHEIA AT 2Xto}

Ze Jof YIx[e 2Rt K

tsen HER3 ot Minsik Kim, Protocol Engineering Lab. 34



ITHOS-7I &€=

 CIZ 2 A} & 5 (Polyalphabetic Ciphers)

- LB EAL &5 7/ (5/21)
- Vigenere = (1/5)
« Mo

« 4olmol =7/ HIY 7| =€
HE EXol ?|x|of EEFEP SHE 5t
e I A2 ALY = AIE L[ X| 2O kasiski &

st L ES3 2ot Minsik Kim, Protocol Engineering Lab. 35



 CIZ 2 A} & 5 (Polyalphabetic Ciphers)
@)

¢ El’%% |' |:|I-_$_
O

O

* Vigenere &=

. B3
- 7l +=¥2 40lm(1 < m < 26)
- 7| =Q0| BE EXtol o|ESHX]
- BES ZENE 7| s HY 7
« mIe| HM 4SOl X E ZHF
- G dsEmMm = 181 82

= (6/21)
(2/5)

Ci = (Pl + kl) mod 26

“she is listening”M|A|X|& 7| =4 (15,00, 18,02,00,11)E & E 3}

P2t
7l+=d 15 00 18

Cid 07 07 22

02

10

K

00

18

S

11

22

W

15

23

X

00

18

S

18

11

L

02

06

G

» NN
[= LI
18 07 04 08 18 11 08 18 19 04 13 08 13 06

00 11 15 00
13 19 02 06

N T C G

st HERZ Hot
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THOE-7 &=

 CIZ 2 A} & 5 (Polyalphabetic Ciphers)
(@)

- CIS=AF & = (7/21)
* Vigenere & = (3/5)

« BEOImIML| ZH42 2 LHF01 A4 CHE 7|2 E3 &le oS

02 |ol
Ok

3

I | s|{t|le|n|i]|n]|dg

Key =p Key = a Key=s Key =c Key = a Key = |

G C|G

tsen HER3 ot Minsik Kim, Protocol Engineering Lab. 37



ITHOS-7I &€=

 CIZ 2 A} & 5 (Polyalphabetic Ciphers)
O

I3 557 (8/21)

| ——
- Vigenere & & (4/5)
0 3

gEsn LHERZ 2ot

Minsik Kim, Protocol Engineering Lab. 38



- Ct 5 2 A & & (Polyalphabetic Ciphers)
} O

- LB EA &3 57/ (8/21)
» Vigenere &5 (4/5)

o 17
- 7|9| 20| 7| (Kasiski El| AE)
1. ¥EE0M =L IEXE FHEEFE Z2HE B M
2. Bh=F =ZF Alo|e] HE| dE 0|835t0] 7|2l 2Ol mE d | m_E FH
3. Bt =Zt0o| o431 YW HAE|™ ged(dy, dy, ..., dy) / MR FH

LIOMWGFEGGDVWGHHCQUCRHRWAGWIOWQLKGZETKKMEVLWPCZVGTHVTSGXQOVGCSVETQLTJSUMV

WVEUVLXEXEWSLGFZMVVWLGYHCUSWXQHKVGSHEEVFLCFDGVSUMPHKIRZDMPHHBVWVWJWIXGFWLT
SHGJOUEEHHVUCFVGOWICQLTJSUXGLW

=x ema | = e o
68 168 100 1. 43 20M 22 32RE FHE

gEE =ZH2 B (JSU, SUM, VWV,

SUM 69 117 48 MPH)

VWV 72 132 60 2. H= EXE0| MZ LIEH X[t
EMI LIEFE /IX|E &2,

MPH 119 127 8 #I%12| Xt0|2 083} 7H2|E A

3. 100 48, 60, 82| Z|Tf ST 40|22
7] 202 42 =7

erS st HER3 Eot Minsik Kim, Protocol Engineering Lab. 39



A
S

|l ¥=

- Ct 5 2 A & & (Polyalphabetic Ciphers)
- LB EA &5 7/ (9/21) !
» Vigenere & 5 (5/5)
L S
- 7| &7

- 1. EFEEE mIle Lo R B2

« 2.4 XZ0f Bl B34S ZEfet M s oS W ME
- 3.AISE 4 T2 TESlo MA HE S5

LIOMWGFEGGDVWGHHCQUCRHRWAGWIOWQLKGZETKKMEVLWPCZVGTHVTSGXQOVGCSVETQLTISUMVWVEUVLXEXEWSLGFZMVVWLGYHCUSWXQ
HKVGSHEEVFLCFDGVSUMPHKIRZDMPHHBVWVWJWIXGFWLTSHGJOUEEHHVUCFVGOWICQLTJSUXGLW

C; = LWGWCRAOKTEPGTQCTJVUEGVGUQGECVPRPVJGTJEUGCJG
P; = jueuapymircneroarhtsthihytrahcieixsthcarrehe

C, = IGGGQHGWGKVCTSOSQSWVWFVYSHSVFSHWWFSOHCOQSL
P, = usssctsiswhofeaeceihcetesoecatnpntherhctecex

C; = OFDHURWQZKLZHGVVLUVLSZWHWKHFDUKDHVIWHUHFWLUW
P; = Icaerotnwhiwedssirsiirhketehretltiideatrairt

C, = MEVHCWILEMWVVXGETMEXLMLCXVELGMIMBWXLGEVVITX
P, = iardysehaisrrtcapiafpwtethecarhaesfterectpt

71 &7|
o ) Julius Caesar used a cryptosystem in his war, which

1. 7| 200|842 FYFoH A ES 47| 2Zto = REIF is now referred to as Caesar cipher.lIt is an additive
2. Zt ZZtol CHal| BIE BEAME ME35tod Zh2to| 7| 2t =HE —> | cipher with the key set to three. Each character in the
3. disstH 24 2ol BEFE P,P,,P;,P,E ©S ) p_laintext is shifted three characters to create
4. OX|Z2Z P, P, Py, P, E el QR =ACHZ CHA| & x|H 22 %1} cipherment

Z2 BEOo|Lt=
o

oFt S &t L EQI3 2ot

Minsik Kim, Protocol Engineering Lab. 40




+ %9
s WES ZS 37|10 EE0E LR mxm He &z 7|1E 0|88
— — —_—l =] L —
A S o2 S5 TR Y S E +AS= COHS 22X 245 Hh4
* e.g., AES2| MixColumns 244H0| & @52t SUsSHH AHE S QS

s
Zlgte = o[ &4 EHE M3

ki1 ko Kim
K = ka1 k?z Kam
kml kmz kmm

Hill &5 9| 7|

tsen HER3 ot Minsik Kim, Protocol Engineering Lab.
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THOS-7 &=

 CIZ 2 A} & 5 (Polyalphabetic Ciphers)
- CIEEA & & 7/ (11/21)
>

« EX|
-1 O
« mO| 2/ A7|Y W mxm Y AHR 7|8 7rX|H d&Ee| 4 BAe k=
Ept
- 25 37|18 ¥F7| I8l 7k EXH(Bogus Character)& & &g & US
« AEEHE E8(PL,Py ... Pn)l ZI BB KE S50 FEE A (C = PK)
. =Esh s e Bo| 7| Bl A k8 ool WE Hel (P — K
. DE W H0| AYUS = XE OHLIDE 7| MEY Al Fo| B
. mZT AL mol EEO WE/gE S e 9T QICiH 7|X| BE 2oz
7l s+ 7" ¢ P K
Cii Ciz Cim Py Py P [kin kiz o kam
lcu C22 Com _ng1 Pop o Pz'mHkm kaz k2m‘
Gt Cnz o Cond Por P o Bl K o
P c K1
Py Py o Py Cix Gz = Cim][kK11 K1z = Kim
le1 P?z sz‘_ICgl C?2 C2.m kK'yi Koo o k'ym
Pmi P1;12 Prm Cr;ll Cmz Crmm k’;n1 klr'nz k’mm
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ol

X
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S otz 2 MKl 7| Z7He o

0
|
I

ol

= o3
r N
E| <} w0
™ O
8o A
U o
OM =_|__= .._A.o
_.7 -~
L_w._ nH Ok
oll Q __o._
o 7 om
' A,
0
Ok B0
ey
ol  O-7r
1[N ﬂ__m N
% s K-
— 0O
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11T o
- 1 =

~ T
S ml_ iS5
q Ak
g 0o
N oo ol
= X
== ioll BT
20 g
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[ol
5
o
<
Q
S
>
Q
o
D
.
O
O
©
>
D
-
7
N

LIS EA &
o

m =3 BE/HEE =5 & 37z 7| &= T st 7|

C=PxK, K=P1x(C
P C
[05 07 10}¢——[03 06 00]

okl
HO
el
ol
Ho
0=

[13 17 07 »[14 16 09]

[00 05 04] »[03 17 11]
K p1 C

02 03 07 21 14 017703 06 00
7| 57 05 07 09|=1]00 08 25|14 16 09

01 02 11 13 03 081103 17 11
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THOS-7 &=

 CIZ 2 A} & 5 (Polyalphabetic Ciphers)
- CIEEA & & 7/ (14/21)

(One-time pad)

=ALE 7| ST BiFsHAH M E 7|2 ¥ S 3t6t0 e EokE
o

3 D AL SHH KHALS SHX| 23

25 Zlojo| Y 7| +u2 A

re Z40jodof 3t2 2 7| iR DU 227} 04 ofEHS
Z2 Bots0| 323| Kt

tsen HER3 ot Minsik Kim, Protocol Engineering Lab.
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THOS-7 &=
 CIZ 2 A} & 5 (Polyalphabetic Ciphers)
|. (@)

ks 7 (15/21)
kS (1/2)

o El_XE
e Rotor §
o ngo|

* 3|HSt= RotorE 0|85t BE =AE A3 &85he 7|HAAM OIS EA 3 Y4

s E Kl
- O
. 0f2] 7ol ZE{7} FE(0] 2 EXIE 2 5E miotch 2E{7} 3I8stod M2
CHE Chx| FAlg MR
C K R W2 2R x| MMOR SSEtE|D T MR SRHEE] 1/26 3T
SER T
. 2X HITE BESHK| oo} HIE 24 2 2ol 23

et S5t I ER3 Eot Minsik Kim, Protocol Engineering Lab. 46



ITHOS-7I &€=
 CIZ 2 A} & 5 (Polyalphabetic Ciphers)

- CHEEA &3 BF (16/21)
- Rotor & & (2/2)

Beell Z2 Ml 2XF EHo{= rotor7t HX|&H /2T BAAR =35 | X|Et
rotor7} 2|X15tH BCARZ &5 3t

a A a| O O A a

V)
oy
72

P
¢)| B

c C c C c C

@C d D d D d D

Rotor f10O O| F f F f F

x| ol % x4 BT S
7| /x| e 1™ = eim 3|

&z HESZ 2ot Minsik Kim, Protocol Engineering Lab. 47



THOS-7 &=

- Ct 5 2 A & & (Polyalphabetic Ciphers)
|. O

- LB EA &5 S/ (17/21)
- oflL|20} Z|AH|(Enigma machine) (1/5)
. x40
« 2AF MIAICH™ S A| SYUF 0| ALE8F 048] 7He| 2EE{E =& s5tod
BE =XE %*?_S;EF%FE 7|HAM 2 4 E 7|H
° gxl

7| QIRI7H HIY 7|2 AL E
£ of&l FEo| Mg #

- - =

s st HERT Eot
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THOS-7 &=

 CIZ 2 A} & 5 (Polyalphabetic Ciphers)
|. (@)

- LIS 22X &5 57/ (18/21)

(2/5)
. B 24
7| 2 E (Keyboard)
- WEg Qst=r| AR E= 267H2] 7|12 7HE

- AEE ZAE EoiF= 26712 HZE JHE
- Z8{1EE(Plugboard)
- 137§ MMo 2 =502 AFE 26712 E{OE 7HH
. TAde el uist
. APF_* 12 (Prewired) £|04 11 7HEl BFAL G (Reflector)
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THOS-7 &=
 CIZ 2 A} & 5 (Polyalphabetic Ciphers)
O

- CHEEA &3 BF (19/21)
} 7 |Al(Enigma machine) (3/5)

« I E= (Code Book)

o OfL|z20O} 7|74|E INT=3)
S AR = AR S Bt

. M OA
« CtA 79| A2 7158 Rotor S04 MEHEI M| 7H2| Rotor

. Rotor7P M| E =AM

. j.'-é"QI HI —Erx} _-EE

st L ES3 2ot Minsik Kim, Protocol Engineering Lab. 50



THOS-7 &=

OIS E

| 2F 5 (Polyalphabetic Ciphers)

- LIS EA & E 57 (20/21)

. 0f L—IILEIP 7 |Hl(Enigma machine) (4/5)
« HA[X| &Z3} 0t

1.

rotorQ| AIZtEHE I 9| IER E'JZ.;?—
- eg., "HUA'EtH 282} "H", "U",
ZHESH Al +x+:4 C & MENSI T 1EHA| 01IHOIRotor | 7| dHe
o|83to
- eg., "ACF'E MEH "ACFACF'E Y= 3}510] "OPNABT”
rotorQ| A|ZHAlS MEHSE I =2 A%Rst
- eg., rotorl| A|[EEZ "OPN'2E 47
CHA 20i M 22 &5 5tEl Z2XHE HIAIX] AlZFof| F7tH&

I 22X ZEE E% &t HIAXIE 2335t 6t S SHE HAIXKIE £EH

Asstn HESZ 2ot

Minsik Kim, Protocol Engineering Lab.
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THOS-7 &=

» IS E AT

| 2F 5 (Polyalphabetic Ciphers)

=

Z 2 (21/21)

. oflL|20} Z|7[(Enigma machine) (5/5)
- HAIX| =& &} J—P‘*
1. HIAIXIE &1 & Hml 0441 2 X E 22"
2. Rotorl| A&IHE Odo|3ac 2 MYE
3. BEtAH 29| AR HE AFE5H0{ A 04X 7l 2XHE EZSHE
4, E53E I EQ| H H HH© = Rotorl| {XIE MHE
5. & Hm{ o441 2 X 0| HIAIXIE S =358

s st HERT Eot
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THOE-7 &=

« M x| 3 (Transposition Cipher)

I~ =
* ST
. 717t el MRl 23
e 717} /UE X &=
. o Mz o=
O
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ks EH%%'-?\ =

. "ol
- O|2] Hael| &l n’gEl &0 2t BWE el =X {IX|E KL st= WA
- eg., tl WA S (Rail Fence Cipher)
« E Kl
E

o
« SURL AKX AT SREH 2R 7| 2EVER S
+ 20| =50 &S SH=0| 7|7t Ris TR = 2O 42 B

“Meet me at the park’E Rail FenceZ &5 3}

k

M e m a t e a
NSNS NN N AN NS
e t e t h p r

Rail Fence Cipher 0|

et S5t I ER3 Eot Minsik Kim, Protocol Engineering Lab. 55



THOS-7 &=

» MX|& = (Transposition Cipher)
- 717t /= MR 2=
« M9
« 7|8 O|83to] BEL| ZXt R{HIE =ME E™ste &5 4
Y §
— o
- BES 2522 Ltx F 4o E50M EAHE AHILGst7| <sh
2 7|1 AP s SAly
. FIQIEE QY &M HHsto Yol £ME FHE
. 7|2 B2 A £ME ¥ £ 8101 717t i MRl g EED
_|;|_0|_|-/é—>|0|'__-‘-_1_=% enemy attac kston ightz
&= :enemy attacks tonight A= ’ 1 ! ° ’ rREs
71:31452 ! 2 3 4 °

EEMYN TAACT TKONS HITZHG

st HERZ Hot
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[=)
S

1™ CiE-7|

"= (Transposition Cipher)

& = (Columnar Transposition Ciphers) (1/2)

Zlof k2 Ha &l =ME2

o
H
=3
by
M
fu
kTS
2|_I
o
il
2
[e]
1>
X
T
\l
AL
b
M
9I|_l

N
A

-

N ¥ Ao o
xO 2 ﬂIIO II'I
o\ 111
INE,
o
|0 1o >
2 e HU
= mo o
Ral
=
Al

N

>L

0 o

2 0z
m
Ral

rr
[
x
M

e

s st HERT Eot
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THOS-7 &=

« 4 X|2 = (Transposition Cipher)
« ¥ ™R| & 5 (Columnar Transposition Ciphers) (2/2)
o A._Ix} ¢m+ Ho
enemyattackstonightz enemyattackstonightz
| wenzms g =M= 2l T
e n e m y e n e m y
a t t a o} a t t a C
k S t o] n k S t o] n
i g h t z 3 1 4 5 2 /F iMz
m RN E s
T A A C T v 1 2 3 4 5 T oA A C T
T K O N S T K © N S
H I T Z G H | T - G
ez E Vv dEMZ e A =ME By T as2
ettheakimaotycnzntsg g3 > ettheakimaotycnzntsg

&z HESZ 2ot Minsik Kim, Protocol Engineering Lab. 58



THOS-7 &=

« M x| 3 (Transposition Cipher)

« 0|5 x| & % (Double Transposition Cipher) (1/2)
A

. B0|
L TX| 4B E T H S HB5H0 HOES 5O 245 WA
. S5
C & R M2 MAE USRS CHAl B M M| 2|5 452
2 AHA{SH
= O oA
- B T&| o2 s 25t sidol of s aiSo] ofete
. = ol MRlol SYUB 7| EE MR CHE 718 ABE £ S

st L ES3 2ot Minsik Kim, Protocol Engineering Lab.
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DOHS-7I =

"2 (Transposition Cipher)

v

enemyattackstonightz

SH
=2

H)

—|§ XI—A%

o

(]

x|

A =AME 2471

v

SUE

& 5 (Double Transposition Cipher) g

2)

enemyattackstonightz

ettheakimaotycnzntsg

v

o0&

Mo

SU=E

M =A= 2l
SEIPY
=Mz =
ettheakimaotycnzntsg
M 2= A= mtad =M= 2l
4 x| A ==l
== gl Qd =il = =fad
l . ?
TIYTEAOZHMCSEANGYKTN > TIYTEAOZHMCSEANGYKTN
otz 2 otz
S & HEQ3 ot Minsik Kim, Protocol Engineering Lab. 60




(Transposition Cipher)

=
.

« TX|¢S

| X m YZEO|MH,

—
—

A& LIEFLY

<

ol
Hr

<0

0 =

ol gy

__oO m_.u__.o

Ok T

ol [y w-

S o Y

10 .__..__._.=._ ~— >

om 3l _

il o7 &

100 x ™ X

— A, O

™ o |

S ol a

_n.__._u=._ HO_H __oo §

100 H_ﬁ i[3] o]

Ok OF jof I
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==
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S HHO
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==
el eR=l=
coo— o
e R ===
S o —Ho o
X
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S — —HO
N O 0O
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(Transposition Cipher)

=
.

« TX|¢S

T
oM 7

L= 7L K| BH=

eg., & Mx| &

Eﬁ._m

e

110

T-| °

1/
o X
W o
|
KF- __y
Ol of
1| -
T __O
RO o
o o
o M
d T
Tk =__o4o
K
W e
N oMy
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H S
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|>
Im
nid

&I = (Stream Cipher)

 O|2 =P M7Y|2E BWES YT HEYPE F|F 610
3 o] 1HIE M ot 5315 WAl

* e.g., RC4, ChaCha20

. E%
 WE 2t 3 o 5L &35t 2 DE|E0 YED

A= AL B HHoil ShLta A adet
- E5 g3l e SEUHMEDT 30| ZHEEH
. 22 7|8 RAFE T Hotado| 2745] K{5HE
o p?p?,...pi | ke = (ky, ko, ks, gy o k) of

Y= ol M gt p,E 7|
. c; = Ei.(pi) =GOl iR 2t k2 A2BI5HY |
i HHY F=E oS 4
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- £E8 & 5 (Block Cipher)
. Ot5 22 BHEY| 95 &3 Jl9t ATEIFO| B2 EHolo]
B0 ML= CHE Y5t &4
. e.g., AES, DES, 3DES
s EXI
- O
- WES 1™E T 7|0 EF(64HIE, 128H|E)2 & L} 50
g S 3tote YA
- =52/ 37|& ZF7| ?l5 0t X2 =250 1iE(Padding)S
=g % oS
. AER S E0) HIs SETF 2IKIEH 22 2otdS NS

=
[\S]
=
S
=

od
M0

P1
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SERES H|E E= HO|E B¢ nHE £5
71 M& IxIOtCE CHE ZIAER 2L k; HE 250 SYE HIZF K
7| E* HEZ7ZREH 488 7| AEF HIZZ| K
= EIQ =5 37[0f ¥x| o™ HR
s bt diidez 5%

H ok 7| THALS Al F|oF =

PN RC4, ChaCha20 AES, DES, 3DES

tsen HER3 ot Minsik Kim, Protocol Engineering Lab. 65
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ofs AS
23 T2

o CH= 72 &= (Algebraic Structure)
. EET O FE 9ol HolE HAEO| S FAIS BEsE
SRS
==
*STIT
« = (G, Group)
» 2k (Ring)
o 7-('” (F|e|d) QJH}X{O]
i 7%
=(Group) £H(Ring) X (Field)

st L ES3 2ot Minsik Kim, Protocol Engineering Lab. 67



« Cl== 7L &= (Algebraic Structure)

(G, Groups) (1/10)

. SHLEO| OfF P44HO| &S
ojelg BHEstE Ci4

0
oh
[
9.'—'
L
-1
il
oot
oln

I
I

[°

A ]
o=
o
1. B¢
-

2. A HH

=} B x| et 2L H':'._
4 HEO| ERY
5. <A@l ExXHS -

*7}&t Z(Commutative Group)
Ol 47t x| SEI(EFE, B&EHE], 30*%-"’.;4 124)0f|
{al b; C, .. } III _7_'S7|-§ J'Lél-I:Hilol A'|E'_|°|.'—
=I5} o4 AFR} ot Z(Abelian Group)O|2t1 .3:*

M

tsen HER3 ot Minsik Kim, Protocol Engineering Lab.



ofs AS
oF S Z=ef

« Cl== 7L &= (Algebraic Structure)

« (G, Groups) (2/10) >

* }é;l Q a2 {x|stA ste fa
« CFSI
| o |
o OFOFq 9t p7L GOl HABIH g e b EESH GOl HA
o 73d3F BHX
=H H
» BtoF g 9 b7t GO| BB (ash)ec = as(bec)E BHE
e M EH=
e GO AUoIo| F A q,b Of| CHSEI0d qeb = bea & THE
- TS EAE
« G2 ¥o|o| #A a0l CHSE0 eea = ase = a E BtF
. ofdo| Zxf A
« GO o|o| HA qOf CHSI0d gea™! = a tea=e¢ E TIF

ots&tml I EQ3 Hot Minsik Kim, Protocol Engineering Lab.
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ofs AS
oF S Z=ef

« Cl== 7L &= (Algebraic Structure)
« (G, Groups) (3/10)

X|&t = (Permutation Group)

. Fo|
- Eeto| BMAES MZCOE ?IXIZ Mui¥sle BEE X[EER
|Fo{Z&l =
« E K|
-1 O

vy T AE 2o A |
3 1 2] ?§< TZ: o [[123][132]|[213]|[231]|[312]|[321]
T2 s 3 2 1] [123][123]|[132]ff213]|[231]|[312]|[321]
@ 1' ' ' e }K [132][132][(123]|[231]{[2 13]|[321]|[312]
1 3 2] I an [213]([213]|(312]|(123]|(321][[132]|[23 1]
o vVYVy [231]|[23 1]|[3 2 1]|[1 3 2]|[3 1 2]|[123][[213]
M [312]((312][(213]|[321]f[123][[231]|[13 2]
[ 3 2 1]=13 1 2°[1 3 2] | [321]|[321]|[231]|[3 1 2]|[13 2]|[213]|[123]
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_— A =
oF & £=3f

« Cl== 7L &= (Algebraic Structure)

(G, Groups) (4/10)
« 32t Z(Finite Group)

RE NS RHAE VXL RlE &2

« F2F Z(Infinite Group)

T e BAE JHK|Z e &

* ?|==(Order)

« 2| ¥ |G| 2o UE B0 M
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« Cl== 7L &= (Algebraic Structure)
« (G, Groups) (5/10)

— =
« 5= (Subgroup)
« MO
« Ot ZOo| UR HAEO| Hell 22| QA2 TICHE AI85I0{ ALARE S
O|E [, o| &Ee B2 HEl F
. AE
O =
1. a bl FEZ HO HAO|H ¢ = a « b EESH HO| HAO|H, SAlof g2
IA0|7|E &
2. DCURERHE SUH FSHE I
3. a2t EEF HO HAO|H, a2 WM qgt EESF HO| HAO|H, S A0 62
HA0|17|E &
4. a7t B2 HO| HAO|H qo| AH gt ESH HO| #A0|H, SAl0 ¢2l
A0|7|% &

tsen HER3 ot Minsik Kim, Protocol Engineering Lab. 72



ofs AS
oF S Z=ef

Z4
A

rot

« = £ X (Algebraic Structure) [@apowen
a0l 2ol oiptg HHETo 2 TS

» (G, Groups) (6/10)
. _{._:E,_F = & (Cyclic Subgroup)

x4
o —

o
« =O| BEE 0| 0 HAO| HE(Power)2 AFE5I0{ HMEI EEZ
. 8%
e a">a-a a(n't), < a >2t01 E7|
- &L 55 A= StLIe| HAR FF
« a"'2 ST es Q0|
- DE =8 B2 ot Z(Abelian Group)d s
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« Cl== 7L &= (Algebraic Structure)
« (G, Groups) (7/10)

* ‘t‘%’ =5 _'(CyC|IC Subgroup QlH}bx

G =<Zo x>8| =8 B2 H,H,, H; 3= S

H, =< {1},x>
« 1°mod 10 = 1 (O|H TH HH=)

H, =< {1,9},x>
e 9%mod 10
« 91mod 10

H; =< {1,3,7,9},x>=G

e 3%%mod10=1

e 3'mod10=3

* 32mod10=9

« 3%3mod 10 =7(2 B&

fin
=)
=
!

= G(30| TA| Z & dgst= HEH)
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ors 2~
23 T2

5t

« Cl== 7L &= (Algebraic Structure)

» (G, Groups) (8/10)
. =&t Z (Cyclic Group)

. Fo|

. I RHAIO| BLto| B B

el
o
el

« E X
-1 O
. MM g0l CHah R 28 2ol Ha T
I 545
[T o |
. R 2EHDO| HS 4
. BE ETE ok 2of s

* AH A4 2
O O -

244 SHLICH HHEEHA Q4AHEHE 0 2ol

ZE HAE B £ ol A

orS st HEQ3 Eot
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ofs AS
oF S Z=ef

« Cl== 7L &= (Algebraic Structure)

(G, Groups) (9/10)
- 2t 3™ K| '8 2[(Lagrange’s Theorem)

. Fo|

—

2 6ol Yolo| R Hoil TS HOl Ah4(RA 0] £)= GO
ol £3

m

) >
B T 0 0=
rol
W
= o
i lo
F4E

B He| At |H|lE B¢ 6|8l &F+
T U2 XI—.—(Index) et StH [6: H12 E7|E
AEet 2220k XH7| XH4l 2|ofl= CHE B2

fjo

ARN

04>
_>|I_|
>
M
N
al
>
r|0

\211
ﬁ
_\;

£0|H 1 B2 HEA| 2E

Asstn HESZ 2ot
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_— A =
oF & £=3f

« Cl== 7L &= (Algebraic Structure)
« (G, Groups) (10/10)

. 240 9l
o ZO|M a" = eE BFEStE TIE EH2 HE nE HA all f[FEln
StHn = ord(a) 2 £7|

« eg.,G=<Z, +>0|M ord(0) =1, ord(1) =6, ord(2) =3, ord(3) = 4,
ord(4) = 3, ord(5) =6
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. F0|
+ = 712l Ol8F AT} ZA)0| BolEl Fpro = HMo| i3
obdl 2 0lF 1 ZAoll CHsH ZE AT RHjHAIS TRt
i 7=

1. B ®ll 1. = e A

2. A 2. gl A o s

3. mere 3. MEHE 7P EE ole

4. BSHl ERHY B

5. ojglol XA - )

(@b, ..} i
x|t = By Qittol chsh met =g

T2 BFEst= #
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« Cl== 7L &= (Algebraic Structure)

__o_”_

Mg =
H i)
ol O
O
o v
Bl o)
o “m
o 5
__OO m
o -
oJ (@)
3 Q
o o W
kr i o
21 %0 M
on o L_w_m
_.“_-_M_ _.“_-_M_ i
-

w1 53
'Y IH ©
. — __Aﬁ
5 S
ot QW
<

o XU 5]

xlo =zl =l
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« Cl== 7L &= (Algebraic Structure)

. B0|

+ ®|(Field) (1/3)

il

I

B

0

IR

Iy

0]

1ol

M

H

Ok
i

O 4t
XUTT
= I
X0
_u_.A\o____ H
ZIH A
Sz o
05
SF
ol |
~T =
U Uk

M
R 44kod[ A
= 7HXIX| ef5

0 I

o o o o1l
&< 00 UF 8T

.« 210 o Ol BeHHE| BHE

Exd
S

Kl &M o K
3151 ) o

woll 61 o L0 of
ou R 1 550 8P

~—N® W

Exd
Nk

Kl &M o K
3151 ) of

1ol 61 #r Lo oF
uu Ul & %0 3

~—N® W

S ol
< KI
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orsS =St

| ——

« Cl== 7L &= (Algebraic Structure)

- ®|(Field) (2/3)
. S8 A|(Finite Field)

. 59)
- Ret e HAE 4= A
° %I-E_I S e
sl =|
=o
« E X
-1 O
. 93 A0l HA TAE BEA Ax
° 7

. 02 NQIEt RE AT} E

p2| HEXM & BE(p™) 040k =

2+ 20} ®|(Galois Field) 2t 1= 3t GF(pM) 2 E 7|
o CiMITl 2 Ml B= mod D iAo 2 3=
=&ol cHet dHE 7HE

o5 3tm I EST Hot
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« Cl== 7L &= (Algebraic Structure)

« A|(Field) (3/3)
* GF(p) A

« 2= pol THH {0,1,2,...,p — 1}8] p7 RHAE FHE R A E,
P E L0l mod pB =HEI= A
« 2t 5350l A RSA, Diffie-Hellman 7| 2t Soi €&
e GF() M ->p=2
« O|Zl= EE HIEZ EFC|E F 71| AT 7}E
o CiM A(E2 O|ZIF|M AFRSHE XOR Q14HY
o S AL O|FIF|MH AFRSHE AND Q18H
o CiMT WMl QA2 ZHS
o ST LM Al ZHZ
GF(2) +10 1 Xx]10 1 a0 |1 a0 |1
0|10 1 0|10 O
—al|1 10 all— |1
{0'1} + X 1|1 O 110 1
S o S o

orS st HEQ3 Eot
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. OB O AFRIIANS TIQE DR A5 so|M AE
T2 A8E
C HFEIZ M Al W4 e n—HIE YEE MEE

F =< {00,01,10,11},, ® >= Ho|El &

4

IH
0z

@® | 00]|01]10]| 11 ® [00(01]10] 11
0000|0110 11 00 [ 00 | 00| 00 [ OO
0110100 (11 (10 0100|0110 (11
10 | 10 | 11 | 00 | 01 10 |1 00 (10| 11|01
11|11 |10 01| 00 11 (00| 11|01 (10
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« GF(2™) A
« CHE A(Polynomial) £ (1/7)

. nHIE QEE A2 - 10| Tt AloR EH
. 9| X£ 42 HIEQ| 9I%IE O
- 7t 21BR2 2[RI HIE, 71 REF Z[6I? HIE

- =L Al HIEL| UYR2E 0 EE 1
s f(x) =ap_x" T +a, x" P+ +axl +agx' 2 ETH
* e.g., 8-HIE 2|=(10011001)2| C}& 4] Z 3

n-HIE @& 1 0 0 1 1 0 0 1

A 4 A 4 A

CHahAl 1x7 4+ 0x® + 0x° + 1x* + 1x3 + 0x? + 0x! + 1x°

A7t 09l B &tadatx| O
A4t 19l gte A5 S et

x"+xt+ a3+ 1 1x°2 12 A3
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o C}2f &l(Polynomial) &34 (2/7)

O 1
o O4 A}
| I .
- nHIE QIEE S EslE CHE A2 F 7o & 6F ()2 GF(2ME
MSE
. % A2 QU GF(2) ME ALS, CHEtAl odMtE I8l GF(2™) MIE AR E

. EEE(Modulo)
- FOtEAo|ZHEn - 120 2 X8 7K CHEAIZ e = S
- O|E 2EZ =clof el =4dE 4
LIH X2 F|5t= g4
« GF2M el CtE A= &lerol CHSH Xt no| CtE A 22 EE2
M X o|=
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« GF(2™) A

« C}&H Al(Polynomial) E3 (3/7)
. 25 2 (Modulo)
. 719 et Al
. Tt it Ale O B2 A4o| e Aoz Q4 EaE & g b
o

=
. DER0IM A% CHEFAIC 2 MSSHH I FBtoll Qs ofE CHEFAIE O] CH
NERIE R

HA 3
. nHCHES R4$B JITI Al 2 BaE 4 ol CharAly
x4 7|9 Crgt4)

1 (x+1),(x)

2 (x2+x+1)

3 (3 +x2+1),(x3+x+1)

4 P+ a3+ x2+x+ 1), *+x3+1),(x*+x+1)

P +x2+1), (x> +x3+x%+x+1), P +x*+x3+x+ 1),
S +x*+x3+x24+1), (X +x*+x2+x+1)
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« GF(2™) A
o CH Al(Polynomial) &3 (4/7)

o '-_-'Uél
« GF(2)OIM A& 4= Tt AE0| C
- M2 HIE B2 X0R QM2 =
« At n— 12 F Ot Ao &2 &&f Rt n— 19| CHE A S Y5t

.+ Mol CHE S 82 02 CHEF AR E Al%7} 091 Cht Al
.+ CAN0f CHEH 4942 T 44 RHAL(CHEFAlS] AT Wi ZHe Qdal

Ox7 + 0x® 4+ 1x° + 0x* + 0x3 + 1x2 + 1x1 4 0x9
Ox7 + 0x® 4+ 0x> + 0x* + 1x3 + 1x2 4+ 0x1 4 1x9

Ox7 4+ 0x® 4+ 1x° + 0x* + 1x3 4+ 0x2 + 1x1 + 1x°

x> +x3+x+1

et S5t I ER3 Eot Minsik Kim, Protocol Engineering Lab. 87



o C}&kAl(Polynomial) 3 (5/7)
=

+ SO CHEFALO| 2t 3131 5 S e Al0| 24 30| 2o
o= Al

c 82 n— 128 2 XAFE VIRl €2 ddeg = U EERE
ClE A= Z040F &

- 4o CHet g S8 €4 1

. Sl Chet @RS Y RF2IC YTEIES Mo P

c 0. 7| TN B+ xt+x3+x+ 1) 7HX|= GF(28) 0l
(x> +x2 +20)Q(x7 + x* + x3 + x% + x) 2| A&t

P Hx2+0)RQ(x7 +x* +x3 +x2+x) = x>(xX7 +x* +x3 +x2 + ) + 227 +xr +x3+ 2% +x) Fx(x” +xr +x3 +x% +x)
O3 4+x2+20)RQ(x7 +x* +x3 +x2+x) =x2 +x% +x8 +x7 +x0 + x5+ x* + 13 +x8 + x° + x* + x3 + 2

O+ x?2+20)Q 7 +x*+x3+x2+x) =2 +x"+x)mod (X +x* +x3+x+ D)= +x3+x2+x+1)
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« GF(2™) A
o CH Al(Polynomial) &3 (6/7)

o 71 _I-‘T-I'-_E.I Olg _|_A'||
o L dl et [[H--Oﬂ CrAE S6t7| flet T2 THES Al

284 =Xt Exf

+ O|F sl Z5st7| 2I5H E204TI CHE 40l xE BrEHMZE S5t S1Cl&
o

>IIII

(B +x*+ 23 +x+ 12 7|HCHIAISE 2h= GF(28) X|0d| A
P= (S 22+ 09 P, = (o +2* + 2% + 1% + %) O A

HENS S py MZ2 2 oF =
x°® P, X" +xt+x3+x%+x NO
x'Q P, x@(x7 +x* +x3 +x2 +x) x> +x2+x+1 YES
x> Q P, Qx> +x2+x+1) x6+x3 +x% +x NO
x3® P, x®(x® + x3 + x2 + x) x7 4+ x* +x3 +x2 NO
x* ® P, x®(x7 + x* + x3 + x?) x> +x+1 YES
x> Q P, x®(x° +x+ 1) x® +x%+x NO
PxP,=(x®+x?2+x)+ (x®+x3+x2+x)+ (P +x? +x+1D)=x"+x3+x%2+x+1
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« GF(2™) A
 CH Al(Polynomial) &3 (7/7)

_IJT-IJ-_E_l OlR _|_A-I|
|:||E OI'_|_E|—
1. O™ Zto| || HIETI 00[2HH O™ At E 1B o= BHHIE O|S

2. Ol Zuto| |42 HIEJ} 10|H
. QZoz B |:||§ 0|=

o —t — —
- X% HEE et RE= Creh4|r Xor AL
HEMZ 2% o|s edat XOR 44t
x°Q P, 10011110
x'Q P, 00111100 (00111100)@®(00011010) = 00100111
x> @ P, 01001110 01001110
¥} QP, 10011100 10011100
x*® P, 00111000 (00111000)@®(00011010) = 00100011
x°Q P, 01000110 01000110
P,®P, = (01000110)®(01001110)&(00100111) = 00101111
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« GF(2™) A

o MM ALE (1/2)
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ofs AS
oF S Z=ef

>.|'

. GF(2™)
MR AFE (2/2)

719F CHEAlf(x) = x* + x + 18 Ar&0t04 GF(2*) Ao HAE HESHAIR

0 - 0 = 0 = 0 = (0000
g° = gq° = gq° = g° = (0001)
gt = g = g = g = (0010)
g° = g° = g° = g° = (0100)
g° = g° = g° = g° = (1000)
g* = g* = g+1 = g+1 = (0011)
g° = 9" = g(g+1) = g*+g = (0110)
g° = 9(g°) = 9(g* +9) = g +g° = (1100)
g’ = 99 = 9(g* + 9% = g*+g+1 = (1011)
g° = 9" = 9@ +g+1) = g*+1 = (0101)
g’ = 9(g®) = 9(g*+1) = g*+g = (1010)
g* = 9(9%) = 9> +9) = gP+g+1 = (0111)
gt = 9(9™) = g(g*+g+1) = g +a*+yg = (1110)
g* = g(g" = 9@ +g*+9) = g?+g*+g+1 = (1111)
g* = 9(g") = 9@ +g*+g+1) = g*+g*+1 = (1101)
gt = 9(9™) = 9(@°+g*+ 1) = g°+1 = (1001)
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HE Y
« GF(2™) A
MM B

- CiMlof CHEt P[22 A KA
ceg.,g*+g*=0

- =Hlof CHet FH2 XFE ZERE 2" - 12 HAHE
ceg., (N tl=g3=9g2=g3+g%+g+1=(1111)

« il M2 S QlFh 44
*eg.,9°—g°=g°+9°=g°+(g%+g») = g° = (0100)

- 282 X|o HM mod 2™ — 1
. e.g., g% x gil = g20 = g20mod15 — 45 = 52 4 g = (0110)

e LIzdl2 M AHE AIEE 24
ceg.,9°+9%=g3xg8=¢g3xg"=g"=g%+g+1=(0111)
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Thanks!

Z 21 A(ms6127@naver.com)
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