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« ZHEHYH (Random Number)

. ZId MY HH (True Random Number)

« O|Al FHE HH (Pseudo Random Number)
- AER A3 (Stream Cipher)

« RC4 (Rivest Chipher 4)
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=i HH (Random Number)

‘d (Unpredictability)
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AE 2T 22(Entropy Source) : 7| €= E{O|Y T, C|A3 HI[%E, 0L XY, MAH 25 = U S
« TRNG (True Random Number Generator)
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« PRF (Pseudo Random Number Function)
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OfAr FHE EH

O|Al 3 HH (Pseudo Random Number)
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- AEE A3 (Stream Chiper)
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(Stream Chiper)
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RC4

- RC4 ¥12|E2| E%(Rivest Cipher 4)
- 1987'A RSA Security 0| -] Ron RivestZ} & 4|¢ct

- HIO|E cHQ|2 ZHSE| Ctst 37|29 7|(1~256byte)S A}
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|
|
|For( i=0; i<256; i++ ) {
. S[i] = i; // S&= 256712| bytelE{ H{ B, 0~2552| S 7IH
i Tli] = K[ i mod keylen I; // 256byte2| TO|| 7| 2t S AFlE

|

ilnitial Permutation of S i
| |
:j 0; i
:FOI‘(I 0; i<256; i++ ) { !
| j=(j+SIi] + T[] ) mod 256; // °|’.‘ij 2t +iME Z+ 2AIFE UM 7] A o> USSR X|EAS FHSHA
| Swap(sIil, S[j]); /e Y nE |
l l
| |

[

j = j + SIil + TIil

s||||||...ﬁ-.. ) ... [T 1]

Swap
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RC4

1,j=0;
iwhile(true) { // AE” Hi=
! i=(i+1) mod 256; // i 0~255 & dit=
| j = (j+SI[il) mod 256; /7 O j2t + iR S}t -> jAUS 2 2ZHe
| Swap( S[il, S[jl ); // St 2t m3tom AERIO| FAIAMS ™
ot=( S[i]+S[jl ) mod 256;
| ko= SItk /) ke AER £
e
- j=j+S[i]+T[i] >
S ..\S[i] .. s
A A
/ Swap 2

t = S[] + SIj]
3

S[t]
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RC4

H(Rivest Cipher 4)
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Encryption

ASSHA HE StLEo 2|7t E71H o] TAof S
E23HA Y3 E otLtel g2 X 21 o2 2o 8
Encryption

| P ] | Py ]
v O +
K — Encryption K ——{ Encryption

[ & [ & +—

Decryption

[ & F— [ & +F——

K — Decryption K —{ Decryption

—®
[P ] [P ]
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- Qs L EH B E (CFB:Cipher Feedback Mode)
X

- O|™=E0 2JsfM Ci5 i=o| H3}
- OHEE AT AER ASE HHE = YS
HAIX|2] ZO|7} E52| E=tli7t KI=& TI5IX| S
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Cn-1
- Shift Registar— - Shift Registen—
IV (B bits) | [ B-S bits [s bits]| [ B-s bits [ s bits]|
K K K
Encryption Encryption Encryption
} . | |
L P | [ [ & [ P2 | | [ owee | L Pn | [ ] %
C>
C Co |
S bits s b S b
CnN-1
= Shift Register— - Shift Register—
IV (B bits) | B-S bits [S bits | B-S bits [ S bits |
K K K
Encryption Encryption Encryption

@ Protocol Engineering Lab. — Sangmyung Univ.



ots 250 28

« 7}2E B E (CTR:Counter Mode)

« ATM(Asynchronous Transfer Mode)| ES{3 H Ok} IPSec(IP Security)0] S8 X[HA|
Z| 20 20| SoiGX|2t o] RE= 2| MEE HUE|H S

P =
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« CTRREEQS| %t
- MEKNE, dBXME, WHEZO| 7ts
« M2 o|83Hx| Bt

Encryption

[ Counter 1 | [ Counter 2 | [ Counter N |

A 4 A A4
K —— Encryption K ——| Encryption - o K Encryption
r r—— [
Decryption
[ Counter 1 | [ Counter 2 | [ Counter N |
y A4 Y
K ——| Encryption K —— Encryption e o o K Encryption
r- r—— [
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