2026/08/06, 2026 W E (3 Z7|x= AlOILt

TCP/IP = E =

4% HET ABol 27H, 55 IPv4 FA-

M Zl 2 (jinwoo@pel.sejong.ac.kr)

MBCHetn 222238 o
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—
° = O_l —] |i = |x- *Z= 8 AJ'd3(Backward Slgnallng)
I-:”__l— 7:| o _I'—_x-l (== = g gkl H*°FO§ MEE= BECN(Backward Explicit
C ngestion Notification) HIE & At&35l04 & &lXtof|H &2
= = MY A2 2> (Forward Slgnallng)
° ST1T (3/4) %’é* ab M HhEFn 22 o 2 MY E|= FECN(Forward Explicit
= Congestion Notification) H|E & AF&35t0{ = &IXFod|H| Y&
— N~
 EU YL VtsE EXN
« OIE{S LHRof CjO|E{O=” 0| LiF B0l ERXlisto =& & 0| &
« HQIZSE HERXI oMol =& XNof s E=
o %I:Il' Al:_L:lEl_ll. 7(-|I:I|' Alj_LHEI A'.Q_
- ZIRE7} ETS HXIE I SAXAH HE L= ICMPE AFE5H04 =3 TiZ!

(Choke Packet) AR
- HAIX|C] ST 0f e}

miZlol <

M=l Foisto EH

mZl2 o 7|
- 912 LIE Y02l EF Flof s
- AY J'—'P‘*(Setup Phase)Oilkl 7ta 3|l M- Al EBE =& &9
*Z 3 IZ!(Choke Packet)
ol g m, Lalx|of ECiE ME S E
E£0|=5 F1st7| flal ELi= X018 7.
Jinwoo Seo, Protocol Engineering Lab.
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-HEQT HE 2ot 2x| SR

* |Psec (Internet Protocol Security) (1/4)
+ %9
- HEQ|F HS0MHel 84l 7|UE- 22152 MBste=
IZEZ 2F
« E K|
=
- HEQIF HSB0lMH ZE&stol ot Eot 82 E MS
- 7t AEZH(VPN, Virtual Private Network) Ol M £2 ALS

0

+ M& 2 E (Transport Mode)
.« IP &l 0|Qlofl OB &0t 2 5 5= dhAl
« SAE.SAE 70| T2 AMEFH

« E{'2 2 = (Turnel Mode)

« IPIZ! MAIE ES6tD O Q0| MER2 IP SIEHE F7l5t= 2 A
. B}RE|-BIREl E2 SAE-BISRE| ZH0| T2 A

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab.



H ==

1O

HEXT AS 2ot 2R SR

* |Psec (Internet Protocol Security) (2/4)
A T2 EZ (1)2)
- AH(Authentication Header) Z 2 E =
s M& P

. ICI):’PI—QIeader.QI & & #HE 758 EE(mutable field)E M| 2|8t IP Packet A&

« 453 X|H O
E_|L_-| aC

« New IP Header2]
Packet M&|E 215
. AS3F X|H otE

ok

ri
O
OfM

HZA 7158 = (mutable field)& A28t New IP

AH
Transport Mode

IP Header AH Header IP Payload
Authenticated except for mutable fields in the IP Header

AH

Turnel Mode New IP Header | AH Header | Original IP header | IP Payload

Authenticated except for mutable fields in the New |P Header

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab. 6



H =
IS

- HEHT HS EF X s 2%

* |Psec (Internet Protocol Security) (3/4)
A T2EZ (2/2)
- ESP(Encapsulating Security Payload) T2 EZ
- S EE
* |P Payload® ESP TrailerE& &5 3tst1, &5 3t O|O|E{2t ESP Headerg 218
. Bld 2E

. 212 |P Packet A2} ESP TrailerE = 3}

o|=
L-O

I, k% 51=l O|0|E{Qt ESP HeaderE

ol

Encrypted
ESP IP Header | ESP Header | IP Payload | ESP Tailer | ESP Auth
Transport Mode
Authenticated
Encrypted
ESP New IP Header | ESP Header | Original IP header | IP Payload | ESP Tailer ESP Auth
Turnel Mode
Authenticated

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab. 7



HEXT AS 2ot 2R SR

* |Psec (Internet Protocol Security) (4/4)

« NS MH|A
- NC|ED 7|9 88
- OHHE AE Y E vote F MR 2O EHo 2 M8 2TEED 7|0
CH3H & 2o
- WA =3
-« A Ao FolE ¢Est YTEIEY SR 7€ 0183 F SARF ZH W
7! 2 % 5}
- Olo|E £ 274
+ ME S WO MEEX| (IUASE 2
- FEY A5 Al Al =4 T3 17|
- HAX| 25
- THZ!O| AFRto] Qs S=IX| piASE =0

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab. 8



H =
LTS

AN *NAT (Network Address Translation)

I -1 StLEo| QI IP FAE AFE3SH04 04 7He| AHM IP FAE CIEY| d8E = UL S
=
=

HFEe 7=,

AN

T =

- M BEE ?lsto Y

o M HEXIZ0M 2AEX]| O

- E2IE HES3 == NAT (Network Address Translation) O| &8+ AFA
HE®{Z 2| QIEA ¢dAst= Ol AL

m Number of addresses m Number of addresses

10.0.0.0/8 16,777,216 192.168.0.0/16 65,536

172.16.0.0/12 1,047,584 169.254.0.0/16 65,536
« 10.0.0.0/8: B} E E7tsE AHM IP, CHTF 2 Z &0 M AFS
+ 172.16.0.0/12: 2t =7t A IP S 72 M ALE
- 192.168.0.0/16: 2t & =27t5%t AHE IP &A1 2/7HE & HER IO ALE
e 169.254.0.0/16: 22 2Z 213 LI MBt EAl 756t 2R E 27}, DHCP MH

ERE FAE UAS M ZAET AAS2E XH7| AAA 2ot LA FA
« HE|FHAE T25(224.0.0.0/4)

. HEPHAE EAIS Qsto] ofotEl B

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab. 9
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O\)I'

HIERT A2l 404
- HEXZ AHSE (1/2) " 2% ESlte Rouing

7} BIREI MEE £=02 X

&M EF—?—%‘(Dynamlc Routing)
|
o A Ol

« =2 704 (1/2)
- 2} E(Router)

. MZ CHE HIEQITS 94Z5tod IjZI0| W2 SHMsHH TEE 4
T = Mol ZEE X[Hste WESD ]

. EPO E'(Routing)

- O|E{7} ELXIZFH SHXINX & = (e =/
MAI5t= 1A

.- eg., MM plREl =X gl
- XIS '(Forwardlng)
- AYEI ZRE 2t S ANE O SMXE Y
TCP/IIP Z2EZE

Jinwoo Seo, Protocol Engineering Lab. 11




HERX3 HESo| A7

E O —] | i *LAN (Local Area Network)
* I':” 7:| o 2/2 MEHE 3ot LHOIM 71718 45 HZdsts 2742l WESS.
*WAN (World Area Network)
—= - HE| Ho{ZI LANZI LANS Zst= S7IL OIS # 22/ O 2 HEAS.
- =2 7HH (2/2)

o CIE{H|E 2 3 (InterNetwork)
« LANZt WANS| &2 f1EEl HERA

» CIE{Y(Internet)
.M MAMO R e S

[LEe| QIHLHERT

L oLl O
L5
L4
Legend
Network
L3 LAN or WAN
Layer Host(C t
y Connecting device csHompLer
L2 L5
El 4
i i Network
Link -
- = L3 Layer
P= =
A L2
Link
=
B

An internet as a combination of
links and connecting devices

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab.



HEF HE2| A7
» 1l EH(Switching) (1/3)

« HIAIR| ME T L AX|E SXK| Atoof 22|1M 2|1 O|2| B8shs ek L4

SR 7<._7'<| 1 PNPSESES

AMX|7H HESF 0| SEsto] 2|42 sHA|

%AI Hf Al
AlA

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab. 13



HER3 AS | A7
» 1 BH(Switching) (2/3)

. SEI
o R ABLlHAIXRIE &El 7tstr 27(e| WA e = 2esto] TE ot mEh B4
« E K|
=S
« AX|E WS stLA ME S SMX|= Z& 2! 232 7[CE =
a2 ASH MY
- e.g., 7725, o|H&
- IZIE2 MEOE B229| T&E0| 7156104 /4| A &Aoo E LR
tsd EXY
« CIO[E1& YA 7ty 3[M YAo=2 MES

*O| O|E{ 2 B (Datagram)
mZ wet HERI et #tEE 7|2 S Bl
*Cllo|E{ 12 4
HIQIZAY MH|20M ALE, 2t TiZle] S2M F2 2d & dE.
*7hal B[ Eh A
AEYE MHIAWNM ME, HE T EE Y F TN HZ/o| S B2 AME.
ro

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab. 14



HET HS2| A7

ing) (3/3)

£H(Switch

o 1l

o
o
e
"

—_
(e))
=
L
£
S
7))
)
2
[8)
©
o
~

3| gt

(Circuit Switching)

o
HH

o

™

X0
KO0
or
0l

HH

o]
0i0
<{F

<
LHO

40
4§

=
o

X1 o= Tt

15

Jinwoo Seo, Protocol Engineering Lab.
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HEXHT AT Ll A7H

- HEQ|3 HAS0|Mel miZ! mEt

s = Kl
= O
 HELT AS2 mjZ! e HELKIZE MA

- HIAIXIZE E||0|E-IJE-.'=*.' CHR|Z 2Estod S
. 2x4x|ofl M CIOIE| 1S KHZ 2loto] 21 HIAIX| T

|244% A H|A(Connectionless Service)
- HEH '||:|Ié(Connect|on oriented Service)

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab. 16



HEXHT AS 2| 74

- H|@1 2™ AMH|A(Connectionless Service) (1/3)

o Ad o|
o —
+ SAIRFL = AIX} AtOofl 9172 2 2I5tX| 24D ClOIEIE
ML 5= ghed
- O - O H
e E Kl
-1 O
-2t miZig 43S ol SYNM ER MY s
« AMEY PE TS
. O:”Al Network
* IP (Internet Protocol) & L —
[ ImEEniE s e

*IP (Internet Protocol)
QIE{A Z2ER AQENM UEST HEO SMIZERE,

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab. 17



HEXHT AS 2| 74

- H|@1 2™ AMH|A(Connectionless Service) (2/3)

e BIREE SAMX| FA0| 7|Ht5t0 WIS MEH
- I{Z)0| H|7|E|= F¢ gl
ICMP 257/ HIAIXIE ELHE 40| 7=

Routing Table Legend

. . SA : Source Address
Destlnatlon . OUtDUt DA : Destination Address
address interface
A 1
— B 2
- - Send the packet
Destination _ _ out of interface 2
address
H 3

A 4
SA | DA | DATA _>\/ SA | DA | DATA | —

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab. 18



HEXHT AS 2| 74

H|PdZ2 AMH|A(Connectionless Service) (3/3)

- =
 HHAZEE HERIF0AML| x|
» IHZ!0| EAE7HL RHITUS = B9
. 2Xx|of M BE TZ/E £ AF W7 K| 7|cHe{ol 5 B
Source _ —} . ' Destination
Tranﬁmssmn[ \
-
time [* ;:
— :
time [\
e

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab.



HEXHT AS 2| 74

» 21Z4% MH| A (Connection-oriented Service) (1/6)
. 30|
« SAIXEQE = AIXL ALO|o] =E2|H 9l 12 E E St
HO|EHE ™M&ste B
e E K|
-1 O
. CIOIE{13 Ta © H2E Molsty| 9IEt 7H 5ln
1 1O
= Ll
2 %3

*5 & B|0|&(Flow Label)
HAEY MH[A(7H 3l Al 2 il o] sllHol| B Chul= AR}
g =0l o= 7t B[ ek 7tof 5t=XIE LIEHH,
*X.25
OB E ELHZ| ™ol S4I1F53 = 4IF Atolof| & dIo|E A7t

= HFA

X A4 £ HO[EE Fn= Y

o -

Jinwoo Seo, Protocol Engineering Lab. 20
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HEXHT AS 2| 74

- 21Z4% MH|A(Connection-oriented Service) (2/6)

FIiZle 58 B0l (Flow Label)E 7|E22 Z QT

1. A 1} (Setup Phase)
2. Cl|lO|E{ & 1% (Data Transfer Phase)
3. SliA| 2t (Teardown Phase)

Routing Table o
egen
Incoming Outgoing DA - Dovtilion Aldrase
L1,L2 : Labels
Port |Label| Port | Label
— 1 L1 2 L2
L1 |SA| DA | DATA ||[—» L2 | SA | DA | DATA ||—
3 4

Incoming Cutgoing
label labe

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab. 21



HEXHT AS 2| 74

&4
o
Z9Ic
1.

0

7=

¢ o

A-
i

H| A (Connection-oriented Service) (3/6)
& (1/3)

M7 EHA|(Setup Phase) (1/2)

o
. BFRE{7} THABIME 9IBH I 2l(Entry) B AAISHE B
« HAX[ AGIM SHMX|BE 7t E|ME BtEB{E 8%
- 27 I{Z/(Request Packet)dt = IS E I Z!(Acknowledgement Packet) 1 &
1. _9,_7;‘; EHZ\I El-j:” Network
° Z;—%Fxlo.”A_l %&lxl}}l_xl F'(1th ||_Ijze\ Pguri IL;bel RSCIues\;p
ZEE TR B =
UE ZEQ} 2
(')=!EE|' E“Ol%% 0 1 : Network
cAtMo 2 A SHH
7t M A™

*Ql E 2|(Entry)
HE MY HHOIM B2

ool Z et*E7t BHE0o{F &= Ho|2 2|

B 3.

TCP/IP ZEE =

Jinwoo Seo, Protocol Engineering Lab. 22



HE I HSE S| &1
- 21Z4% MH|A(Connection-oriented Service) (4/6)

- ZQIT T4 (2/3)
1. A EtH|(Setup Phase) (2/2)
- EFRE7L 7t EME f[E A EE|(Entry)E MESt= THA
« HIAX| AOIA SEX|BE 7}43|ME OHER{E B9
- 273 1iZ!/(Request Packet)Zt & 218 H 1iZ!(Acknowledgement Packet) 1l &t

Network AtoB
S0 g AlX|
GEro 2 Hg
MutstH Zf 2t E 9
Egojlge 2y Netork

Incoming Qutcoming Incoming QOutcoming
Port [Label | Port | Label Port |Label | Port | Label

1 66 3 22 1 22 3 77

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab. 23



HE3 ASe| A0

» 21Z4% MH|A(Connection-oriented Service) (5/6)
- X 2| 17 (3/3)

2. O|O|E 7‘*" 1} H(Data Transfer Phase)
- Jta M AY 22, 2 E mfZlo| e o2 =M E et
SH™MX|R| =& MY
- IiZ! =2 FEoHH SLe B2 X H0o|E =M HE

3. aiixl| I°E(Teardown Phase)
- ME 2tr = A7} SiA IiZlE SHX[=E HSE
- SHX|E Fel JlH;"(Conflrmatlon Packet) 2 2 &
- B E 2IREHE2 A&l HIO|Eo|M A A EE] MHI

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab. 24



HER3 AS9 A7H

» 212 AH|A(Connection-oriented Service) (6/6)

« HEH AMH I/\01IH°| K|
- A4S HEStE 1H0iA X|H0| Y dst= B2
- 7! 242 QI8 MTE 1HE0d A x|0=|o| St MSHE 9
» TS HAE FAI5H04 X|0| Y dst= 82

Source }g g )‘ Destination

Today delay
N
Today delay

Time

Time

Time
Jinwoo Seo, Protocol Engineering Lab. 25
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HEQT HSo| AN
- HEQ|T HE MHIA (1/5)

» =] =4 ®A
C}
—

« St ZHEnd-to-End) & 4! x|
. MEZ OHE LE9I30) 2l S AREDH MZE Agstn 4
. © Ml7el 2E AFE| DR HEYT HE ToA(EE FL)E

=Ft

- 22 =4 XE HAHUE

°3P4%MMHEHH)I_C$
IHESLE|0 UX|EH HET HE2 %
295t ®AQl FA(IPv4, IP

Bk
i
b
OH

*IPv4 (Internet Protocol version 4)

HE{I M ZAE ZHO| C|O|EH T& S 28 E
32H|E ®M|H|e| 1Rt FA.

*IPv6 (Internet Protocol version 6)

IPv42| 32H|E F4 11Zh 2M|E sl 25t 7| flsl SEE 128HIE & H 2
D88 FAE ASSE AN QA ZRES.

TCP/IP ZEE =

t
W
o
2
A
i
A

2
ol

r

Jinwoo Seo, Protocol Engineering Lab. 26



HERI3 HSol A7
- HEQ|T HE MHI|A (2/5)

o« AKX AFEHM MBS El= MEIA (1/2)
« I Z!3}(Packetizing)
- &2 A5 HIO|EE HIo|E{ Mo E &3St
o 5lC{o] 2 AKX Eﬂxl =4, Bt HE Z2EZ D, HI0|E ZO|,

r
1ol

o y
checksum % A 3|:|
i DATA Len || DA || PI ST | ! Upper layer
o - .- ——_——_ ]
= A E I_ AH + Network layer | ...
Y El— —_— O| i El A Packetize oreters Iil
[ R — B 1 = 1 Iﬁ
HNetwork process
. Zt2 [ EQ|g0l He
[ _T- . | DA J DA NA Dsta ik Iil
E o Find next-hop logical address
2 x4 |o| = A o : : e [
e J[AK IP = T R ok
E -| o NA Legend
L El' L E_ O|_ 70 T Find next-hop MAC address [ ARP Data  Upper layer data
M MAC DA Destinalior! logical address
ates Holze =2 e |
. n ST Service type
k=2 (@) x i Lok NA  Next-hop logical add
= EI-—.—E-I O IP =4 EfAM Fragmentation P— T || N
MTU  Maximum Transfer Unit

H Datagram header

LEN Length of data

*KﬂEL*"(Checksum)

CIOlEIL} IFlo| M%, KM Els BHHollA & A S AL HEE|X| o =X Fragment [H| Data | [MAC]

10151 7| 9|3 AF2 El= Dol 27N AS 7 Fragment [H] Data | [MAC] | pata ink layer
*&(Hop)

jZlo| $AH 2t RE{M CI=2 2 2 0|56l oF & @I 2FRE|LF SEMX|E o|0O|. Fragment [H| Data | |MAC |

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab. 27



HEX3 AS9 A7H

- HERZ A& MH[A (3/5)

o« HHAMX| AFEHM MBS El= MEIA (2/2)
. T} E0| 22|(MAC) T4 I
- AN MY 2 ORI AS0| HE5tH MAC =4 E _.?_
- ARP(Address Resolution Protocol)7} IPE £fol MAC A Z OHE

———————————————————————————————————

i DATA Len || DA || PI || ST i Upper layer

 CHESH Fragmentation) T

* E” O | E-IJEEH Ol MTU ;atagram Routing Table o IDrTzﬂ*l
(Maximum Transmission — S e v | O

H D:l EI— _=| _ Find next-hop logical address h . -
. i _I_ NA : : souce
Unit) 2Ct 3™ £HHs sz
— — Legend
—_— E NA
® 7_||- EI_I- JI'L_=| O'Il 0'” E‘I Hl_l- — Find next-hop MAC address [ ARP Data  Upper layer data
MAC DA Destination logical address
— - — SA Source logical address
[ ) Z I- EI' -U-=| O'Il o | x | x-l H zS 7 I- Datagram + MAC __MTU Table Pl Protocol ID
| . | . Link MTU Servi
_I = = o . Link : ﬁl\ Ni;\{l—fw?)[l)ylz‘;ical address
Fragmentation ¢ ey i i MAC  Next-hop MAC address
Maximum Transfer Uni

) M Datagrem header
*MAC (Media Access Control Address) LEN  Length of data
HELZ 7|70 FoiE S2|XMel 1R AlH 5, . — —
*ARP (Address Resolution Protocol) ragment [H| Data | | |
=™l P FAE ECMQIMAC FAZ HESHFE S ZEEE. Fragment [H| Data | [MAC | Data link layer
*MTU (Maximum Transmission Unit) ---
HEI ol dZ=E & X7t ghot= e = = 2[CH Cllo|EH 3.71. Fragment ([H| Data | |MAC |

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab. 28



HEXHT AT Ll A7H

A S MH|A (4/5)
. Zt ZIRE{MM M2 £l ME|A

. 0l24.224 O|E|m|0|A AFS AR

- BIREls Y2Y/EH HOIEHZI AsD 4558
+ CIO|E{ & e
» =0l M H[O|E{ 1= =4

e HE &35

Network layer
— Routing Table
° -‘_él 9._ Al EI' J_LI_=| §I- —f— §:H — Find next-hop logical address :i ?A NrA
. 7‘< E:| o E 7(.' |:|. Datagram + NA - ’ o e B . s
NA
_ Find next-hop MAC address ARP
HEYT AS 75 £ -
— o () o Datagram + MAG - kMTU Tabrl\;TU
Link in Legend
« CI2 & = 4 Ef A Fragmerftam S R [ o
= NA  Nextho pI gical addro
o = < A EFAH MAC  Next-hop MAC addre
® El- o TR = | MAC - (= T [true] ETU I\D/Iaa:cal;nr:nn‘: ;;aa?;frum
. CHH3EE 7|s K| Discard
o —_ [false] datagram
H= |
* checksum =

Datagram Fragment [H] Data | [MAC]
Data link layer
of incoming interface Fragment [H| Data | [MAC |
Fragment |H| Data | | MAC |
Data link layer of outcoming interface
TCP/IP ZT2E =

Jinwoo Seo, Protocol Engineering Lab. 29



HEXHT AS 2| 74

rr

— —>= *ICMP (Internet Control Message Protocol)
¢ L'” E —?— | 7:” =) A_l I:I | A (5/5) HESZ 7|7|€0| S& 22X T U 2F 21 E 2Is AASst

HEQXI AS ZZEZE.

- 2XX| AFEIM MZBE|= MH|A

 —
« THH A Al EHO|H A7
« S

d M EHEO| TArstH AW R R EHO|HE 7+S
- TAMBF HHHO M3 E HS

o =AIEH ZF EHHO| P §lC] &3S AlMSo] HIOIE 7
- EHO|H Btz Al w7 & 2F €E

- EtO|H7t B2 2 M7 x| 2 E B0 2X| pfo™, 7|& HHE

Fol
X
1o
Y
ol

DEF H7|stn &4 Foi ICMP 2F HAIXE MY
DEHHEEH=ZF Lo Jfumn
XHEEﬁI E_CI AOI--SP_-l 74'% Reass.lemble
K'I EI- fimer expired?

each fragment

isport
of others -+
Reassembly
- = All fragments -
arrived? Tare] >‘ oo » Discard all Network process
fragments?
i Store data of Data link
Depacketize

ination
ter

[true] Des
{laac] datagram
Legend
---------- f---omm o
! ! . Data  Upper layer data
i Data i Data link layer H Dgfagransfl header

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab. 30



HEXHT AS 2| 74

HELT HB 2HE

. QIE{L0| HIEYT ASL HIKIEE MulA 7|8

e checksume 2 27 EX|E 7IS5iLE = 7|s2 &4
« BIRE X2 & LMl LRE @It A2 E Mol MY 7tsM
e = R

N

=]

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab. 31



HEX3 AS9 A7H

HERHZ AT =AE

*E% o4 (Flow Control)
}_ = 2 4 X7t =X R 5HE FX| A== O|O|E MEFES =™ste 4.
* ( / ) *I:Hll'l (Buffer)
—= HZ2Z| &9 LAl HE 3zt
c S5 X'”O‘l TXH
. _._-rr 7(1|01 AN
- 27 X0 7|o0| 9404 —’F—*._' 5 MEl 2Y RHA 7 e
_I

| RiE Srsiol 2wt 212 7l Aol
» 9 ASe HI 8 &S 7I O| AtA| HI{(HAl MHE SZhHE 7t
NI
« HIE9I3 AHHO| BIOIEE =7 YR o] oS
. 49| HBO| I &7t HhCEHE B =0l Glo|E{7t RAIEIX| oS
. BHe B A HMEISHR| 261 04 212 W L] KE| THs

« M2 HS ZTE2EZEO| KA EE A 0

« MR HS ZEEZ(eg, TCP)CHEE0| 0|0| EE N0o] 7|5 AR
- HERZ HABEWM =& Ao{E = F7}5tH 7|;> ==
- AMAHEISHEE S716tn MA 22492 29l84 X6t

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab. 32



O\)I'

HE3 ASe| A0

] > A- *SHF Al 2l
[ '” E O_l ’ :” —_— —— -Il | =3 AM1'Z2%(Backward Slgnallng)
L - 7 O = x = E5 g gt gy H*°FO§ MEE|= BECN(Backward Explicit

=
estion Notification) HIEE At&35t04 & &It A &

Cong
7= = *et A2 'd3(Forward Slgnallng)
* ST (3/4) = g e Z2 H*°FO§ 7"I':*EI FECN(Forward Explicit
= 1 Congestion Notification) HIE & At&35t04 5= AIXfof| A 23]
—

HAEAE HEXHI oM =& Ho] sl 2=t

. —rol- Al el xut Alj_L:lEl A=

- EIRE7I EE2 BXIE M SAXHA MESEl= ICMPE AFHE5H04 X3 T{Z!
(Choke Packet) AFg

- HAIX[S| ZE =0 2t Zlol SMe=2| F045t0] EE Al 2 M9
mZl2 o 7|

. HZH UE 0ol £ Fo] sz

- A ﬂP‘"(Setup Phase)Oﬂkl et 2 HE A EBlEH =& &9

*z3 ozl (Choke Packet)
| 2 ? m, gk AlX|of EEfE ME S8

1at7| fls ELHE AMoi& mZl.
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L E

i = | E3el

A TH

CHESIT AS

T (4/4)
. A‘IHIA =% (QoS,

= M|

._I_

=2 M=
- OO

uality of Service) {35}

Al &
F2 Q5 MulA 208 o EF X3l

Mot A

FnLE S7tol| 2 EPOE' E|O|Z 27| &7F HZElMEl s FF Al 8s

= HESI oM HE-TH 2

ne

- MH|ADOMC =|XM5HE FE 32| 08{F
. CioiZ 2= x| EY-Q
. 2eE M5 X3
=, Z2 ¥448 sof
X5t
¢ —I?I—I_ T'__x'”
. lolE £HN U 7lUN 25
. °*°2FE|X| 7-|LF AMEeh = o
L T2 B RIEE FloHA

. 23A

|->I

2| IR0 M =2 7=|x|.o| ofZ]) 5434.

AR

|%
=

TCP/IP ZEE =
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HEX3 AS9 A7H

HEST HB 2ot 2 T

* |Psec (Internet Protocol Security) (1/4)
. &
- HEQ|T ASolMe 4l 7|UM-FAM- 252 MEB5te
ZEEE RS

E X|
- O

° L'”EOJE_ 74'%0‘"A‘| 5’|'|--J--‘-§|-O-|| O|o|- I=|O|- EZE X‘”-‘-
7t& AFA VPN, Virtual Private Network) ol &2 AHS
° —cl._D—%' El:
& B E (Transport Mode)

. IP &l O|9|01| |:-||O|E-| =H-n; _l?l_§_5|-f HF Al

e —— el ——

- B E':(Turnel Mode)
- IPIA MAME ES5tD O 2ol MER2 IPSIHE F7tete &4
. IIRE|-EIRE E2 SAE-BIRE ZHl T2 AR
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HERX3 HESo| A7

HESZ AE 2ot 2X HEH

* |Psec (Internet Protocol Security) (2/4)
A T2 EZ (1)2)
- AH(Authentication Header) Z 2 E =
s M& P

. ICI):’PI—QIeader.QI & & #HE 758 EE(mutable field)E M| 2|8t IP Packet A&

« 453 X|H O
E_lL_‘| aC

« New IP Header2]
Packet M&|E 215
. AS3F X|H otE

ok

ri
O
OfM

HZA 7158 = (mutable field)& A28t New IP

AH
Transport Mode

IP Header AH Header IP Payload
Authenticated except for mutable fields in the IP Header

AH

Turnel Mode New IP Header | AH Header | Original IP header | IP Payload

Authenticated except for mutable fields in the New |P Header
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cHEQT AHS 2ot 22X s 2

* |Psec (Internet Protocol Security) (3/4)
A T2EZ (2/2)
- ESP(Encapsulating Security Payload) T2 EZ
- TS ZE
- |P Payload® ESP Trailer& &5 3t5t1, &5 3+E OIO|E{2F ESP HeaderE 215

- HHd 2=
« 22 |P Packet A2} ESP TrailerE &5 3}5t1, &5 3lEl CI|O|E{QF ESP Header&
RI&
Encrypted
ESP IP Header | ESP Header | IP Payload | ESP Tailer | ESP Auth
Transport Mode .
Authenticated
Encrypted
ESP New IP Header | ESP Header | Original IP header | IP Payload | ESP Tailer ESP Auth
Turnel Mode
Authenticated
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HERX3 HESo| A7

- HER 3 HE EoF FA sl 23

* |Psec (Internet Protocol Security) (4/4)
- Nl& MH|A&

0
Ch &tol
- W7 =3
+ X EAOlM BolE B YNEIET 3R JIE 0I8SH T LA 2 mE
7! of % 5t
- Clo|E 24
- T% B 0| MEEIX| Y SS 2
- BTN ES An Al 4 T H |
- LAX| 215
+ THZI0| SIFRtof ols MAHEIX| 42k S 2ol
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IPv4 324

* |Pv4 (Internet Protocol version 4) (1/7)

o G Ol *_—’F—"-S— t(Address Space)
o — ZE2EZM ASE= FA9 B 7%,
SIS0l SAE 7Ho| Hlofe| TS fsf = o
=MX[E X|Hst= 32HIE M ALl Zqet =4
- S5 (112)

o
« A BZHAddress Space)g X|=
e IPV4E 32HIE A9 E 232(2% 43 7lh)o| A B ESR
0

« 0.0.0.058E{ 255.255.255.2557)} K| & 9]
s © 0|
T =
« FEXITIE2 UHEXZHAM SAIH| E2 FAE TIE = QIS
e X7 F HEXKTO HAZBEHFTA 27| ER 7S
« HIHX

- QIR0 HAZAStE{= ZE EAEJ E56H0F st= T4 #|AH 2[O|
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IPv4 324

v4 (Internet Protocol version 4) (2/7)

7|4
o % 7CC> (2/2) oit.tj = E7IHoIM Z RH2I7F LIER £ Qe ME CHE RREO| 7H=,

37t X| 7| (Notation) = XH
2% ZE 7|%¥(Binary Notation) — 7|5 2
« HE [0 12 FLE EF
. e.g., 10000001.00001011.00001011.11101111
- ™M 10%! E 7| (Dotted-demical Notation) — 7|5 256
- ot HIO|E 2 108+ E E 3
. e.g. 129.11.11.239
.« 16%&! E7|¥(Hexadecimal Notation) — 7|~ 16
. 4H|E &H9|2 167142 E 3
. e.g., 0X810BOBEF E = 810BOBOEF

--------

XE7 H.=1(100000012) 1
74IM 27x 1 26x0 25%x0 24x0 22x0 22x0 2'x0 20x1

129
129 = 8 x 161 + 1 x 16°
Jinwoo Seo, Protocol Engineering Lab. 41
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IPv4 324

* |Pv4 (Internet Protocol version 4)
. Of|A| 5.1

CtZ 28 71 IPv4 =48 H 10T £7(-Ho = HErstl.
a. 10000001.00001011.00001011.11101111
b. 11000001.10000011.00011011.11111111
c. 11100111.11011011.10001011.01101111
d. 11111001.10011011.11111011.00001111

o

e

- 10000001,
= (1X27) + (0 % 26) + (0 X 25) + (0 X 2%) + (0 X 23) + (0 x 22) + (0 X 21) + (1 x 20) = 129,,

129.11.11.239),,
193.131.27.255),,
231.219.139.111),,
249.155.251.15),,

0o oo
AN N N N

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab. 42



IPv4 324

* |Pv4 (Internet Protocol version 4)
. Of|K| 5.2

CtZ 102 £71H IPv4 FAE 2%
a. 111.56.45.78

b. 221.34.7.82

c. 241.8.56.12

d. 75.45.34.78

7|4z Etstet.

kH
[t

e 111, = (0X27) 4 (1X25) + (1 X 25) 4 (0 X 24) + (1 X 23) + (1 X 22) + (1 x 21) + (1 x 29)
- 01101111,

01101111.00111000.00101101.01001110),
11011101.00100010.00000111.01010010),
11110001.00001000.00111000.00001100),
01001011.00101101.00100010.01001110),

P e e e e
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IPv4 324

* |Pv4 (Internet Protocol version 4)
. 0f|K| 5.3

Ct& IPv4 =4 E7[-oM 2R E HE FHAIL
a. 111.56.045.78

b. 221.34.7.8.20

c. 75.45.301.14

d. 11100010.23.14.67

- E0|
M 10%! Z7|HollM 00| BH toi| LIetQlopd oFE

IPv4 =A0| M= 4H}O|EEC} Btomd oF=l
X-I 107<| -”-7|'=HO-||A-| ZF == |. 255I:||_-_|. XI-7.|L_|. 7I-o|. |:

0o oo

g (301 > 255)
27£I E7(Hut 4 10Z £7|H4° ZYHM AL ste W2 S{8stK| et S

TCP/IP ZEE =
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IPv4 324

* |Pv4 (Internet Protocol version 4)
. Of| K| 5.4

CtE 2% 27|H IPv4 FAE 16T R7[Ho 2 #H2t5it.
a. 10000001.00001011.00001011.11101111
b. 11000001.10000011.00011011.11111111

« 16T E7|H2 2 =X 4H|EO| SHE
e 0~15(10%/F)HX| 7| 7t (0~F)

o 2T E7|HOIM 167 E7|Ho 2 #2t Al 2%l 5 10T > 16T =2 2 HE
o 2% 5107 22 HIE [, 8H|E TH|7} ot | 4H|E A ZX7 04 7| At

a. (10000001.00001011.00001011.11101111), — (Ox810BOBEF)4

b. (11000001.10000011.00011011.11111111), —» (OxC1831BFF),4
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IPv4 324

* |Pv4 (Internet Protocol version 4)

- 0{|X| 5.5
S FTA71146.101.29.00|0 OFX|2 =ATF 146.102.32.255Q1 3L 0| H| LIS =A 0| £ BtolEE}
. EO0|
o OIX|2 FA XS = 146.102.32.255 — 146.101.29.0 = 0.1.3.255

(0 x 2563 + 0><256 + 3 x 256! + 255 %x256%) + 1 = 1,024
}7| (20l TH5t7]| HIA

ro
o
I 1l
Pa
o
=]
Ral
=]
M
>
IlIIIIl
n<>|-
OII

Z4 490l A FAE 14.11.45.960|ck, BroF, Q| LY FA0| 47t 3221 OHR|2 FAE TR
_Z'_

« FAOFoM12 M T 7 ANE T 2562 =2 gdEtstH 0.0.0.31
2t & F A0 Cfstod OFXR[2F A A&

[ ]
O
-
A
JE
II
~~~
—
N
A
—
~
O
LO
(@))
+
O
O
O
00
—
h
N
(@]
(@]

]
—
N
A
—
~
(.J'I
A
N
N

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab.

46



IPv4 324

* |Pv4 (Internet Protocol version 4) (3/7)

- 934 (Operations) 2| &F (1/3)
» NOT Qi

« 2K E7HdA] A2 Input 32 bits NOT
c 01 Input
0 1
e M 107 E7 Y A 1 0

()
s = O
=]

Operation for each bit
. 25501 A1 HFO|E Zt2 i Zt P

. OfX| 5.7

CI2 0|7 E2 X 107 EV|Ho 2 E7|=l 32H|E £0{ NOT Q442 X2 51042}
a. 00010001 01111001 00001110 00100011
b. 17.121.14.35

- E0|
a. 11101110.10000110.11110001.11011100
b. 238.134.241.220
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IPv4 324

* |Pv4 (Internet Protocol version 4) (4/7)

- 214t (Operations) 2| S/ (2/3)
» AND 244t

- 2T BEV|HY B9
- ECH1Y B0 o1 | T
. 5107 E7lH B = ]
- E35tLI7H0 FE 255 AR A2 2t |
- 5 HIO|E7} 0 EE&= 25571 ot B2 Outputi
+ ZI HIO|EE 2%l RMAULE HMstod &2 2 Fstn 25 Cfet &
- 04Xl 5.8

CHS O|&I%(a, b) E2 M 10%! E7|%¥(c, )22 E7|El F 7H9| 32H|E £0i| AND 934t2 XM &35l04z}.
00010001 01111001 00001110 00100011

a
b. 11111111 11111111 10001100 00000000
c. 17.121.14.35

d

255.255.140.0
« abZ0| « ¢, dE0|

[ a | 00010001.01111001.00001110.00100011 M ¢ | 171211435 M c14 | Jofojo| | |o]o]
d 0 0 8 4 0 0

b 11111111.11111111.10001100.00000000 255.255.140.0 d(140) 128 O
Z1  00010001.01111001.00001100.00000000 Zq} 17.121.12.0 AMM12) 0 0 0 O

TCP/IP Z=2EF

8 4 0 O
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IPv4 324

* |Pv4 (Internet Protocol version 4) (5/7)
 21AH(Operations)2| S F (3/3)

. OR Q44At
- 2T E7|HY B2
- & 3 ottt 1Y F<0i 1 (Hoe] [ o] [ her[owms
. 107 E7IHY Be T .
- ES L0 EE 255U B 2 %t ah I
. S HIOIET} 0 E 2557} ofd S owo IO

- ZI HIO|EE 2%l RIEIZIS 2 AH4tStod 2 &2 Fotn 25 {8 &t
. 0dAl 5.9
CHS O|FIH(a, b) 2 M 107 E7|¥(c, d)2 2 E7|E F 712 32H|E £0 OR QA2 X &35}04E}.
a. 00010001 01111001 00001110 00100011
b. 11111111 11111111 10001100 00000000
C
d

17.121.14.35
255.255.140.0
- abE0| . Z0|
| a | 00010001.01111001.00001110.00100011 - “nnn---n
b 11111111.11111111.10001100.00000000 255.255.140.0 d(140) 128
Z7 11111111.11111111.10001110.00100011 A1t 255.255.142.35 Zn142) 128 0 0 0 8 4 2 O
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IPv4 324

* |Pv4 (Internet Protocol version 4) (6/7)
i
» HIE L3 ID (Network ID)

. X0|

o FAJF0{H HESZO| S&l A=XIE AESt

m
Oﬁ

- OIO|HE SHXIZ EL7| fI3 HESZ THHE 2= Ol A8

= —

« 2AE |ID (Host ID)
=[]
- HERZ oM 7HEH 7|78 AEs5t7| /et IR/ T4 THE
. B3
- HEQI DI Z2 7|7IEtE SAE IDE AME SEtol S & Qio| EAl 7t

Netid Hostid
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IPv4 324

* |Pv4 (Internet Protocol version 4) (7/7)

L FEA R

*Z2 2 A (Class)
IPTAE 8o EHi5t7| {8l 0|2 M= ALO|=

[l
d
(Al
=1
b

AE HELZ IDS}

SAE DO F BEEOR LIF0oq &

o
k-
>
ML
o}
>
il
Ho
T
£0
2
k-
o
Im
M
Ho
Hu
=k
>
T
54
)
2
ok
ort

TCP/IP ZEE =
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« 24T F4 X[HEE AIETE et WESRZ 37| 2H)
- 224 A B, Co| HER3 IDE 8HIE(CHTHE), 16HIE(ET ),
24H|E(&T12)2 Tt &E

- HEXHZ 38 438 7ts
- UEQIF Jh7t Zetio2 FItE|= d# oA 7|E 2567H
MgrollA oLt o Bi2 HEQIZ 28 d4 7ts
- ME XSS
- SHAE Sl FLIF EF HESRT 3718 2HR B} 0tefat 7|
HH FLHM K ST
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. XO|
- IPFAE E2Mo= FHisT| f/sH O/2] MHallE AO|=2E 1Y #4
e E XKl
-1 O
- T4 d40 2o ek & 570el S=Z(A, B, C, D, E) e E CHEFR
- 25 (Block)
<[l
- S HERT AHEXI(Net ID)E SRt HASE IP FTLEQ &
e« E K
- O
- oA AK(A, B, C)of 2l T4 S| I 7(7F 7[AHHMeE 1%

TCP/IP ZEE =
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L_:
= (2/3)
o P
EQI3 FA
. Hol
« FAJF0{H HESRT ES0 SSUs X[E AES= A IHE
- O
« SAE DIIEV}I ME 02 FA
- BIREE SMX| FTAE S8l HEQI FTAE 3ol QIE{H 0|
Network 1 Network 2 Network 3
| | e |
Routing Process
Routing Table
Network address Interface
Destination Find D1CqeCqe 1 Interface
address Network address| — b;.g;.d;‘g; 2 number
bm-cr-n:(;m-em m

TCP/IP ZEE =

Jinwoo Seo, Protocol Engineering Lab
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IPv4 324

Mask for class A

Mask for class B

Mask for class C

o
. X9
- HES{3 D ZAE
. E X
-1 O
. HESZ D7t 2% 10|12 Eé
+ HESI3 0tA3 2L AND AN E
8 bits i 24 bits i Destination

11111111 00000000 00000000 00000000

16 bits !

16 bits

11111111 11111111 00000000 00000000

24 bits

8 bits

11111111 11111111 11111111

00000000

oA T|E 2 AX|H

70 (3/3)
EL3 oAz

255.0.0.0

2565.255.0.0

255.255.255.0

IDE H|E EBFRIZ2 & H|E

Mask

ID7F 25 02l &=
3” HIE 9= ﬁ:é% SHx| FLE A
10010101 ... 101 1111 ... 1 00...0 | Default
Mask
| [
AND
10010...1 | 00...0 Network
address

TCP/IP ZEE =
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IPv4 324

1= Eavisl

. A =
« EPHA A
° 7<|:Ho=|

- eg., ¥
. H

- 2ciA B

° 3EHo=|

F4RE

=5 (1/2)

'3t 7|

OII

7ol &'

x4 |=| x.l

E &l'ﬂE:'X} 0, Netid = 8bits

7|20l &St

+ e.g., CHZ|YM, CH&t W, CHE ISP
- H|E A2} 10, Netid = 16bits

2ol

« TR 7|2 & 5tT| flsl AA|

[ eg

E A

e H

=4 7| 4 A ol 7FEIE]

H4 X} 110, Netid = 24bits

|3t A7

Class A

Class B

Class C

! Byte1 | Byte2 | Byted ! Byte4d4
1| LA LA LA ] L4
Class A 0.......
Netid 0 Netid 1 Netid 127
0.0.0.0 1.0.0.0 127.0.0.0
0.255.255.255 1.255.255.255 127.255.255.255

128 blocks: 16,777,216 addresses in each block

! Byte1 ! Byte2 | Byted ! Byte4d4
1 LA 7N LT L4
Class B 10......
Netid128.0 Netid 128.1 Netid 191.255
128000 128100 191. 25500

128.0. 255 255

128.1 255 255

191 255 255 255

16,384 blocks: 65,536 addresses in each block

54 Byte 1 >E¢ Byte 2 >E< Byte 3 ,1 Byte 4 ,
Class C 110.....
Netid192.0.0 Netid 192.0.1 Netid 223.255.255
192 0 0.0 192 0 1.0 223.255.255.0
192, 0 0 255 192. 0 1 255 223.255.255.255

2,097,152 blocks: 256 addresses in each block

TCP/IP ZEE =
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IPv4 324

- 2EHAT|E FAXNE [EEE ce sanomcmne suen
. 2ElA B (2/2)
« 2ciA D
- ACHCt SAIE 28 HE|FHA E (Multicast) & 4
. e.g., 3H4 310], OIEIL HWE
. H E A_lHE=|X|' 1110 Class D 1110....
- HERT IDF SAE ID7F O (s 224.00.0 -  230.255255.255
%l‘ L-l' _Ql % % o=z 2.'_:— XH One blocks: 268,435,456 addresses
- Z2CHA E
. OllotEl AR AR S| QUsH A
* e.g., 255.255.255.255 Class E [ 1111...

- HIE &R 1111
° |_:| E_?__IE_ |D9|. Eég |D7|_ O|_|_I:| Class E
LI 9]

= =< One blocks: 268,435,456 addresses
lo| EEo 2 ZEX)

240.0.0.0 -« 255.255.255.255
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) % EH é Enl- A_II-I Octet 1 QOctet 2 Octet 3 Octet 4
_ class A [ 0. [ | | |
« AT 2T ET|HY B9 g L N o —
. E D — CIassCI 110..... I I I I
II:I_I'I QI_I_I—O—I ,—i 7H HIEE JIiI-EI- ClassD [ 1110.... | | | I
ClassE [ 1111, | . | ' | |

x _ H O Binary notation
B i L e T e
« X eHiml H}O|E Q| &0l

Class C | 192-223 |

[
Class B | 128-191 | |
[
[

Class D | 224-239 |

» 04{A[ 5.10 s [0 ]

Dotted-decimal notatio

I
I
I
I
I
n

Zt =A0| ZEHAE LIEFLHO{E}.

A. 00000001 00001011 00001011 11101111 a. 227.12.14.87
B. 11000001 10000011 00011011 11111111 b. 193.14.56.22
C. 10100111 11011011 10001011 01101111 c. 14.23.120.8
D. 11110011 10011011 11111011 00001111 d. 252.5.15.111

- E0

A | B | ¢ | D | a | b | o | d |
Zeila A Zailac ZeilaB Z2el2aE ZeiaD Zglac Zela A ZEl2E
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Ztzto| B2 0| FAE Eaf, B8 Uo| F4 £, X FAMESD F4)Q OHXIY FLE Tatat
1. 73.22.17.25
2. 180.8.17.9
3. 200.11.8.45
- E0|
1.73.22.17.25 3.200.11.8.45
« 73201} 127 Ato|e| gfo|2 = ZEiA AOIEZ ngf2 8 « 2002 1923} 223At0|Q| Zto|= 2 ZEHA CO|EE nZf2 24
e FA P N=2%2n=22=16777,216 e FA L N=2%m=28=256
- RIBO|BHIEE |/X|, 251‘4 24HIEE 022 T8 «  2IBO|24HIEE |X|, QEZ SHIEE 022 74
. HFEAMUHELYXT FA)E 73.0.0.0 S ’<_/:(|.4|E {3 FA)E 200.11.8.0
- 2IFo |8H|E§ FXEtn QLEZ 4HIEE1E 7+ - flx%o |24I:||E SX|sln QEZ GHIEE 12 A
« OFX|% FAE 73.255.255.255 - OFX|8F &A= 200.11.8.255
2.180.8.17.9

1802 1281t 192 AtO|2| ZtO|2 2 Z A BO|E 2 nZt2 16
FA 4 N =237 =216 = 65536
2l1Z 9| 16HIEE K|, 2LEZ 16HIEE 022 74

- RFAUESRXZ FL)E 180.8.0.0

2B 0| gHIEE RX|, LEZ 24HIEE 12 74

- ObX|2F &A= 180.8.255.255
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e ZHA T|HF = A K|

» 0f| X[ 5.12
chPE7F S K| F471201.24.67.32Q1 iZlE BH=Ct Ol F=49| 2247 B & M, 2HRH
7t ol HESIT FAE 3= YHE Eoqat.

. SHX| FAOM UESD FAE T O, WIESD 0tAZ AND 3t

. ZoA BO HEYT OtAT = 255.255.0.0
« 0= 255 AR 22 4f AEM

201.24.67.32

C|ZE O0rA3 255.255.0.0
HERT =4 201.24.0.0
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« A
=
LIQ=R ot 37|ECt &2 37
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I
>
Ral
o
x
I
e
om
@
-
O
-
o
=
&)
N
S

10

n bits 32-n bits

| ME HER{IE LtE 3¢ M

. 2 . 7 I !
b netld = O | Network mask i i
’ netid hostid
S a o] 740l 20 _

! ange !

HEM= ——
Subnetwork mask subnetid hostid

x | ]
o A‘l = L)-I\I T- _/|K_ | n; bits "\ 32 bits

° A—lEL/:ll_gl ~ I:I=|X|. O=|%E|'
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IPv4 324

- 2oiA 7|8 AKX
. o4|x1| 5.13

T Zlof chal| MHESEEL.
o

113

Z2HA B netid2| Z0|E E0|7| 25104 /162 AlE
- /162 &dll 2clA B A E A5t HELKZ7E MEHEE AFS
e 7{9| 2167}0| SAEE 7} &I 5 7|-|o| HES3 oS Al

« BHle| EE S3tod HEXZTE AR Ll BF 7He| EfREof 14

ot7| Teo| 74

(o)

141.14.0.1 141.14.0.2 141.14.0.27

Switch Network: 141.14.0.0/16

To other
networks

To other

networks
Internet

router

To the rest of the Internet

TCP/IP ZEE =
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IPv4 4

- 2oiA 7|8 AKX

- 04|All 5.14

O3 BE1 MEU otA3 e EelA Bo| OfA 3 Q1 255.255.0.00| CHE S MYt T,
MEU 20| FA & SILI7F 141.14.120.77 [, MEY FAE KFO}Ho}E}

- EO0]
e 141.14.0.0 ~ 141.14.255.255 C{Eo| HEXHIE U| 7He| MEHSZE L}H ™
(HMEA OA3)n = 16, MNMEUW DA, =n, = n, = n, = 16 + log,4 = 18

- MEY otA3 718709 1€ 7R
14742] 02 7 &€ olO|Et
.« 255.255.192.0

. ZeilA Bl OtAZ
 255.255.0.0

141.14.0.1 141.14.31.29 141.14.63.254 141.14.64.1 141.14.90.27 141.14.127.254

5 B

141.14.0.0/18 141.14.64.0/18
Subnet 2

141.14.128.1 141.14.142.37 141.14.191.254 141.14.192.1 141.14.223.27 141.14.255.254

@

ko

_’@

. MEUYl 20| MEYIl F=A

DI-&EL 255.255.192.0

gyl =4 141.14.64.0

_n-!gllill:ll:ll:ln Site router [
$A(120) Network: 141.14.0.0/16

o
'@
@

Subnet 3

OtA3(192) 128 64 ==
7E=|J_'—I'(64) O 64 0 O O 0 O 0 Internet router
TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab. 64




IPv4 324

- 2oiA 7|8 AKX

» F+IHU|Z(Supernetting) (1/3)
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IPv4 324

- 2oiA 7|8 AKX

» +IHU|®(Supernetting) (2/3)
H9
- 094 7He| 2 HIERIZ E 5tLte| 2 HERISR S&dle 7Is

s #HA OAS

. Hol
« HIHU|Z! (Supernetting)oll AFH2 Z|= OFAT
o Ak
* Ny, supernetid?| ZoJ, c= A&E Eella C =252l M=

Noyper =N — logzc
Divide 1 class C block into 8 subblocks

Subnetmask | 11111111 11111111 11111111 111 | 00000 |[nsp=24+3=27

|—

Defaut mask | 11111111 11111111 11111111 [ 000 00000 |n=24

—
[

Supernet mask [ 11111111 11111111 11111 | 000 000 00000 |nsuper =24 -3 =21

Combine 1 class C block into 1 superblock

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab.



IPv4 324

- 2oiA 7|8 AKX

A T |E|(Supernetting) (2/3)
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° EH S
AEstH B2 IP =471 FH]
- 7HXQl s 23

» FAO|HIEOIL B2 MY ntgol 2 S
+ F 7150l S
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cJ|E ZeiA B9 Fa XY YHolM 2UAE MR Fa
x|7t =5

o A =4 2 7IH Lol EFc=E 2
. O|2X{O 2 20~ 23270| TAE ZHE &

Address
space

Block 1 Block 2 Block i Block i+1 Block m-1 Block m

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab.
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o
o I 2| E A (Prefix) 2t MEA(Suffix) 2 T+&
. %EJE! A (Prefix) = netid2t, ME A (Suffix)= hostid2t S8t &F
T3
» Z[EAO| LO|ZE EF LHO| /U= FL9| 5= A4t 7ts
-« 258 Lo /= L9 == ZE[EHA

= 210l A(Inverse)2| &7
. ZE|ZAT} ACHE e 220 7|7t B U
Network Host
Prefix Suffix
| N bits '

SHEOLE 0|835t0d TAL £5l= ES2 & + QiCt 0E £04 230.8.24.562
0424 7Hel 250 %g* # QAEF 0| $¢7 ZEE UEo| EET} 0| EEO| Z2|=EA Z4O|E Hoie}.

aazal en | lzexiial s - laas

sgo | _&=&
203.8.0.0 ~ 230.8.255.255 26 203.8.24.0 ~ 230.8.24.63 29 203.8.24.56 ~ 230.8.24.63
20 203.8.16.0 ~ 230.8.31.255 27 203.8.24.32 ~ 230.8.24.63 31 203.8.24.56 ~ 230.8.24.57
TCP/IP ZEE =
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™A QIR E 4,294,967,296712] FAE Z&= stLe| B EE0|2t sHH, QIE{ulol Z2[ZlA Zo|
ot MEIA 4oz dotelzt?
. E0|

. ZZ[EIAO| ZOo|lE 0, MEAS ZOo|E 32

« 327HS| B E HIE7} Tt EE0{ M 232 = 4,294,967,296702| SAEE FES7| &6 Al

« 0|Al| 5.17

CIE{0] 4,294,067,296712| ESC =2 LIF0{X|1 ZZ10| S5 EX| stLte| F40E XY= 89
of =254 Aol MEA Zol= Hntelrt?
- Z0|

- ZE[HAQ| ZO|E 32

-+ ME29[ZO0[=0

.« 232 = 4,294,967,296712| EEE LIEILHY| @I5H 32742l HIE 2F E

- B FAE =25 XAE Ee

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab. 71



« =20 25 Y| fIeiM Ze|EHA(Prefix) 2| 2ol(n) SE7F F
HEof Z&
byte |[+] byte [+ byte |+ byte ,:’ n
- 0K 5.18 o

1]
-
[e][}
on
(gt
A=

sS4l E7|Ho 2 EAIE FASO/C 22 FA0f CHe Z 2|4 Zoloh AMTiA Zo|
a. 12.23.24.78/8, HE23 O0tA 3 255.0.0.0
b
Cc

130.11.232.156/16, HIE |3 0tA 3 255.255.0.0
167.199.170.82/27, HIE |3 OtA 3 255.255.255.224

.. =0
E -

12.23.24.78/8 255.0.0.0
b 130.11.232.156/16 255.255.0.0 16 16
C 167.199.170.82/27 255.255.255.224 27 5

s

TCP/IP Z=2EF

Jinwoo Seo, Protocol Engineering Lab.
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=25 MHEH F (4/6)
—_l —
- BE0f HotE FLO| IS
N = 232
- B0 &5t R HM FAUESD Fa)
. O%ﬁoﬂ éaﬂﬁ Qo|o| A0 UERXNT FTAE HIEEQZ AND
RN EHm =4 = (1olo] F4) AND (HES{=Z oA )
« 220 &£5t= OHX[E =4
o ZAHIY FAQ FTAO| IHFE 57|
-« 250 H5t= Yoo A0 HESXZ otAZ S| EH(NOT Q44
IS HIE B2 OR 44504 H|A
OFR|2 =4 = (olo] FA)OR[NOT (WE L3 otA3))
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v4 4

0| U

. BEAQE FAK

« 0|A 5.19

167.199.170.82/272 E&0f &35t= st
A, 2|0 0FXR[= =AE F5teL.
. E0|
e IP|EIAZO|INn gt 2722, HERXA O0lATE 27702 11} 5742| 022 T4
« 255.255.255.240

« UHEIZ| &5tE FLO IFE 282n = 25227 = 25 = 32

Lol F4o0lch o HIEQIZ0 &8s FA0| Jhaot & W =

—

o R M FLHUERI FL)E 7| 215104 AND A4t
- 167.199.170.64/27 ol ¥efol 2

HEL3 otA3 11111111 11111111 11111111 11100000
X ¢ =4 (AND) 10100111 11000111 10101010 01000000

o ORI FAE Y| RISiME HERXT otAT 0| 28 F[Et &, 1 200 A8 OR Al

1
P 1OnIRe 005 oIzl Hefol F4

HE<®= 0fA3 00000000 00000000 00000000 00011111
obx[ef FA 10100111 11000111 10101010 01011111
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. BEAQE FAK

IPv4 =2
A

« 0|Al| 5.20

17.63.110.114/242 250 &5l= stLIC| A 0|C} O] HEX IO &5t AL T2t & H A,
I

a2 opx|gk 2AE F 52

- E0|

Z2|ZIA Z0| nol gt 2422, HEQ|T OtAT = 247H2| 11} 8742 0o 2 7
« 255.255.255.0

- HEAI &5t FL0 s 282 = 25224 = 28 = 128

A FAMESD FA)E §7] 950 1% 24H|EE OCHE 510, 8HIEE 022 T4

P 131100 OIn Befo] F4

obx[2r FA 00010001 00111111 01101110 00000000

OrxR[ef FAE 37| 2I5t04 2135 24H|E= A2 51, FISHIEE 25 12 7

. 17.63.110.256/24 ol ol 72

orx[e 4 00010001 00111111 01101110 11111111

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab.
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* %EHQ%-!E _7|<__/|\_x| (=)

« 0|A| 5.21

110.23.120.14/202 E50i &35l= stLEe| =A0|CE Ol HER T 0| &3t TAL| 7ot A H T4,
2| obx|gk =AE 252
. E0|

o ZP|EA ZO0|nl gt 2022, HERT 0lA3 = 20702 11} 12712 022 4

- 255.255.240.0
- HEAI| &5t FL0| JieE 232 = 25220 = 212 = 4,096

« N FLUEHI F4)E HT| 2I5H01 AND AHM

" 1110.25.112.0124 ol el 52

HE®3 otA3 11111111 11111111 11110000 00000000
X ¢ =4 (AND) 01101110 00010111 01110000 00000000

« OIX[E FAE 37| |5t04 1% 20H|E= IO 2 &1, F|12HIEE E5F 12 7+4

P 170S.110.200024 Ol Hefo] 74

obx[ef FA 01101110 00010111 01111111 11111111
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IPv4d =24

— X A T|X4 ; ——
o E. H A O'I —_— | ISP (Internet Service Provider)
= CH 2~ HA - T - R o 7HelolLt 7|9do| QIE{ol M&E 4 AES HESZ
QZetE M3 st &elsts 4 AFARL.

+ S (5/6)
. g2 gy

ICANN (Internet Corporation for Assigned Names and Address)
cte A 2| 7|7 oM =2
« 7HQI0| okl ISP(Internet Service Provider) S CH 2 7|8 CHAN &
« 37tX| M=
c (21 QT FA29 2 N2 29 HEANMZ
- ZZ|EA Zo|eIno] Tt £[7] @50 E
« N=232",n=1log,(23/N) =32 —log,N
S0l Sot= FL2 II-ERE ZE[EHAL| Ho| ME Ttsd
10| OIS TAE FEEIH A FAE

i
2

TCP/IP ZEE =
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- ZBAGIE FAK

= HA (@)
« 04| K| 5.22
ISP= 1,0007H2| FTAE ZWE E52 SHSIUCE 3 Hmf TAE 18.14.12.02t1 & f, EHE EE 0FX|S FTAE
T35+042}.
- E0|
« 1,0002 29| HENIZO| OFLIZE 1,024(1,024 = 210 72| A

7
- =289/ xZz|ZA ZO0|n = 32-1log,1024 =32 —10 = 22

SIFEI EE22 18.14.12.0/22
« AMHEHm| FAE 18.14.12.0/22
o OFX|2 FAE 18.14.12.255/22

73.0.0.0 2| EFeiA A =52 gEH2 7|22 2oL T4 X[H0A73.0.0.08 E5 €9 &2 Rz 2t53¢ M, Ul
ELQ3 BEEN SAE
- E0|

. 73,,-> 01100001,
. 73.0.0.0 -> 01100001 . 00000000 . 00000000 . 00000000

- ZoiAAE X Y HIO|E(BHIE)7t HERT B &2, LIHX| 24HIE7 SAE B E
TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab. 78




. A-|'=' HELII7I SHIEH S

. Z MEHIE3O] —éﬁéft

2 MEUHERIE <&
3. &4 MELIESZ AH

sub ’

I°+

rr
=0|__l
ool
_I_

IT =

MEHELT S e s

L‘-P7=||

= 22| HEHWZE
suh — N + lOgZ(N/Nsub)
HBHERZ =4 79| His

TCP/IP ZEE =

Jinwoo Seo, Protocol Engineering Lab.
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IPv4 324
A

« 04|Al| 5.24

130.34.12.64/26 £ 0| 7|&tof|H| S =|ACt 7|2 ZZo| SLUS 72| ZLAE
HEQXIIE T8 DA 8tCt. ME HEQIIE MAstD ZZo| ME HESRITO Cist HEE 7352},
o]

mlm
w3
rr
.S
=
1o
P
T

MHH

o ™A UEXIZH E:ZE FA9 I N = 23226 = 26 = 64
o HEZO A Bim{ A= 130.34.12.64/26
- HEZ9 umﬂq FAE 130.34.12.127/26
- MEUEQ3E QI M2 HESQZ Z2|ZA Zols
Ng, —n—n—n—n4=n+log2(N/Nsub) 6 + 2

- & 4719 HHHIE HAZE LIFER & ME HWERXIZE N, = 247H°| FA
o 7I-A-||=| |__-||E 3_0| A|x|-7</\'—

« 130.34.12.64/28 130.34.12.80/28 . N = 64 addresses

« 130.34.12.96/28 130.34.12.112/28 )

N

8
Eeh(=1d 2)

mn 1
Mok

| | n=26 |
130.34.12.64/26 ri in | | k 130.34.12.127/26
First address a. O g a b 0c Last address
! N = 16 addresses e N =16 addresses ! : . N=18addresses : : . N=1B8addresses :
| ¢ Pl P P P!
| n=28 | n=28 | n=28 | n=28 |
130.34 12.84/28 130.34.12.80/28 130.34.12.86/28 130.34.12.112/28 130.34.12.127/28
First address First address First address First address Last address
b. Subblocks
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14.24.74.0/242| A& =AE ZhE= LS| =4 EF0| 7[#oAH S EIRUCEH 7[&2 CrS0 22 s
FAE 2= 37He| ESE SRl BHCE
120702 FAE ZE= SILIS| B-ES
2. 60718 FAE &= SILIS B-EF
10718 =AE Z&= 5tLio| B-28

14.24.74.255/24

rr

14.24.74.0/24, Ot K[8f F 4

rr

O] E50f= 23224 = 256 7HO| FATF EXH, & HM T4

R e 2-250] &5t FL| e= 22| HEXMEZO| ofL|7| ME0 12870 =4 &Y
o HNHM FAE HEX{Z FA, 0K FLE S SH FLE T 12670 AF8 7HS
o HEm| FTAE 14.24.74.0/25, OF K2 TAE 14.24.74.127/25

= i 2220 &5t FA2| e 20| HEXMSZO| otL|7| 2o 6470 FA &
- AEm FAE HESS FA, OIXY FAE S5 5 FLE M 6270 AL 75
o S HW FAE 14.24.74.128/26, OH X |2 FAE 14.24.74.191/26

Ml | B-E250 £t FL2| e 22| HEXM SOl ofL|7| MEo 1670 =4
s HWHW FAE HERT T4, 0K FAE ST SHFAE T 1470 A8 7t
o S HW FAE 14.24.74.192/27, OH X |2 FAE 14.24.74.207/27

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab.



14.24.74.0/242| A& FAE &= StLtel 4 250| 7|gol|H T E(U}C. 7|22 TS0t 22 =
ol A E # = 37Mel 28 FH5tA}F STt
1. 1207H9| FAE ZtE SlLIS| -2
2. 607He| F=AE # = StLIC| BR-EF
3. 107He| FAE # &= StLIC| B-EF
- E0
- M 7Hel B-E50 &Y E FAE O} Cf5tH 208
- 48(256-208)7H 2 —’F—_/.\JP 7*01 )
o KW FAE 142474209 N = 256 addresses ;
o OFK|3} FAE 14.24.74.255 | n=24 |
. ZZ|=EA Zols O|X|
Fist adirass a. Original block i
i — e — i { g
| n=25 | n=26 128 -

14.24.74.0/25

14.24.74.128/26 14.24.192.0/28

b. Subblocks

TCP/IP ZEE =
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el ArF s 7hR[ QICH &Y AAF A AFd WAN MZ & 0|&E5}04

O-ll}ﬂ §|A|'7|' %%I- %E—EI, A—|_.§ T ==

, 20| 3

SEZI MZ AR AT oAZ4E|o] QICH O] A EEHEIR2 E52 70.12.100.128/262| A|EFAE 2=
64702 FAZ O|F0{RICH & ALF Alof 3271 2] —.—ﬁ% stEtsl T LIHR| TAE CFE F 7o AR A
of &&stel
. Z0|

- SYAFHN, =32, BT MFAUN, = 16, MZ AMFHN, = 16

. ZtZto| ME HIETE 2§t =2|=A 4ol

64 64
n, = n + log, 5 = 27, n,nw = n + logz(ﬁ = 28

EE

ECI T N B A= Aol subnefid 20|
N Zof AbRAlo| SHEHEl A O| JHA - e -
S o T = 2 o 1— T I-— T
c N, S2Z AR A9 subnetid Z O]
N, S ARMo|ELE Faol ol |
_ N, MZ AHF A9 subnetid Z 0|
N,  MZ AR #EEH A .
n 7|1& ZelEAol Ho|

Jinwoo Seo, Protocol Engineering Lab. 83

TCP/IP Z=2EF



. 04| K 5.27 (1/2)

ISP7} 190.100.0.0/16(65,356 F=A)FE{ A
)
o

%t el =0 252 8 LYL ISP Ol &2 EFS LS
o 22 M 380 nSol|A HiEst TR
(=1

1. XM Hm OE2 64710 T8 1 Qlom, ZtZt 2567 HMEo| =AE ZIQE Fto}.

2. S dHm 2g2 1287l nHE 410 o, 2442 1287 HEo| FAE ERZ St}

3. MNHm| 352 128710 nZHES Zt 1 Qo ZZ 2 647 HMEo| TAE ZQ 2 §tr}

. E0| (ZZo| 2Bl gYE FLo| MA et 2zt R-E282 I3 2T Zo))

- FEAHZ SHE 64x256=16,384 | n1=16+log2(65536/16384) = 18
x4

o A EHmH BHA| JE2  128x128=16384  ni =16+ log2(65536/16384) = 18
H (& S
« FAOIBREEFZ Ao O Y 23 128x164=8192 n3 = 16 + log2(65536/8192) = 19
ISP
190.100.0.0/18 s 190.100.63.255/18 Group 1

190.100.0.0/16 190.100.64.0/18 ses 190.100.127.255/18 | Group 2
to
190.100.255.255/16 L =
Unassigned: —

190.100.160.0 to 190.100.255.255
(24567 addresses) 190.100.128.0/19 LR 190.100.159.255/19 | Group 3

/19
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. 04| K 5.27 (2/2)

ISP7} 190.100.0.0/16(65,356 F+24)FE AR L= T4 EEE P EJUACH ISP= Ol T4 EES OIS
a2 M g0l S0l eiE st Rt ot
1. X uim) 282 64710 174 2T Qlom, 42 2567 Mol FAE LR E
2. F UM OS2 12879 I AS d1 oM, 42 1287 BT o| F4 8 HR R B
3. Hlem 282 128740 T2 Z T olom, 2L 647 HEol FAE HRE st
* ;'g_ol Group 2
* _II=_ EI-7:”E 6H7E=| 190.100.64 1/25CUSt0mer0:J;010064126/25 190100127129/§:Stomer112:0100127254/25
T = —
. ZtZk 72 QlxtoiA] AdZt S
1 H =HOo o Subnz:.t;nn:18+Iogz(16384/256):24 | \I' _I/ | -\[ i I
’ _E_ 18 /18, :_E_ ZE /18’ 190.10064.0;‘25|_|_' 190.100.127.128/25

I 32 /19

Group 3

Customer 001 Customer 064 Customer 001 Customer 128
190.100.0.1/24 190.100.0.254/24 190.100.0.1/24 190.100.0.254/24 190.100.128.62/26 190.100.153.1923/28 100.100.159.254/26

Group 1

‘©
G

= % Group: n =19 M
Subnet: n = 18 + log,(16384/256) = 24 | ~ lI/ | | \r _/l | Subnet: n = 19 + log,(8192/256) = 26 N s/
190.100.0.0/24 190.100.63.0/24
190.100.128.0/26 190.100.159.192/28

4
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IPv4 324

*E E A E(Bootstrap)

AMARIOIL L ETF HERT 0 XS HAL|0{ 2AR X7|5t6tT Sl AF
*DHCP(Dynamic Host Configuration Protocol)

71717t HESIZ A2 2 M, IP &4, ME 0tAF, 7|2 HOIE 0|, DNS FAE
ANSoZE gEH FE ZEE

P

ol

rr
»

g=2 =4 =52 9lstof ofofE F4

= 09! =4(0.0.0.0/32)

Pv4 TAE D2 SAEO||IPv4 THZ! A A AIR

HE A EZ(Bootstrap)0i| AFHR

Source: 0.0.0.0
Destination: 255.255.255.255

- Ahelell
. Yptxio=z
Network
address? Q)
5

S

Host

221.45.71.140/24

>| Packet

DHCP
server

TCP/IP ZEE =

Jinwoo Seo, Protocol Engineering Lab.
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IPv4 324

. E4 B8
- BF (2/4)
« IE 12 A AEHE EREEI|AE F=4(255.255.255.255/32)

. UEST Lio| T2 BE SAESOIH HAIRIE & 0 A
. HRCIHARIS 22 UEIZ BE5HY| QI3 BHRE(Q ST FA R

Network

221.45.71.64/24 221.45.71.126/24

_|Destination IP address:
255.255.255.255

221.45.71.178/24

O

221.45.71.20/24

Router blocks
the packet
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IPv4 324

=E A X
* =T T —JIK—
E A H
* =T E%
« ST (3/4)
e S A (127.0.0.0/32)
« AFE AKX AiE-?—lo'l AR A
e SHE FTAE MBSt IZIo AFH LR R MEsIX| D Z2EZE
AIZE 4|01§ Tt HFSF
e IPv4 AZEQ|oqo| TiZ! HAF x{2| o{&8 =rOl
- S AFE L] EEI0|HER} M ZEAMA ZF HA|IX] & &2

Process 1

Process 2

N

Application layer

Transport layer

Network layer

Destination address: 127.x.y.z

TCP/IP ZEE =

Jinwoo Seo, Protocol Engineering Lab.
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IPv4 324

AN *NAT (Network Address Translation)

I -1 StLEo| QI IP FAE AFE3SH04 04 7He| AHM IP FAE CIEY| d8E = UL S
=
=

HFEe 7=,

AN

T =

- M BEE ?lsto Y

o M HEXIZ0M 2AEX]| O

- E2IE HES3 == NAT (Network Address Translation) O| &8+ AFA
HE®{Z 2| QIEA ¢dAst= Ol AL

m Number of addresses m Number of addresses

10.0.0.0/8 16,777,216 192.168.0.0/16 65,536

172.16.0.0/12 1,047,584 169.254.0.0/16 65,536
« 10.0.0.0/8: B} E E7tsE AHM IP, CHTF 2 Z &0 M AFS
+ 172.16.0.0/12: 2t =7t A IP S 72 M ALE
- 192.168.0.0/16: 2t & =27t5%t AHE IP &A1 2/7HE & HER IO ALE
e 169.254.0.0/16: 22 2Z 213 LI MBt EAl 756t 2R E 27}, DHCP MH

ERE FAE UAS M ZAET AAS2E XH7| AAA 2ot LA FA
« HE|FHAE T25(224.0.0.0/4)

. HEPHAE EAIS Qsto] ofotEl B

TCP/IIP Z2EZ Jinwoo Seo, Protocol Engineering Lab. 89



- E50] ’:ar“ M EHm FAMEA(SUfix)E 25 022 MdH)
| U= TAEE Holste WOl ot HELR{A RHAE He

e RIMHBLCIHAE A

o MEASUfix)7I 2R 12 MHEIES = 7
« BIREQ EH HEXT LK Exﬂ géé Hab H
o IPv4 T{ZI0M SR FARO AL 7S

Network: 221.45.71.0/24
221.45.71.64/24 221.45.71.126/24

S,
221.45.71.20/24 \

<

_I
\u rlIIII
E
Ral
1o
-
>

OP
oh
N
-0
ol
>

).

Prefix Suffix
Specific All1s

[ Destination IP address:
EEE 221.45.71.255
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IPv4 324

* NAT (Network Address Translation) (1/6)

. ol
. sHLEo| BOI P FAE AFRS
QlE{Lio] ¢iZE & U= 5
172.18.3.1

172.18.3.20

i~y

200.24.5.8

Internet

NAT

router

*Z QI |P (Public IP)

QE{HoM Xz AFEElE T MA - &

Site Using private addresses

7T
*AbA IP (Pirvate IP)

LHE HEIMHEF ASEE F4(2IF 2
M S&l =71h).

oI

TCP/IP ZEE =
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IPv4 324

* NAT (Network Address Translation) (2/6)

. EXI

(-]
. T HE
e QIEE MEL|DX S BE
IHZIo| EAMX| FTAE MAE T4

172.18.3.1

172.18.3.2

172.18.3.20

@@@?

@?

Source: 200.24.5.8

»

Internet

Destination: 172.18.3.1

Site Using private addresses

Destination: 200.24.5.8

TCP/IP ZEE =
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IPv4 324

* NAT (Network Address Translation) (3/6)

. 2 Efo|g
+ %9
« CIEHHICZE R E0{2 = IZIo| SEMX| FTAE AEHFIT| Y 6H
NAT 2t<*E{7} 7} x| Q= El[O|&

- ER
e StLIC|IP FAE AL

e IP F4& E(Pool)E AFE
¢+ IP FAQHZE HE ALE
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IPv4 324

* NAT (Network Address Translation) (4/6)
« H42F E[O[Z (1/3)

—_— —
* Ol- L—l- .9' I P $_ _/|\_ = Al‘ % Private network
° 755' _Q_l _[ S:172.18.3.1 [e 9—} S: 200.24.5.8
= = D: 25.8.2.10 D: 25.8.2.10
b O:IE-I;_?_I_AE%O| OI-LI--O—l _g_ol—l IP% DATA » DATA »
AMESHE H A
« E K|
-1 O
LS e IS K FAE ¢ gL
Mol el F4A2 HE T
1 H | O L _I_—L;E —_ 172.1.8.3-1 T I?ol:‘wmketab\eenh’y
* % x_1 X| $¢E OEI'7}.I| E-” O | % O-Il * o Change source address
7 |A§'| 8H A-I’ % L__'=|I- gH %\ngl %/I: %I:II: [H O-I i e’ T g zze::;:::maﬁun address
— A =
AI- = —?——EE = E:IE xl ?‘ = Private network
o 040 A S AETI EXISHE AlZt
j;l.Ol% _'|:__|—l 7EI-% _c_">_0|_| _7|<__/|\_ 17H§ -CT'>—_|C.|>_ S: 172.18.3.1 S:200.24.5.8
D: 258210 | D: 25.8.2.10
¢ §>I- xl:-II « DATA « DATA
« TLXEILEE
. CHY
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IPv4 324

* NAT (Network Address Translation) (5/6)

- H2F E|O|= (2/3)
* IP =24 Z(Pool) AHE
- 9

« 3QIIP17H CHAl oded 7H(E)E Foi AE 3}

HF
11 o
_IE

e Ab

rr

1=

1z
ok

AE7H QIR E Lt m, Z20iA Hlof Ri= Sl IP 17HE Hi'8
Hi S 2 S F4 174" =& o] A4 1712 HE

+
: QL IP7t 47§, MZ2 CHE AtM S AE Z|CH 4CH77HK| S Alod] 2R S 2
IPE Hi'd®or S4 7ts

FAHY e "AFE S AE 1CHBE S Al 7Hs" A a4
- S QY SHMIIRE= E ZV|UFUMEF SA 4 Jts
M E 1CHol 2|8 MH|A 27l(e.g., HTTP-TELNET) SA| M& 27}

E 2019| 3¢ 2|7 AMH|A(e.g., HTTP) SA| M5 27t

TCP/IP ZEE =
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IPv4 324

* NAT (Network Address Translation) (6/6)

« 12t H| 0| = (3/3)
P FAQ ZE S A
. &l

- 32 IPH| ZE HE )X
7t Choict S412 T E st

0l

St =
=
= HFAI
—

O

(HAMX| FNEZE SMI| FLHEZE, HE AS

FALAE 04 H QIF MH =233 7k CioiCH Sl 7ts
« O|™ = Ao B 25 sljA

- YAl ZE FA(Ephemeral Port)2| 1R 4(Uniqueness) 2%

Private Address | Private Port | External Address External Port Transport Protocol

172.18.31.1 1400 25.8.3.2
172.18.31.2 1400 25.8.3.2 80 TCP

K| 2Estod AId SAE OB CH o Q|8 My =2 =Y
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Thanks!

M Tl 2 (jinwoo@pel.sejong.ac.kr)
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