2026/09/15, 2026 U E (3 Z7|x= AlO|Lt

TCP/IP = E =

- 8% ARP, 9% ICMPv4, 10 ZHHYIP -
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MSOhefw T2 EESST A
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e

* ARP(Address Resolution Protocol)
* ICMPVv4(Internet Control Message Protocol Version 4)
- P HIY IP(Mobile IP)
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e

* ARP(Address Resolution Protocol)
* ICMPVv4(Internet Control Message Protocol Version 4)
- P HIY IP(Mobile IP)
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[ —
o ? H Al x- | O' = ARP_Cache_Control_Module ()
{
PS K-l O Sleep until the periodic timer matures.
o — Repeat for every entry in the cache table
Hol S {
¢ 9HA| E-” OlE—Q—l %l‘% AOI- EH9|' if (the state is FREE) {
o= © T =| — — Continue.
T = A|7|_I-E tl-Elol': EE } // end if
if (the state is PENDING) {
i % x—||- J_—,l- xO-I Increment the value of attempts by 1.
if (attempts greater than maximum) {
_7|S7| E|.O||:|.|7|. D}EEE H 7|.x| EH7| =) _?_ ghanget};IestatetoFRgE.
= - = t t .
WA Elolg ol RE BRE 2k EHE =0l ifendit T
AEf7 FREEO|Td EHHEO| X 2| Q0| CI=2 &= =2 else {
LA O'I I} Send and ARP request
H>¥1: _ } //end else
ArEH7F PENDINGO|™H AT ?—J*(Attempts)% continue.
§7_|'A|_9|_T'_, il EH :j.\l#%_ L I-%l-l':l—:' EH% FREE= 3f/({}(i<relstlate is RESOLVED){
H4Z38F = SliE FE AMN|Er Decrement the value of time-out.
PENDING &0l 2IcH AIS 5148 £T51 %] e les ol
Ecl,' %I[g 04 ARP _.?_’_éj ; El‘ A| 'l ) ?:.I' Destroy the corresponding queue.
SEf7 RESOLVEDO|':'._‘| E} /02 (Time-out) & et
7|-/\A|9|—_,|— Ol 0 Olél'jl' E|DI_=| )CK;EH% FREE= } //end repeat
I:|=| 74 Ol'_T'_ OH IZI- ﬁ. g AI-X." St Return.
} // end module

TCP/IP ZEE =

Minsik Kim, Protocol Engineering Lab.




o
- 0I5 &2 TxI7h 2A] HGE 7| x| = O|Lt HIE 2504 A
CHE Z|X[=0lLt l:IIE—?—J:I oiZe ol o
. EX|
— O

- 0|5 50l S4l ¢d40]| %|CHet RXIEES &

- ME2 HESIZ 0|S5tH 2|F 0f0|MES} ofEF =4
(care-of address)7} HHZEE £ QS

- MER2 x| HEE & ol 0|™ME| CtA| SE35lof

o 2 D0 A R[40|Lt L A[ZQ] TiZ **'Ol Feligr = QUE

+ S5

@ i (Hard Handoff)
« AL E BHE @ I (Soft Handoff)

TCP/IIP Z2EZ Minsik Kim, Protocol Engineering Lab. 5



H ==
1O

» SHE @ I (HandOff)
- 5t = PE 2 Z (Hard Handoff)

c7|E Hg Be F MES 97 dYs
. LTE'5G Z+2 OIS EAl0|Lt YEFEI0I Wi-Fj 2
INE=R=

» TXR7F EreotX|EF TE =7t B2 sS4l SHo| 44

= HFAI
- O /i
O

20| M E73]

LS
« MEZ0I CDMA H|¥ O|SEAIM CHEXCE AR E
FX|8F 042 7|X|=2F S Ao 232 5H ok

p 1N

TCP/IIP Z2EZ Minsik Kim, Protocol Engineering Lab. 6
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* ARP(Address Resolution Protocol)
* ICMPVv4(Internet Control Message Protocol Version 4)
- P HIY IP(Mobile IP)

TCP/IIP Z2EZ Minsik Kim, Protocol Engineering Lab. 7



ARP

% *NIC(Network Interface Card):

< HESZ0| et & UTS 328
= A _ Eaiet mx| LR & Ol5o| TAF &x
« =2| &4 (Logical Address)
- HE R ASM &[] EUX| SHX|E 4
= 2157 QI3 AFR St =4

[l
o]
-1
O
=Ll

« HERIE ¢ZE6I7| ol ABE[Es 2ZE ZEEEE2
'.'l:El x/\g '\E!_Q_E =13
* TCP/IPOIM =2 FAE IP =AE AFESHH, IPv4= 32H|E,
Pv6i= 128H[E 0| ZI0|S 7}A
« 2Z4 T4~ (Local Address)
» CllO|E{ 23 AS0M sUet 2Z2 HEXHF LS| ¥ XIE

A5t S45H7| 25 AP%&E SN
. StES0] Lol TEE 2 22| =AntD 22
. OIE-IL-*'OILP EEE'OI =c|FAE SAEL 2FEH Lo
MX|El NICo| E0{%Io 48H|E S| Z0O|E 7I&

TCP/IIP Z2EZ Minsik Kim, Protocol Engineering Lab. 8




ARP

ikl
0
T

e M2 CIE H S0 Mgékf
Protocol &=4)2F 24 FAM

=2l FA(P, Internet
2~ (MA e
FA)E 240104 &K E||0|51

C, Media Access Control
Mae JksstA 8| Q&

« ST
A% 848 (Static Mapping)
%K Hi=

& 242 (Dynamic Mapping)

-

L

TCP/IIP Z2EZ Minsik Kim, Protocol Engineering Lab.



*NIC(Network Interface Card):
HESFo| ALY = UCFE 3 2E

o X4% |:|=|§|- ZEe MR R = Q8o MAF & x|
O 1 e -
L BERI} £ FAG B2 FA0 T2 BAE et Eol
SE o] AHBEHE R4 piEt w4

- SHAIY
1. ZIAENICE HIE & (U1 AN Z M =2 =& 47 =
2 IEISC_:EITaIKQP ¢ 2 LANOM=E HFE7F 74AE mOtct = 2| 271
e
3. 0| AREI= stLte| E22|H LIEXIMAM CHE LHERIE
Ols& + 1 olzer 8¢ =&l FaE HeHH &
- BHAE F5517| fI5H HX HE H|OIER2 FIIXMo 2 ALlz[o{ok 7

TCP/IIP Z2EZ Minsik Kim, Protocol Engineering Lab. 10



ARP

122 HET EciE gd

=
ARP FHA|0| HEIF Qi7HLF BFEE [ ARP RS HEEIFHAE

[¢)

F7AH|
1.

—

<

oA & K|
=2 HELHE AR

a
=2
o

XE
ARP

Minsik Kim, Protocol Engineering Lab. 11
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4 |
MAC =48 ZOotUE 4 H_% =EZ

+ IPv4 FAE MAC FAZ HE
st 24 HEF LM SE
PRES2 EHELIIAE WA ZE TS
PSES QHtroZ QLIFHAE HAloZ ME
PFAMCZE ZH HEHIM Z|2E MEE = 85
MX|IP 40| CHE5t= MAC A E =Qlst7| fI5H

= Minsik Kim, Protocol Engineering Lab. 12



- ARP7} AP &= B
1. €2 HEYIS OE ZAEE WIS T&E M
« 2XMX| ZAEQ|IP TAE EB| TA(MAC TA)E Higtst
2. CIE HERFIS ZAEE IiZ/E MEE M
- ctRY E|O|S0M X2 L8 & = C|EE 2tRE2|
IPF=4E 2| FLA(MAC F4)2 HErE
3. BtRE7ICIE HEKIZE MEe IZE FAINES I
- OtS = 2tREQ IP 48 ZE| TAMAC T2 Her s
4. 2tRE7I €2 HEXIS|ZAEE MES IfZlE
TR S [
» SMX| ZAEQ|IP FAE ZC FA(MAC F4)E HEE

TCP/IIP Z2EZ Minsik Kim, Protocol Engineering Lab. 13



ARP

R AR A

. StER0] & (Hardware Type)
- ARP7} k|7 Ri= HER3 82 Holst= 16HIE EE
+ e.g, O|HHAS| B2, 19| Z[= 7 &
I EZ {3 (Protocol Type)
T2 EZg MolstE 16H|E T
* e.g., IPv4 B, 0800, #S 7 &

Hardware Type Protocol Type
Hardware Protocol Operation
length length Request 1, Reply 2

Sender hardware address
(For example, 6 bytes for Ethernet)

Sender protocol address
(For example, 4 bytes for IP)

Target hardware address
(For example, 6 bytes for Ethernet)
(Itis not filled in a request)

Target protocol address
(For example, 4 bytes for IP)

TCP/IIP Z2EZ Minsik Kim, Protocol Engineering Lab. 14



ARP

=

AR A

. StE {04 Zol(Hardware Length)

- 22| £4 0| ZO|E HIO|E He|ZE Holst= 8H|IE EHE
. eg. Olciuel 72 60| 2t 7}l
c IZEZ 7EOI(ProtocoI Length)
- =2| £40| Z0|& HIO|E He|E Holst= 8H|IE EHE

- e.g., IPv4 B2, 49| gt 7HE

» &%{(Operation)

* _\T_HZJO| L %;I; g—glél'f ng J_EIE |

. ARP _9,_7"'(1 )J_ll' ARP o :I_(z)—ql length length Request 1, Reply 2
_'|:_ 7|.x| 3C=>| O| Xc;l O|E| 0-| 9 % (For oxorpio, & byt for Ethom)
Sender protocol address

(For example, 4 bytes for IP)

Target hardware address
(For example, 6 bytes for Ethernet)
(It is not filled in a request)

Target protocol address
(For example, 4 bytes for IP)

15
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ARP

AN
o BFAX| 3HES01 4 (Sender Hardware Address)
- SAIXtS| 22| FAE LIEHL = 7t Zolel 2=
g

1
>
>
Kl
1
.ITI
112l
I3 0

, O|He| B2, 6HIO|EC| 2 7|E 7HE
Z2~(Sender Protocol Address) 2=

+ SAIRLY £ FAE LIEHHE 7H# Zolo e
- eg., IPEZEEZO| A 2 4H0|EQ 37|18 7IF

Hardware Type

Protocol Type

Hardware Protocol
length length

Operation
Request 1, Reply 2

Sender hardware addres

S
(For example, 6 bytes for Ethernet)

Sender protocol address

(For example, 4 bytes for IP)

Target hardware address

(Itis not filled in a request)

(For example, 6 bytes for Ethernet)

Target protocol address

(For example, 4 bytes for IP)

TCP/IP ZEE =

Minsik Kim, Protocol Engineering Lab.
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ARP

. E}Z) =04 FA(Target Hardware Address)
e E}ZI0| 22| TAE LIEFYE= 7HHd Zo|o| = E
e

ol e & 7='° , 6HIO|E 2| 3 7|E 7I&
e.g., ARP 27 Dﬂ)\lxlol a2, Stlxte EfAle| EE| FAE
%*Xl StE 2 02| ¢4t 7tH
« E}Zl L2 EZ FA(Target Protocol Address)
- EtZl9| =2| FAE LIEtE 71 Zole| HE

o = |
. IPv4o| 3L 4HIO|EQ| 3 7|E 7
e . g .y V = =l Hardware Type Protocol Type
Hardware Protocol Operation
length length Request 1, Reply 2

Sender hardware address
(For example, 6 bytes for Ethernet)

Sender protocol address
(For example, 4 bytes for IP)

Target hardware address
(For example, 6 bytes for Ethernet)
(It is not filled in a request)

Target protocol address
(For example, 4 bytes for IP)

TCP/IIP Z2EZ Minsik Kim, Protocol Engineering Lab.
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SA MM _QF
1. SAMX=E AR IP FAE 1 QUZF
2. SMRE AKXl MAC =AE 2 olLl7| ¢8 ARP
LY HAIX|E MAE
. SAIRIO| 28| FAQ P FA, £AIKLO| IP FTAE R K|X|EH
ElZI0| EC| T4 ZEEE 092 AMAA
3. ARP 232 0| &3 HSoM Z8ee =2 =35 x|0q

HECIHAER MEE

TCP/IP ZEE =

L—
_I—A:

a. ARP request is broadcast

IVITTTSITY

Kim, Protocol Engineering Lab. 18



(-] -
SAF M - EE
4 SARFE HECHAEE ARP QA £ 4I5HT, QAT
P F=ATE RHAIS| IP A9 YURISHER| 2olg
Q o= &%= T ARP ™S 17|

O

o
OF> Of> Of> 4>
Mz 1z r=r>

n*
Pl
—-— Ol
Mr >

| | | |
(o] [l
~r

TCP/IIP ZE2EEE a. ARP reply is unicast Minsik Kim, Protocol Engineering Lab. 19



ARP

- T OE IS
1. A= SHX| IP =401 CHE 5= MAC =471 ARP
FHAlO U=X| & IE
2. QEII gio™M FHX| IP =48 E8el ARP RequestE
HZCI|AEE
3. sl IP F&8 7HE &A= AHUQI MAC 48 ARP

4. S SR &g SMKX| IP FAL MAC 42| CHS A
£ ARP 7 Al KA

'504 O|= O|O|E K*-’ﬁoﬂ AEF

=

LAN

System B S
(FK)
> @ ® @ ® «

ing for physical address of
with IP address @ coe @
3

a. ARP request is broadcast

System B
/ =

a. ARP reply is unicast

TCP/IP ZEE =

Minsik Kim, Protocol Engineering Lab. 20



otgiet &2 FAES 71T ZAE A% B7t QUCH Z2 o|EHY HEST 4o A= F ZAE 7Ho],
sAE AT} SAE BOIA TS 2 [ ARP 23T SE B2 Hoiel
—wa ] From AtoB >
¢ _'E_ O | ARP Request
_ 0x0001 0x0800
o Eég A 0x06 | 0x04 0x0001
. (IP Z=4A) 130.23.43.20 o
= 130.23.43.25 ~———————~- = 0x000000000000
« (MAC =24) B2:34:55:10:22:10 e
. SAEB
- = Z;edag‘g'g OXFFFFFFFFFFFF | 0xB23455102210 | 0x0806 28'3;;?63 CRC
. (IP =24)130.23.43.25
« (MAC +=2) A4:6E:F4:59:83:AB « From B1o A ,
ARP Reply
0x0001 0x0800
0x06 | 0x04 0x0001
System A System B OxA46EF45983AB
130.23.43.25 - ———————- P 0x82172B19
********* = 0xB23455102210
@ 130.23.43.20 / ! \ 130.23.43.20 @ a0  OxB2172B14
B2:34:55:10:22:10 A4:6F:F4:59:83:AB
Z;edag’,‘:"g 0xB23455102210 | OXA4GEF45983AB | 0x0806 |  Data CRC

TCP/IP ZEE =

Minsik Kim, Protocol Engineering Lab. 21




. TZ A| ARP (1/2)

« X O]
o —
- 2BV} CHE HIEH T = B XRIE Tidlstod ARP 27H0]
AtAIO| MAC a2 SE St YA
o =2 X4
-1 —1
. CIE HEQF0| SAEES 22 22 LEQA0) Y= LHT
OIA|517| 5104, ZAE O MBS HZIs}R| o1 SAIE &
QAIEE %l—jl _?_ %E Added subnetwork

141.23.56.21 141235622 141.23.56.23

The proxy ARP router replies
to any ARP request received
for destinations 141.23.56.21,
141.23.56.22, and 141.23.56.23.
________________________ /[ Request I \ \\
Router or host ; _2 Proxy ARP
rrrrrr

TCP/IIP Z2EZ Minsik Kim, Protocol Engineering Lab. 22




ARP

. ZTZ A| ARP (2/2)

« =XK1
O T

1. SAMR7CIE HESQTS SAEN CHEt ARP 23S

HEZ CINAESIHH T EA| ARP 2I2E{7} O|E £=AlE
2. TEA IARP CIREE CHA SAEE CHAISH0] KFAIQ|

MAC FAE ARP 8E0 =2 *Alxroﬂﬂl e
5

3. SLXTL MY MAC FAR IPIHZIE ™S
ARP 2t SE{7} AlA| Ex'lx| SAEZ D7l

Added subnetwork
Th e proxy ARP router replies
any ARP request received
for destinations 141.23.56.21,
141.23.56.22, and 141.23.56.23.

141.23.56.21 141.23.56.22 141.23.56.23

¢| Request I / \
Router or host Proxy ARP
router
"o

TCP/IIP Z2EZ Minsik Kim, Protocol Engineering Lab. 23



+ ATMARP (1/7)
- HO

« ATM HERF M FSHX[Q| IP FAE ATM TAE HEH5}0]
e pidE HESE

« O|HY! LANZ} ATM HWIE Q{3 H|w
 O|HY LAN
+ O|HY LANOMME ERZEFHAE HAOZ ARP M S S
EHA HEXFo| HMEF
- ATM HER3
« ATM HIESITO|M= ARP 932 HECI|AE HHAlo B ~MEtet &

giof T of =4 wiEt gralo| LR

TCP/IIP Z2EZ Minsik Kim, Protocol Engineering Lab. 24



ARP

+ ATMARP (2/7)

R EARE A
« StEQ0{ §&(Hardware Type) ZE
 EPEEOEER

« ATM HERIT 9| B2, 0013,.2] 42 7

CIZE

- IZEEE

= &S
E'ITCZ.O=|

O s
82 He

|5t= 16H|E ZE=

(Protocol Type) EE
|5t= 16HIE £

=

- |IPv4 Z2EZ 9| B2, 0800,.,2] gt

vy
=

Zic

7HE

Hardware Type

Protocol Type

Sender Hardware

Length

Reserve

ed

Operation

Sender Protocol

Length

Target Hardware
Length

e

Target Protocol

Length

Sender hardware address

(20 bytes)

Sender Protocol address

Target hardware address
(20 bytes)

Target protocol address

TCP/IP ZEE =

Minsik Kim, Protocol Engineering Lab. 25



ARP

+ ATMARP (3/7)

i LA A

& MR 5HE Q01 Z0l(Sender Hardware Length) EE
. S4Ixt0| 22 FA0| Z0|E HIO|E EHIE Molshe sHIE B

- ATM UIEQ3 Qo] BL, 202

e 7HE

Hardware Type

Protocol Type

SRR Reserved Operation
Length

Sender Protocol Target Hardware Reserved Target Protocol
Length Length Length

Sender hardware address
(20 bytes)

Sender Protocol address

Target hardware address
(20 bytes)

Target protocol address

TCP/IP ZEE =

Minsik Kim, Protocol Engineering Lab. 26



ARP

* ATMARP (4/7)

Request 1

° EHZ\I ?—5 Reply 2
¢ Ex"(Operation) "_EIE Inverse Request 8

e IjZl0| K32 MO|5l= 16H|E T Inverse Reply 9

- £t hel w80l ol NACK 1o

O
- SAX T2 EZ 40]|(Sender Protocol Length) 2=
. =g =<A<>| 210|E HIO|E 9|2 ROl sHIE T

° |PV4O| 7=|O O| =2 7|.XI
A = Hardware Type Protocol Type

SANEO? AEITEIER Reserved Operation
Length

Sender Protocol Target Hardware Reserved Target Protocol
Length Length Length

Sender hardware address
(20 bytes)

Sender Protocol address

Target hardware address
(20 bytes)

Target protocol address

TCP/IIP Z2EZ Minsik Kim, Protocol Engineering Lab.



ARP

« ATMARP (5/7)
R LA (A

- E}Z! StER0{ Z0|(Target Hardware
« =AKIO| 28| FAE HIOIE EHRE ™Mo |

O| StES 0 FAT} ERFF B0 = reserved EE7}

F40| Zolg TR 2sh ABH

|EQZ 0| AL, 209 22 7HE

-

_ength) 2=
Ste 8HIE &

=

A0 4

< 4>
= 2

>

T

Hardware Type

Protocol Type
SEDLET AR Reserved Operation
Length
Sender Protocol Target Hardware Reserved Target Protocol
Length Length Length

Sender hardware address
(20 bytes)

Sender Protocol address

Target hardware address
(20 bytes)

Target protocol address

TCP/IP ZEE =

Minsik Kim, Protocol Engineering Lab

. 28



ARP

+ ATMARP (6/7)

i LA A
&S MR SHES0{ F A (Sender Hardware Address) EE
. SAIRte| B2l FAE Holshs 7ht Zo| BE
- ATM HIEQ|3 9| Z<0i 20HI0|E Q| ZI0|E 7IE
« SAX T2 EZ FA(Sender Protocol Address) ZE
» SURS| ZE2EZ F4E HOlste JHH ZOo| EE
. IPv42| ZA<01 4HI0|E 2| ZO|E 7IH

Hardware Type Protocol Type

Sender Hardware

Length Reserved Operation

Sender Protocol Target Hardware Reserved Target Protocol
Length Length Length

Sender hardware address
(20 bytes)

Sender Protocol address

Target hardware address
(20 bytes)

Target protocol address

TCP/IIP Z2EZ Minsik Kim, Protocol Engineering Lab. 29



ARP

+ ATMARP (7/7)

R AR oA
 E}Z! StE0 A (Target Hardware Address) Z =
. SRt 22| FAE Holshe 7h# Zo| TE
- ATM U ER{3 0| Z<20{ 20HI0|E2| ZO|E 7IE
- 278 HA|IX|= H|o{ 1, SE I NACK HIA| X[ A &2 &
- E}Z T2 EZ FA(Target Protocol Address) EE

. $4IRo| =B FAE Holste
7 |_ HI_=| 7EI O | rél E Hardware Type Protocol Type
Sender Hardware .
@) = Reserved Operation
* IPV4'9| 7C=>| T O-Il 4 H |- O |E-O—| 7EI O |E 7 |- xml Sendl:e?r:frtorloool Target Hardware Reserved Target Protocol
Length Length Length

Sender hardware address
(20 bytes)

Sender Protocol address

Target hardware address
(20 bytes)

Target protocol address

TCP/IIP Z2EZ Minsik Kim, Protocol Engineering Lab. 30



ARP

- ATMARP

« S &I (1/6)
« PVC(Permanent Virtual Circuit) 212 (1/2)

. B0l

o EXl

« ATM HIE 230 A

o2 RK|5t04 A

o

« HEYI NMEA7F ZF AL |0 VPIIVCI I AIH &

= ==
T ©
=
—

_I
S35t

CF x4
[ e |

o474
- =

ALO
HFA

o

=

|01 714

2|ME ol2l

Iz

x4
o

(o]l

i

A

+ F EtRE ZF F4 HE ATMARP AMH7I EER
* Inverse Request®t Inverse Reply HA|X|E O|&3+04 IP 42 ATM = 2|

Aol CHE EHAHE

= Ad%A
= =2on

ol-

*VPI(Virtual Path Identifier):

ATM HE{I M 74 BEE AHS
flafl & sllcol 28 == AERE
*VCI (Virtual Channel Identifier)
ATM HIES{F0llM 74 MEE AlEst7|
flal A sllcol 28 El= AERE

t71

0|

TCP/IP ZEE =

Minsik Kim, Protocol Engineering Lab.
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ARP

- ATMARP

« S &I (2/6)
. PVC(Permanent Virtual Circuit) @12 (2/2)

. E}—?—E-I 1OI Inverse Request HIA|X| &
o SAMXIOIP FTALATM E8| A X
2. BFE 27} Inverse Reply HIA|X| T&
- SE CIREQIP FASATM EC| FA XF
3. FERHIFAOE HESE
- MCH EIREQ A2 PVC Al HEO| CHS #H E E|o|20 ME
4. IPOO|EHO™ ™M&
- EHO|E0MPVC HEE &0QI5t 1 C|O|E{aZE ATM A2 &3515t0 S

Two routers connected through PVC

@ iy y

TCP/IIP Z2EZ 52 .+ Kim, Protocol Engineering Lab. 32



ARP

- ATMARP

« S &I (3/6)
« SVC(Switched Virtual Circuit) @12 (1/4)

o x-lo|

* ATM HEXZM Stlo| Heg mottt & SEH Atojof MZ2 7Hy 3|

2 ME{5t= 0473 Hf Al

« E K
-1 O
« 34 FEIRE7F SMX| S EIREQ ATM 22| FAE 2dolof HAA MH s
+ Z} EPElE ATMARP 22I0|MEZ SX 35t B AFEIS ATMARP AMHHZ S5
« ATMARP MHE{E S35 IP A0 CE5t= ATM 2| A &0l

TCP/IIP Z2EZ Minsik Kim, Protocol Engineering Lab. 33



ARP

- ATMARP

« St (4/6)
+ SVC(Switched Virtual Circuit) 422 (2/4)

S —
C ZAHE S5 I

1. MZEL 2IE{7F ATMARP A2t 44

« ATM HIE Q|3 0] &3 EFRE{7F ATMARP M9} 7HA 3|42 MEd%t
2. ATMARP MBE{7} Inverse Request HA|X| &

« M2 AZE EIREQ IP FAA ATM 2| FAE Y
3. EIE{7} Inverse Reply HIAIX| T&

« KtAlolIP FAL ATM 22| FLE HIAIX|O Bot AME{o]
4. ATMARP MH{7}I A OI1Z ME 52

« e IP =40 ATM 2| FA0| LIS #HIE ATMARP EO|S 0| MEE

ATMARP

Ctst
==

0lo

A newly connected

nsik Kim, Protocol Engineering Lab. 34
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ARP
® AT MAR P *NACK(Negative Acknowledgmi

nt): o m' | . o
e uEE x| 2 ede nyxoe | & Cxf ifxp &
= x} = xl2lg + gige Yalt £ 8F HAIX s
« 2 (5/6) | ——
« SVC(Switched Virtual Circuit) 212 (3/4) s

o =4 Bl
1. ATMARP M2} 472
. ubE{o 2 7t BFRE|Q ATMARP AH ALO[ol= PVCT} DIE| MAE

Ad
=0 d
« PVC7} Qi@ MHO| E2| F4F 0|&5H0{ ATMARP HIA|IX| mEtE
SVCE YHAIZ UdEH

2. 3HMX| & CIREQ S22 F4 &0l
- S4l & EIRE7I SHMX] & 2tREHQ IP A E B2 ATMARP Request

E Mo H&E

« MH{7} ATMARP E|O|E20IMH SHE IP TAE ZJME

- FLE3om ATMARP Reply2 B2 F48 SHatD, x| 2o
ATMARP NACKE T4 #

« NACKE &2 2% siid IP o[ Z1™2 H 7|

TCP/IIP Z2EZ Minsik Kim, Protocol Engineering Lab. 35



ARP

 ATMARP
- 5%t (6/6)

SVC(Switched Virtual Circuit) 214 (4/4)
. T4 EQl Iy
3. SVC AH

o

1 SMX| & 2tRE2 SVC

;

S4&l & etRE7 Eele =22l FAF 0|86

MZRI12 O X{StH
=2o=E Lon

ATM I:IIE-?—JEJP % +$E49 23| ZAE 0|85104 7HA 3|ME MAIE
e HE XHLo| Ho|Eo| SEF
“’“EI SVC= —’Ml é CIRE7F ¢4 SN E 2 HE WX {XIE

(1 Request
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ARP

« ATMARP
- =2 IP MEYI(LIS, Logical IP Subnet)

- 59

=
* =

StLIC| ATM U ERTE EC|MoE EE|5HK]
IP MEUICZ =2|Mo 2 28 U EXT

L
S8t LIS 7holl= &7t IP 2t E g0l &Y S

ME CIE H|l= 5 0 ]
12 CHE LIS Ztoll= & LISof e ® ®

D E GIZE BH2EE BR

F 3 x| R — am [ L E
Zt LISOtCt 9= 9| ATMARP AMb{ 22 ® <JL l/lﬁ IIIII ®
B B &

TCP/IP ZEE =
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ARP

« ARP IHZ|X|
.« &9

- IP FA40l| CHSstE S22 F4AE Felst T, IP miZ!S H|0|E
23 HSo 2 MY 57| IFt ARP #{E| AZEQ0{ ZE &
° __I.LA-| QN

. 7HA| E|O|=(Cache Table) r2= 7
T (Queues) ST
. -’%E—’I 2 = (Output Module) 7, o T
. 2123 IS (Input Module) | i [ et
° ;HAl K‘”O'l E"% Input module
(Cache-Control Module) D?geupkzlj _‘J T Mlm - ==

APR pac with resolved
I | with resolved request
(reque t) (reque p V) (rep y) hardware address {request) d

hardware address
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ARP
« ARP I 7|X| - 24 (1/6)
- 7 A| El|O|&(Cache Table)

e« A O
o_—
- ARPE Sl &0lstIP A2 EC| FA0| S #HE U™ AlZH
MESHE H|O|E
« E K|
=1 O
- S FSMI|ZE IS B [ HEE FTAE HAIEZ 5104
HIEX0| ARP =& BIX|
e 0] 7o =02 FHEI HHYE FWEHE T3
o ME 27H0| MIgtE|o] Qo A MEE QPP Ao 2 HEsHK| o2
« 2 =20| X 2| 4EfE FREE, PENDING, RESOLVEDEZ #&
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ARP

- ARP TH7|X| - AL A (2/6)

« 7 A| E|O|E(Cache Table)

AEE|O] YEIE HOoiF

State - FREE: AEZ|o| =H0| = xRS S ol0lstn, OHE AEEIE 2lstod AEE = /UF
« PENDING: ARP 232 EfoLt 8E2 7ICt2l= A El
« RESOLVED: IP 40| Ci85t= 2| T4 & elo| 22 El AEl
Hardware Type ARP7I +dE|T = HEXHI S RS Hold (ARP I{Z!0| Mo tEH 0] R Z3)
Protocol Type Z2EZS Hof
Hardware Length Ec| F40| ZO|E HIO|E B2 HolF
Protocol Length =2| £A0| ZO|E HIO|E BH2|Z HolFt
Interface Number Cto| QIE{HO|AE 7HEl SAEON|AM, ZF HES|T QIEHO[AE AlHEE HEE EoiF
Queue Number 22 SHX|IP FAE MESE HIES Dot FE Al et HEE E0iF
Attempts e AEZ|of CH3H ARP LEE2 TEE S8 HoiE
Time-Out e AEE[S TTLES ZEHRIE BHAEr 22 E0iE
Hardware Address SHMX| stER0{e] FAE H0iE ARP 8H S Sdll T4 #2to| O|Fo{X|Z7| 7 X[ Hlo{ UZ
Protocol Address SHMX|IP FAE HoiE
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ARP
- ARP I 7| K| - FAIR A (3/6)

« ARP7} StEH O] FTAE 7| ™ IP OB 0| HE L=
ANAELE

« ot FMX|G LM S X[E

- E D E2 SHALIX| &f2 IHZlZ SliE 7o EH

- 2 RE2 FOoM miZl2 HEE 2| AL 0] 71K2t
COIE| 23 AlSe 2 MEE
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ARP
- M4 (4/6)

IP H|S0{|A{ &t

 m—
EY ST PIX

—l

RP FHAlof A Eelstm,

. S5 I

ARP_Output_Module ()
{ . e 1. IPASSERE P IHZ!0| =412 W7t K|
Sleep until an IP packet is received from IP software. -
Check cache table for an entry corresponding to the destination of IP packet. L__H 7 | %I-
if (entry is found) { MiEAd! Ood = X4 = A =lCF=L
if (the state is RESOLVED) { 2. 'U'H Ol IE' |—:| — Xl IP T—'—O-" OH o OI- —
Extract the value of the hardware address from the entry. 9H Al =13 % g %Il' Ol_l l%=||'
Send the packet and the hardware address to data link layer. AF =| = A=
Return 3. 7HAl &EH7F RESOLVEDO|H 2| T—I—E
)} //endif k=13 2| =0
i (the state is PENDING) { I RiSf /T 27 ClolE] 23 As o
Enqueue the packet to the corresponding queue. XI_-| L_él' céll'
Return -
) J/endif 4. WAl 4EH7} PENDINGO|™ IHZI S i
} //end if = % Xl';l-
if(entry is not found) { = 1 A I —gl ﬁ' O'" X'I =
g;:zi z ;ii}:lientry with state set to PENDING and ATTEMPTS set to 1. 5 ;H Al St 20 | El)/-&l o I:|=| PENDING H_gl %l' %_ﬂl.
Enqueue the packet. %‘% éﬁg‘ OI'_I_ -U-I'l7Ic> ‘|§3|-°|_ —?— ARP _.?_’g%
Send and ARP request. o P
Return (DL o =
} //end if
} //end module

TCP/IP ZEE =
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« ARP Il 7| K| -

—
QE R E

. B0|
. 0|0
FHA

C S5 I

AR

A (5/6)

ARP_Input_Module ()
{
Sleep until an ARP packet (request or reply) arrives.
Check the cache table to find the corresponding entry.
if (found) {
Update the entry.
if(the state is PENDING) {
While (the queue is not empty) {
Dequeue one packet.
Send the packet and the hardware address.
}//end if
} //endif
}//endif
if (not found) {
Create and entry.
Add the entry to the table.

if (the packet is a request)

{
Send an ARP reply.
} //end if
Return
} //end module

H
TN

ARP 28 E= SH mZlo| = 4IE W7t K|
CHZ |8

i EALe) **'Eld WAl ElO|Z M S &=
Ol EXist=X| &

HA| =0 tXH P_ g=s &5t
& E{7F PENDINGO|TH
THUl =2 =49 574 ©
FHAl &= 0| ERH5HK] OF
45104 7 Al Efl ol ol —’.S7+
4= 1{Z/0| ARP & 0o|H
A

-

0o ok

Al

|_

P
—-O

TCP/IP ZEE =
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ARP

X| - A2 A (6/6)

[ —
1 ? H Al x‘ | O' -'é- ARP_Cache_Control_Module ()
{
° x'l (@) Sleep until the periodic timer matures.
o — Repeat for every entry in the cache table
=i S {
¢ 9HA| E-” OlE_Q—l %I-g Aol- EH9|' if (the state is FREE) {
oS Aljl.g J_ll' El;l_i EE— Continue.
TT = = = or— = }// endif
if (the state is PENDING) {
® % x—ll- J_—,l' xO-I Increment the value of attempts by 1.
if (attempts greater than maximum) {
= O =] S g Change the state to FREE.
T/ | El- Ol II:I=|-| 7|- '—I-E f IIH il- x}'\ I:H / | e - Destroy the corresponding queue.
FHA| EO|22| B E %"EE =MCOH2 —|°._|%" }1//e{ndif
Al 04 & o4 CIS 3= else
Lﬂ(E)ﬂzll: FREEOl = | -|E| Ol = e e= Send and ARP request
= = }//end else
&'E{7I PENDINGO|™ Al &= (Attempts)E y /Cejlrétigue-
15 7|‘*| 7|1, =c] - _’_E-T'—|'3|":'|_=| A& ElE FREEZ if (the state is RESOLVED) {
I|:|_=| 74 o|_|- = OH Ct ﬁ. = )LII'X-” Decrement the value of time-out.
PENDING El0f 2iC| Al 248 £33 e e
oloro M ARP &3S CIA| M&&t Destroy the corresponding queue.
&Ef7t RESOLVEDOID:' Ef2lo P%(Time -out)2 et
7"/\A|7|_T'_ Ol 0 O|3|'7|' E.l AI'EHS FREEZ } //end repeat
H4 74 |:|- 2 AFTIEF Return.
=| Ol'__'l_ OH % = X-” } // end module

TCP/IP ZEE =
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ARP

« ARP T{Z|X| (1/3)
. 0§ K] 8.2

ARPEH ZES2 IP HS2EEH SHMX| AT}
FHA| Ei|0|='9_| Z7| ZtOIELaHAI E|Oo|2 2| &

T

114.5.7.8921 IP CIO|[E{ O~ E == AIBHC.
st & 2H&stet.

HI: =
O AL

OII
ol

&

ol

- FHA| El|lO|E 2 HAIE E1}, T FAE £
RESOLVED AMEHE =xH&t

e SIEQ|0] T4 457342ACAE32E 7H{LHo{ TiZ!at O| TAE
G| O|Eq %'3 74|2§01| MErE

m Attempts Protocol Addr. Hardware Addr.

|'
A0
o

180.3.6.1 ACAE32457342
P 2 2 - 129.34.4.8
P 14 5 - 201.11.56.7
R 8 - 450 114.5.7.89 457342ACAE32
P 12 1 - 220.55.5.7
F
R 9 - 60 19.1.7.82 4573E3242ACA
P 18 3 - 188.11.8.71
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ARP

« ARP I{7|X| (2/3)

- 7ZHAl EIO|= S AAIEF 25, SXX| 471 SLE §=0|
EMEHK| 2
- ZE2 M ES2 Elo|2 £7t5t 1, ST BF 2| 4EfE PENDING
o= MHE AL IS 12 4y
- E-;—g TE M2 grsof Wzlg s 7ol Y2 ARP 2¥S ClOIE 83

m Attempts Protocol Addr. Hardware Addr. m Attempts Protocol Addr. Hardware Addr.

180.3.6.1 ACAE32457342 180.3.6.1 ACAE32457342
P 2 2 - 129.34.4.8 P 2 2 - 129.34.4.8
P 14 5 - 201.11.56.7 P 14 5 - 201.11.56.7
R 8 - 450 114.5.7.89 457342ACAE32 R 8 - 450 114.5.7.89 457342ACAE32
P 12 1 - 220.55.5.7 P 12 1 220.55.5.7
F P 23 1 - 116.1.7.22
R 9 - 60 19.1.7.82 4573E3242ACA R 9 - 60 19.1.7.82 4573E3242ACA
P 18 3 - 188.11.8.71 P 18 3 - 188.11.8.71
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ARP

- ARP I 7| X]| (3/3)

15% £ ARP T DES Bl Z2EZ(IP)F A 188.11.8.712 7+ ARP I{Z!2 fAIBtCH s A%
of Cistod S&FE =49stet.

- JHA| EHO|E S AALEF 21, sl =4S 7|2 JISE H¢
St A ol
= T AAR
- RE2 ELZ St =0 T4 E34573242ACAE A &
- D=2 7180 ™Zstod i 7 HolMH 7| S ZE HAE

A;
CllOJE 23 AISS R StL MEd
N 0 T T S Y T K I T T

900 180.3.6.1 ACAE32457342 180.3.6.1 ACAE32457342
P 2 2 - 129.34.4.8 P 2 2 - 129.34.4.8
P 14 5 - 201.11.56.7 P 14 5 - 201.11.56.7
R 8 - 450 114.5.7.89 457342ACAE32 R 8 - 450 114.5.7.89 457342ACAE32
—_—
P 12 1 - 220.55.5.7 P 12 1 - 220.55.5.7
P 23 1 - 116.1.7.22 F 23 1 - 116.1.7.22
R 9 - 60 19.1.7.82 4573E3242ACA R 9 - 60 19.1.7.82 4573E3242ACA
P 18 3 - 188.11.8.71 P 18 3 - 188.11.8.71 E34573242ACA
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= 5}

 H=
e

* ARP(Address Resolution Protocol)
* ICMPVv4(Internet Control Message Protocol Version 4)
- P HIY IP(Mobile IP)
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ICMPVv4

.719,_

e IPvd= =M 2 ME(B
x4

t-effort Delivery) &4l 2

L7 HROo|L HERZ ¢Elof

D
19

-— E o_
CHet ml= 4 7|5 0| £

O
<
U
=]
q)]
-
>
' @
O
@)
>
o o
<
(q))
(dp]
(0p]
Q
(@)
(¢))
8y
o
@)
O
e}
rr
o
o
[k
Ell
Pl
1A
10

B2tsto| 25 SEE
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ICMPVv4

« E K|
—1 O

» IPvASH B7H SEots LIEQT AS Z2ZEZ2
* ICMP HA|X|= IPv4 ZHZI Q| O|O|B{ ¥ Z=3|
(Encapsulation) |0 & &
- SiE IP IHZ SIS T2 EZ HE g[S 12 501 ICMP
HAIX|E LIEH

IGMP ICMP

HESID A P

ARP

ICMP

P P
header Data

rame Trailer
Data (if any)

=y
I
a3
Q
@ o
Ml
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ICMPVv4

« H|A|X| & Al(Message Format)

. HIAIX|= 8HIOIE 0| B9} 7+ Zo|o| ClOjE| &2 7IE

. BliCiol Yy HAlS

—

Jd = T
MESSE

HA|X| E2

CHEX|2F XF 4HIO|E=

» L}HX| 3l|H(Rest of the header)2t Cl|O|E{ ¥ 23(Data Section)

2 HAIX] FS0 e CHEA A8

8 HIE

—ple—

8 HE

8 HIE 8 HIE

—ple

Type

Code

Checksum

Rest of the header

Data section

TCP/IP ZEE =
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ICMPVv4

« HIAIX| & (Message Type)

 QF H 4_4_ HA|IX|= BFREL SAETHIP IHEIE AE|SHE
s xlOfL.t:Kﬂeafﬂilﬁ$

. 7SOI HA|R|= SAEL HEL3 2 2|R7} 2t RE{L} CIE
SAEZRHE EYM HEE EE3517| Hol AH2E

=R | 8¥ H A%

ML

3 SMx| =2 27t
. 4t K| 4K
QF B HA|X]
A7t AT
(Error-reporting messages) i |Zh 20t
12 mH7H % 27
0 INRSES
8/0 o3 9% /88t
13/ 14 EfQIABHE O/ SCt
Ho| HAlx| T
F=d / 251
(Query messages) e CHRE P8/ B
15/16 BER¥E/SHE
17/18 FA 023 2/ 8H
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ICMPVv4

- @5 E 1 HIAIX| (1/10)

. 7(-IO|
o —
FLEILE SXK| $AET} P 2 MEISHE THE0IM LA
EME z|= gaIX[of &2l= ICMP HIA|X]
« EX|
-1 O
dUE ORE SUA oL Hue o

| o w1 BIAIFIS) clole efelolle 987} s i

T 1 =]
HO|E{a = ol IP &l|lH2t Cl|O|E{2| %] 8HIO|E 7} L &HE
Received datagram
P 8 IP
header bytes data
}:gal\:ljzr helapder by?es ICMP packet
he!\Dder r:grj: heIaner by?es Sent IP datagram
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ICMPVv4
- 25 E 1 MAIX| (2/10)

S5

—
=
=™ X| =& =7} (Destination Unreachable)
gt AKX 24X (Source Quench)

» AlZF B1IKTime Exceeded)

» O§7HH= EX|(Parameter Problem)

» X X|&(Redirect)

= TN
oz

O 7

KHK|=4
e HxI=
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ICMPVv4

- @5 E 1 MIAIX| (3/10)
-

=k 2 7} (Destination Unreachable) M| A| K]

+ CFPE7}H|O|B1 13

= MEe +olam,
A

| SAE7}H|O|E{1 =t
2|5l MAT|= HIAIX]

o o

CHREE = Q7L

£ ghdixol gelz
o

« SMX|o| == sHX| T GO 2 HI[E

202 30|, Code 0~158 &3t |7 |& #5312l 0|7 = LtEH

g., Code 0: SMX| HELI 0| =Ee = Q5

« SMX| Y S7F HAIX|ZE & X| L UCD sHA C|o|E{ 12 O]
Se™HezE MEERICtE 2|0|= ot

Type: 3 Code: 0to 15 Checksum

Unused (All 0s)

Part of the received IP datagram including IP header
plus the first 8 bytes of datagram data
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ICMPVv4

2

3 ZETEE

4 DF ddo = QI Bz E7¢
5 X et = 2Tt

6 o E{X|X| ot 2 EXMX| HERZ
7 AEdX|X| f2 SHX| ZAE

EIRE7F SHX| HEX o CiEt HEE 7HK|1 K| &S

TCP/IP Z=2EF
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ICMPVv4

-
o

11 MH|A &

12 MH|A S340{ CHS

13
14
15

TCP/IP Z=2EF
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ICMPVv4

HIAIX] (6/10)

o BFAX| 24X|(Source Quench) HIA| K]
. Ho
. AR IEYT EXO R QIsH Hlo|E|{1o| HY|EIRS S
deln, S FSEE 0|25 2 st= HAK]
« E Kl
- O
. ET0| HAEIUSS SARA L2AFE Hr o HALISS 918
« SAIRHE 2AIX| AR HAIX|7H O] 04 2= AE|X| S W7} K|
M STEWE
 H|7|El OO stLtE stLto| & AIX| A HAIXIE HEH
- HEO| M& el F&0]| 8101 Code 22 08 AtS &
Type: 4 Code: 0 Checksum
Unused (All 0s)

Part of the received IP datagram including IP header
plus the first 8 bytes of datagram data

TCP/IP ZEE =
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ICMPVv4

- @5 E 1 HIAIX| (7/10)
- AlZt A1t (Time Exceeded) M| A|X|

- CllOo|E{2 22| TTL(Time To Live)O| 00| &|7{Lt, Hall &l AlZk Lo
D& HHHO| 2ot K| ghof C|o|EH = O] HZ7| RS2 S &IKtoiA
2 2|l= HAK]

« E K|
- O

« Code A2 E AlZF Autot Wil #9IE &8
 e.g., Code 0: TTL gt0| 00| E|oq Cl[o|E{a & 0| H7|=
 e.g., Code 1: EHH "= AlZtO| =TIHE

- QF 7} YME HO|E|O® E= CHHE m| 7|

« AlZh At HAIR|= E|E &S AKX H HEE

Type: 11 Code: 0 or 1 Checksum

Unused (All 0s)

Part of the received IP datagram including IP header
plus the first 8 bytes of datagram data
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ICMPVv4

- @F E 11 H|AIX] (8/10)
» Of7HEd4= EX|(Parameter Problem) HIA|X|

H
W—
. X40]
- CIO|E1 & slCio| Eof AR E[HLE B gt 20| AL, Rt
SM0| 78 &l 82 HEEI= HAK]

o sk

oz

o %Il
* Code 2/2Z O|O|E{a 0| I 7|El Mol FEH
« e.g.,, Code 0: 8l ZEo| 2F EF= E?.?J 2ol ERNE

« e.g., Code 1: 3l E=of & SM0| +2HF
e Code 09! Z2 Pointer Z!=7} 2|7} 28t H}O|E Q| &|%|E LIEFAH

o — AN o
- CIREH EE SHX| ZAEJ d8e = 3
Type: 12 Code: 0 or 1 Checksum
Pointer Unused (All Os)

Part of the received IP datagram including IP header
plus the first 8 bytes of datagram data
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ICMPVv4

- @F 2.1 HAIXK] (9/110)
« R X|&(Redirect) MIAIX]| (1/2)

o
. B0|
. 3AE7}COE IS MUK 22 B PEZ MEHE o
O &8t 2t 2B AR SHE = ARt A LIS HiAIR]
. S
. 3AE0| 22T Ho|2S AISHE O ALSH

. Code ZtS 2 MK CHAt S| ERE 728
» HIAIX|0 Of M{&8t BHRE{Q| IP FL7F ZEE

LAN
A

1 |IP packet
|
it RM +—»
i LAN B
R1 J\R;L ﬁ
IP packet IP packet |
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ICMPVv4

e | .|
. @2 &1 H|A|X] (10/10)
K| X|&(Redirect) HIA|X| (2/2)
R =
Type: 5 Code: 0to 3 Checksum
IP address of the target router
Part of the received IP datagram including IP header
plus the first 8 bytes of datagram data
0 HE3 F= Mx|IE SMX|HESIZE 7t7| et  MAer 2t RE7F ERfEf
1 SAE A2 MY S| BAEER 47| QIEt f M3 2H2E{7H EXE
o RIHE MHlA R8o2 SXx| UEIo] 7t7| I8t
Exd A 935 3t HELQIg A x4 o= ° - . =
2 =1 O A-“:II— oO‘" I:H Hl -IE- E xHXI E_I .|3I_ EI_ E'|7|' _E_xH?:!.
_ L, INES
3 Ed HulA R Oigt ZAE A2 MX[H

TCP/IP Z=2EF

El HH|A 802 SMX| ZAE 7H7| {Et
o A3 et RE{7F EXHE
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ICMPVv4

« ZIO| H|A[X] (1/5)

. %40
o —=
« SAEL} HERXT BEXIVCHE ZAE & BIREEFE
SN MEE UL} HIEST AEIE ZIE| SIsH AL= 5He
ICMP M| A|X]
. EXI
-1 O
» CHE & 23(Request)t SE(Reply)0| e 82 = SAH
« LE HAIXIE &2 S™HX| E= Yall&l FAlo| 8H
HAIX|E gheter
- HES|3 9| 2fE =l & Tt AFEH
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ICMPVv4

« HO|
+ £ 3AE EE 22E ZHol| P £F 2| S410]| 7Hs x| 201517 i3
FnEl= ZOo[ AKX
« E K|
-1 O
* PINGO|IM ZAE 9| = 7HsH(Reachability)2 AALE &= QS
c O QES U2 SAE T BIRE7I M SES 445104
B _/.\_A|x|.o-||7.|| |:||-2.|-o|'
o AlEdX}(Identifier) 2t =AM B35 (Sequence Number)E 0|83l 2H
HA[X[2L SHE SE HAIXIE CHEAIA = U=S
Type: 8 or 0 Code: 0 Checksum
Identifier Sequence number
Optional data
Sent by the request message; repeated by the reply message
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ICMPVv4

« EFRUAEHT 1t SENTimestamp Request and Reply)

+ &£ 3AE e BtRE ZHIP OO B9 = A|ZHRTT)E &§F

ot7| @&l Foet= Eo| HIA[K]
« EX|
- O

« Q™2 Type 13, SE2 Type 14, Codee 02 AIEE
. El.OI/\EH_u_ Zr2 o|28 ML A|ZtD &2 A|ZFS HAHE = Qo
Zdof ek F = Jc*7<|°| A|74| S7|gtol = P%%* = AUAS
. O}rgm}al / Receive / Transmit Timestamp2| 37 E}UARIE ZIEE
AMEE
« Z EIYABRNI = 32H|EO|H, UTC AEFRE{ Zutet A
(ms) EF {2 LEEFEH | weeror Gode: 0 Checksum

Identifier Sequence number

7te Yalx

Original timestamp

Receive timestamp
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ICMPVv4

. Elo| Bl AIX| (4/5)

« EfQIAER
HIAIX] (2/3)
o |4 BFES

« A AIZH= Al EFQUAENT _ O F|K|d E}QUAERT

1=
0
o
Aicl]
0|0
Il
=
3
(¢))
7]
Q
3
§®)
Py
(¢))
i ®)
C
(¢))
.(9.-
Q
D)
Q.
Py
(¢))
°
=<

O T L — O L L
. 04Xl 9.1
E}Q| ABHT O] QAT ST HA|X|E S5l CH2TH 22 MEES MoIS [, = AlZHS F&HAIQ
. 2lg} EFYAEHT O| 7t 46 e B} QA BT O] Z):59
£ Al E}Q| ABHT Of Z} 60 oz T& AlZE 67

o SAAZH=FAEIUART _ QP |X|D E}QUABRET = 59 — 46 = 13ms
o £AIAIZH=THZ10| SO} A|Zt - ML EFQUABT — 67 — 60 = 7ms
o FIFA|ZF=SLAlZt+ =8 AlZH= 13+ 7 = 20ms
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ICMPVv4

- ZIo| M| A|X]| (5/5)
« EFQUABHT O™t EHTimestamp Request and Reply)

HIAIX] (3/3)
o 744 HiEd
o AZH &= EIQUART _ (M EFRJUARIE ZlE | T AlZH 7 Zh
« HE AlZt=3= AlZt/2

. 04X 9.2
E}Q| ABHZO| Q&1 SE HAIXKIE S5 Ct2D 22 MEE U2 O, = AlZHS F5HAIR
2ol EFUAEHTT O] ZF: 46 ME Ef I AEHTT O] Zf: 59
£ Al E}Q| ABHE O] Z}: 60 oz T&F A2t 67
10ms

= 60- (46 + 10) = 4ms
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ICMPVv4

- X3 (1/2)
« 9|
« ICMP HIAIR|C| S & O{F & =l
ST A8 EE
o HlAF 1A
1 E_A-l EI:E 0o = IIII_I-E'f:I
2. &2} d|o|E{od| CHEH 16HIE T©HR|o| &
3. &ol19 E+E (5104 xﬂa“a T8
4. FEHANIAYE XMINME EHEof K{EHE

l 8&0

N
N
8 0 0 1 5
>

1 9

TEST

00001000
00000000
00000000
00000000
01010100
01010011

00000000
00000000
00000001
00001001
01000101
01010100

Sum -
Checksum -

10101111
01010000

10100011

01011100 ——

TCP/IP ZEE =
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ICMPVv4

| A

o | =

o 7

1.
2.
3

(2/2)

-

AL oF
5|42} Cl|o|E{o]| CHEl 16H|E EFHY 2]

sto| HAE 15t
2E+74I°I

OX| o™ HAIXIE H|7|E

20572

TEST

8&0 -
20572 -
1 >
9 -
T&E -
S&T -

e 7

00001000
01010000
00000000
00000000
01010100
01010011

ﬂ+7+167H°Ioo|D=I HAIX|= ol E0{X| 1

00000000
01011100
00000001
00001001
01000101
01010100

—Sum -

11111111

11111111

Result -

00000000

00000000

TCP/IP ZEE =
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ICMPVv4

» CIHZE =7 (1/4)
* PING (1/2)

I
N
oIr
ot
B
W
0
9-'—'
N
1o
gl__l

o
« 54l SAETJ} Echo Request HA|XIE HESE
» SYX|7t ¢ S5 S0|H Echo Reply HAIX|Z SEE
 Sequence Number= 05 E{ A[%f5t04 HIA|X|E £2'& [HOlCH S7FHgt

C:\Users\ms612>ping 8.8.8.8

2HIO|E OO|H ALZ:

: HFO| E=32 A|7t=157ms TTL=164

: HFO|E=32 A|Zt=157ms TTL=164

: HFO| E=32 A|7t=157ms TTL=164
HFO| E=32 A|Zt=15Tms TTL=104

ing 8.8.8.8
8.82|

p
8
8
8
8

o of o o,

8.8.8.80]
II'H ?_‘)-I.: = | = LI':
22 A|ZH(R 2 E):
X4 = 157ms, *f = 157Tms, B & = 157ms

TCP/IP 2= E

MU
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ICMPVv4

- C|HHE = (2/4)
* PING (2/2)

A licmp M [icmp
Time source Destination Protocal Lengt Info No, Time Source Destination Protocol Lengt Info
~ 970 21.471569900 192.168.50.54 enseen) e 74 Echo (ping) request 1d=6x6001, seq=5/1286, ttl1=128 (reply in 571) ~+ 97 21.47156998@ 192.168.50.64 5.8.8.8 0P 74 Echo (ping) request id-exeeel, seq-5/128@, ttl-128 (reply in 971)
- R LT SR e e 7 EErD (Fng) rEplly  SUSERRRL SETEDAMET, SIS (FRnest an G50 = 971 71.629207500 5.3.5.5 192.165.56.64 TaHP 74 Echo (ping) reply  1d-ex@eel, seq=5/1280, ttl-1e4 (request in 978)
975 22.479161200  192.168.50.64 EEEE ogE 7o EETD ([Arg) GRS SiSRR, SRR SRR (Rl dn ) 975 22.479161200 192.168.50.64 5.8.8.8 TP 74 Echo (ping) request id=8xB@01, seq-5/1536, ttl=128 (reply in 977)
977 22.636272700 8.8.8.8 T o 7o EETD ((Emg) pEplly SRR, SRR (Fapr=s i 27, 977 22.636272700 8.8.8.8 192.168.50.64 TP 74 Echo (ping) reply  id=0xP601, seq=6/1536, ttl=184 (request in 975)
981 23.496511000 192.168.50.6% ToEE Ll 74 Echo (ping) request id-exeeel, seq-7/1752, (reply in 582) 981 73.496511080 192.168.50.64 8.8.8.8 TCMP 74 Echo (ping) request id=8x@801, seq=7/1792, ttl=128 (reply in 982)
952 23.653860000 5.5.5.5 192.165.50.64 TcHP 74 Echo (ping) reply  id=8x8@61, seq=7/1792, (request in 931) 982 23.653860000 5.5.8.8 192.168.50.64 TCHP 74 Echo (ping) reply  id=8x@8e1, seq=7/1792, ttl=184 (request in 981)
1603 24.513238400 192.168.50.54 BolEE el 74 Echo (ping) request id=0x0601, seq=8/2048, (reply in 1005) 1603 24.513238400 192.168.50.64 8.8.8.8 TCMP 74 Echo (ping) request id=8x@801, seq=8/2048, ttl=128 (reply in 1085)
SIS LI SRS LTI 1Tl 7 EETE (G GErlhy  Si=Eile SEEd i (s i LR 1005 24.670552000 5.8.8.5 192.168.58.64 0P 74 Echo (ping) reply  id=8x@@@l, seq=8/2048, ttl=104 (request in 10@3)
Protocol: ICMP (1) o TG4 34 ci 4% a5 40 3 5a 66 d5 15 6a 08 63 45 00 brotocels 1P (1) TR T R Y YT
Header Checksum: @x0000 [validation disabled] o e Z‘; el K0 Ko RE R Header Checksum: @xdfag [validation disabled] 010 08 3c 06 B0 60 60 68 01 4f a0 68 08 03 08 c@ al
[Header checksum status: Unverified] e el (S W& = 6 IHeader checksun stetus: Unverified] 8020 32 40 08 00 55 56 08 01 08 05 61 62 63 64 65 66
Source Address: 192.168.50.64 S EZEEREEE I ! S i 6030 67 68 69 6a 6b 6c 6d be 6Ff 78 71 72 73 74 75 76
Destination Address: 8.8.8.8 Go40 77 61 62 63 64 65 66 67 68 &9

Destination Address: 192.168.58.64
[Stream index: 36]
v Internet Control Message Protocol
[Type: Echa (ping) reply (@)
Code: @
Checksum: @x3556 [correct]
[Checksum Status: Good]
Identifier (BE): 1 (8x0@01)
Identifier (LE): 256 (@x@188)
Sequence Number (BE): 5 (8x8@@5)
sequence Number (LE): 1288 (@x8588)
L[Response frame: 971] [Request frame: 970]
Vv EatalEghyres) [Respense time: 157.638 ms]
Data: 6162636465666768696a6b6c6d6e6T7071727374757677616263646566676869 ~ Data (32 bytes)
[LE"gth: 32] Data: 6162636465666768696a6b6c6d6e6f7871727374757677616263646566676869
[Length: 32]

[Stream index: 36]

v Internet Control Message Protocol
|Type: Echo (ping) request (8)
Code: @

Checksum: Bx4dS6 [correct]
[Checksum Status: Good]

Identifier (BE): 1 (exeeel)
Identifier (LE): 256 (ex@lee)
Sequence Number (BE): 5 (@x205)
Sequence Number (LE): 1280 (©x8508)
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ICMPVv4

» CIHZE =7 (3/4)

* Traceroute (1/2)
. Hol
« SAX|MH SHX|THK| TZ!0] HRI= EIRES ARE FX
et HER3 Rt == 33

H71

Ol

e E Kl
- O
o IP I{ZI Q| TTL(Time To Live) &fE 17 =AM E S7tA|Z|H
HilE HEH"
- I§Z! A& AlZHDH ICMP HIA|X| 4241 AlZto] %t0|E o8l ZF 77t
ol &= AZHRTT)E SHE = UZ
S S ) & 59
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ICMPVv4

- C|HHE =7 (4/4)

* Traceroute (2/2)
- ICMP 8E 0| =AE|X| f2 &E2 *E EA|E|H, O

O HAEl A OlO
FHE 7=||‘—“|EEI T UZ

C:\Users\ms612> tracert 8.8.8.8

7

Jo
0
T

=} 38 0|49

dns.google [8.8.8.8](2)2 I+ H=E FH:
C:\Users\ms612>curl ipinfo.io/223.195.38.1
{

=

M

=] W ¥ MM RMMERERMNBE
M

ms router.asus.com [192.168.50.1]
ms 223.195.38.1
ms 210.187.239.14
ms 210.187.239.9
ms 210.187.239.1
ms 211.168.5.113
ms 1.213.141.9
ms 1.208.107.189

& AZ7LO| RIS L CH.
ms 100.66.51.25
ms 180.67.38.2
ms 1.208.178.26
ms ms ms 142.250.168.244
ms ms ms 64.233.175.107
ms ms ms 142.251.244.223

ms ms dns.google [8.8.8.8]

ms
ms
ms
ms
ms
ms
ms
ms

ms
ms
ms
ms
ms
ms
ms
ms

"ip": "223.195.38.1",
"city": "Sejong",
"region": "Sejong-si",
"country": "KR",

"loc": "36.5924,127.2922",

"org": "AS59769 Sejong University",
"postal": "3@020",

"timezone": "Asia/Seoul",

"readme": "https://ipinfo.io/missingauth"

W ¥ WK MMERBLDLWRE

ms ms
ms ms
ms ms

w

]

O=-JW*MNMMKNERERMNRE

1
2
3
L
5
6
7
8
9
10
11
12

U

==
o Oy
£ =]
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ICMPVv4

« ICMP TH7|X]| (1/3)

» ICMP HIA|X|7} o= A SAIE|D =41E|0] XMEIE=XIE
HEs7| 218t AZEQ|o{ 714

= o A = - — -~ = O
. ol2d mES £ AIE ICMP HAIXIE *{2/8tD, £2 2ES
Q™A et ICMP HIAIRIE MM HEE
TCP, UDP2]
Q7 E1 HAIX|Q| SES T2 MANA o Z2|7i0|M H B9 2F B3 HAIX|
AnE ™S S HAIX| ME 2oleH H
A A
&2 AHB
I I e B I
| \ 4 ) 4 I
I Input module ICMP Output module :
I
I
I

HE /39 SRR o% 713 o= wq _ P2
ICMP THZ] ICMP T ICMP T2 F 1 HAIX]

2F
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ICMPVv4

 ICMP I 7| X]| (2/3)

.0l2d O E

= =

c IPASEFEH MEEI ZE 4|

- A=l TIiZ10| @& MA|X|O|H
A AI5H0] £ AlSH

« MX|E HAIXKIHE HAIX|S HEE
AX1S
T O H

Hs 2 Ma0A

CMP HIA|X|E & 2|&
=2 H HAIXIE

=L O

Ox-l

LR RSP ST HAIX| M zo
S AS
—_—————_—
[
I
| Input module ICMP
[
I
| IP
2E f¥o| sy dan ox 7had
ICMP THZ! ICMP THZ! ICMP

I:l:

ICMP ZHZ!

FED

7 21 HAIX|
O R4

s

TCP/IP ZEE =
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ICMPVv4

* |IC

<

P I{7|X| (3/3)

P
_C|>_'|T HA|X|E M AHA—loI-
T JEHO 2 EHE @ Ox-l HA|R| HES @ FE gt

<
=

cEH OE
« 2 HSOILIIPZEEZZEEEH QFE 2o} ICMP HIA|X]
E MME
« IP, UDP, TCPEEE 2F HAIX| MEs 27 E gtomM aliE
IC
=

oho
0
e

o =
~

—_ — — A Y
SHE ICMP 23 mlAIxI *HH 5t04 S4lgf
TCP, UDP2|
QF B HAIXIQ| QHEE T2 M A0AH OfEZ 2|7 0|M #HIF 2| QF B HAIX]
anE s S HAIX| HE Holed ed
A2 AS
I’ ________________________________________ |
|
|
| Input module ICMP Output module :
|
s e A
] F P F
ZE f¥9 S i o M o=wT PO
ICMP I ICMP T 4’,?,\” " = 27 21 HAIX|

X
S

TCP/IIP Z2EZ Minsik Kim, Protocol Engineering Lab. 76



= 5}

 H=
e

* ARP(Address Resolution Protocol)
* ICMPVv4(Internet Control Message Protocol Version 4)
- P HIY IP(Mobile IP)
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DHY IP

o
- HX| & AE(Stationary Hosts)
. 5tLEO| EX HIEQ|T0f A& HZAE0] Qe SAE

. 0|8 & A E(Mobile Hosts)
« St HEX{IWMCHE HERIRE 0|85t SAE
« SAEJ} B HEIWMCOE HERIZE 0|S5HH
IP &4 X T BHEE[o{oF &
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TCP/IP ZEE =

o *DHCP(Dynamic Host Configuration Protocol):
HESZ0l M43 &kl IP T4 S0l HESS

S X . MY HEE ANECE Bl ZRESR
SAE =A K|&d ghe- AHEOR BHEE ZRE
A HZ

MELR HESIE Ol [l DHCPE O|EEa MER IP FAE
SHCHHF= HF Al

=20 CL- O 1

E 2|3 0|5 Al 7% utUst DNS H|O|E 2 =5t RHF &Sl of
otH, &l & FA7F HEEL|H H|0|E| T&0| SEE = /US

Thel FA

0|8 EAE7I ™Rl & FA(Home Address)2t OJEF A
(Care-of Address) & 7HE AtE5t= 24

& Tac O|SdE 7XIZH, o8 =4 O|lse HEXHI0 M)
He 74 =

O A
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THY IP
« 0{| 0| E (Agent) (1/3)

. Ho)

. 0|5 BAEO| O|SAE KIMEY| I8t 7|52 S stE
2H2

=
=
Q

S5

& 00| E (Home Agent)
|2 04| O] E (Foreign Agent)

Home Foreign
network network

__________________

' Mobile host |
'\ original home |

—— ] “““““ I agent | m ———————— agemt .
8 e 6T
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PHIY IP
- 0| O| M E (Agent) (2/3)
» & 0{ 0| E(Home Agent)

o

+ 0|5 SAEQ| & HERZ0| ¢ZE[0] 0|5 ZAEE
CHAISH 202 * 25t ofolME

« WA ZAETI Ol ZAEE HH IS 45104 2|7
HO|IMER HE &

network

__________________

Mobile

| Mobile host &

1 original home |

I host
] Lagent m ________ agent

O internet O
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DHIY IP
» 0| O| M E (Agent) (3/3)

« 9|2 0i| 0| E (Foreign Agent)

-+ 0|5 EAEJI U EE QF HEXZ AH4Qx|0f 0|ls
o/\EOl _u_H7| 7§-|L__ 2 K |"|"_O|'I_ O'”le"E

+ & OfO|HETL EH S 41510 0|18 ZAE A T3

Home Foreign
network network

host

i Mobile host !
i original home Ji Home Foreign Mobile
““““ ] __agent m o agent
| R Internet R |
| u : w | U :

TCP/IIP Z2EZ Minsik Kim, Protocol Engineering Lab. 82



K
2
=)
2
[m

I}

2F ofo|HE

A

AR ZAE
(Remote Host)

oo|ME &
(Agent Discovery)

==
S =

(Registration)

diole M&
(Data Transfer)

TCP/IP ZEE =
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DHY IP

e 0t (2/9)

. 0| O|ME & 74(Agent Discovery)
+ 0|5 SAE7L S0 28 & olo|TES 2/F ofo|MES

 —
74ot 1, QIF HESRZZ 0|ser 0= 2|7 0 0[HEL}
O|E} FA(Care-of Address)E & 74E

/ ols %9 K| BAE
0= 3AE & ofo|dE 9|5 ofjo|FE gy Ren

0|8 SAE (Remote Host)
@ oflo|™ME ZHH
ofo|TE Z1 @
0‘||0|7(._‘|§ 7|_|'7_é'>l @
@ ofo|ME &1
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DHY IP

- 0t 74 (3/9)
- O|O|HE &

» CHRE{7} l:||E°J=IOﬂA-I ISENESIREN,

74 — Z

11 (Advertisement)

£ o2, ojo|HER

E“o}'— 42 ICMP Router Advertisement0i 0{|0|HE
IHIMXlZ Z=7tot0o &

ICMP

Advertisement message

Type

Type

Sequence number

Lifetime

Code

Reserved

Care-of addresses
(foreign agent only)

TCP/IP ZEE =
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DHY IP

o 11724 (4/9)

« Of|O|ME &7 - 7._"'éi(SoIicitation)
2 HEQIZ 0|SEt F olO|TME H 1 E

¢ Ol SAETJ} AL
X ZHS I o

IOWEOMI

2H HAIR|E T&s

- HE O| M2 TS AF2SHX| &1 ICMP 2R E ZHY
(Router Solicitation) M| A|X|& 0| &

C X2
T/

2 2357 2i3H oflolFIE

(=1
=

Type: 10

Code: 0

Checksum

Reserved

TCP/IP ZEE =
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DHY IP

&3 (5/9)
(Registration)

=

+ S5

. 0|5 FAEE 9% ofo[FE0f

° 9|$ O'”le-IE - Ol'

c SO R 7|7|_|'O

‘O|E BAETL & L

S5 232 Mo
o S2 232 & olo|ME] MY
Bt EH S22 Zalsfok &
EQIS2 S0l S22 A

(Deregistration)sH oF &

TCP/IP ZEE =
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. O|S BAEJI OE FAE 52610 & F4Y & of0|HE
FAE 27| S5l AR ol0|HER 52 23e Mad
. QR o0|HMEL 52 238 ¥e 3 & ojo|HER M

Type: 1 Flag Lifetime

Home address

Home agent address

Care-of address

Identification

Extensions
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DHIY IP

- T} & (7/9)

+ 55 - SH(Response)
- & Of0IMETL S5 280| QI i HE HIHE 9|2 oflo|
MEZ MEs5tD, Q5 o|0|MEJ 0|8 0|5 SAER FMEHE
. $8(Type)2 30|, ZE(Code) ZEE 53l 55 2%
SQl = HE A E LIEHA

Type: 3 Flag Lifetime

Home address

Home agent address

Identification

Extensions
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DHY IP

- 0t (8/9)
» O|O|E| & (Data Transfer) (1/2)

1. HZHX| ZLAET O|S BAEQ & FAR IIZIg HE3IT
= ofo|ME 7} SHE TiZ IS 72 =

2. & OO|MEE ST WZ!S W&ststol IS S5
9|-'T'- ofo|MEZ XM&as

,,,,,,,,,,,
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DHY IP

e 0+ (9/9)

» O|O|E| & (Data Transfer) (2/2
3. 2|F o|o|HMEE= IZIE ©

1 = -
9% FAE 20504 WElE HMEF
4. Ol SAEE KA & FTAE ESUX| FTAE AFESH04
2R 3AER Y W e H
— &8
| ®

Foreign network
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DHY IP

-HlZ2d A (1/3)
» = 3 2 &J(Double Crossing)

e HAX| SAEQI 0|5 SAETJ}
74X SAEJI HLH 171 0| %
Ols SAER x—ll:l-5|'— HEE%

¢ 0|5 S AE L HAX| SAE= 2 %ﬁOleUl'
2HK| FAE - 0|5 AEE IHZI0] QB
F 1 S5HA E

Foreign network

Remote Mobile
host host

Home @ Cloud-be
path
network e e e
Home Foreign %
agent agent
v RRRRRSSERRRRRRRS | m RRMNRRSCSSRINNS |
| |

SO ¢ e, — OO

TCP/IP ZEE =
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-HIZ24 =Al (2/3)

. & Z+% 2} &l(Triangle Routing)
X

o
PIZAX| 3AET} 0|5 SAER Bl HZ/0| & OO|FES
77 0|5 8 AE2 MIFElof AZFE HEfo| Hl& 20

Z27t BAEE H
‘0| BAE ., YR 3

PR FAE - 0|5 &

HAIXIE A5t 2

Home
network
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DHY IP
-HIZ2M ZA (3/3)

« off £k (Solution)

. PIZ{X| BAET} O|S SAEQ| & FA9H OfEt FAE
[21E5t04 O|F IZlE olf A2 XY MEH
. & OlO|TES 25(50{ CE 224 U 743 219 EI0| H|E 85D
M2 7#2 2XE g
. & O0|FELE X 1Z/8 MESHAM 22K A0
HiQIE AAM T2 E MEst, HAX| ZAE= oifd BEE
FHAlO] KAE &
. YK BAETI OIS BAER XY MEY £ YT S A HiQIT
HEE M2
» 0|3 ZAEJICIE HES ofl FHA| HE Tt
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DHY IP

» SHE @ I (HandOff)

« X O]
o —
- 0I5 &2 TxI7h 2A] HGE 7| x| = O|Lt HIE 2504 A
CHE Z7IX[=0|L HIERZZ 48 |7 8
« EX|
-1 O

- 0|3 S0 Sl 20| =[CHet RAIEEE &
s MER HERIIZE 0|S55tH 2|F o|0|MER O|EF =4
(care-of address)7} '='._=|7¢-§'EE' = AUAS

- MER x| HEE & 00| Eo CtA| S5 35l of

« et 0l X|ed0|Lt LA[ZQ] miZ! & Al0] Hhligh = /UZ
=

@ i (Hard Handoff)

« AL E BHE @ I (Soft Handoff)
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FHKIP
» SHE @ I (HandOff)
. StE 3E 2 X (Hard Handoff)

c J|E S A2 | MEL i8S XS g Al

« LTE-5G &2 o|ls&Alo|Lt et ol wi-Fi 20| =3
A2 E

(> J
e 2X7}EFFR|OF MEF 70| B EAl Zuio| MZI A& ol
e AT E SHE @ I (Soft Handoff)

e 7|& 444 E X[t AE0|MH MMER ¢14AE HA{ BtE F
7|& A4S B Al

« MEXCI CDMA H G O|SS A CHEX O ZE AIZE

0

Ae oHx|ot o4z 7|X|=21 S Alof ©4Z35Hok
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Thanks!

Z 21 Al(minsik@pel.sejong.ac.kr)
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