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e

» MR E - X (1/5)

. 7
» UA (User Agent)
« ArSRI7F MR SEE 2, G, Se[g M AAS st 00T E
o4

. A8 QIE{mlo|A oigte +3E

* MTA (Message Transfer Agent)
« MXARHEE HY MH ZF &5t o o|HE
« 22I0|HE/MH X E 7HK|MH, Push A2 2 HYE M&E

 MAA (Message Access Agent)
« ALSXH7F HIY M2 K*XP—?—THOH S e
« ZCIO[UE/MH FEE 7HK|H, Pull EA2=E

gsstnt HESZ 20t Seonghyeon Lee, Protocol Engineering Lab.



S AKX UAE 0| 85604 AT &g
SARE MTA 22H0|1E 7 UAR R E| MR TH
Mg

CtSth

- =

MA LTS
OfF S AIKIE HIYMHEH e MTA MHHZE MEHE

AIR}F MTA: Message Transfer Agent

&= 4IRE
s MAA: Message Access Agent e
~ -
~ \ / P
\\\

ok

lient
MTA

Server
Queue

llllll
—_—
MTA MTA
Client Server

otz 8t LET 2ot

Seonghyeon Lee, Protocol Engineering Lab.



{2 2| MTA MEH7F A X|E Fof A{ZEHE!
|24l MTA 2EH0[HE I FollM
MAFRTE TR 4IRS HYMBHE e

-_O H

UA @ MTA MAA @) UA
% Client UA: User Agent Client %

& AR} MTA: Message Transfer Agent 2 AlR}

N MAA: Message Access Agent e
~ -
\\ \ / . ~
\\ P

aaaaaa

&z HESZ 2ot Seonghyeon Lee, Protocol Engineering Lab. 6



5. 2 AIXFE B Al MTA ME7F RS EE 4 A5t
+&RHS WY Aof K5

6. % AIXLE MAA 22H0IIE 7} £ AIRHE HIYUAMEHL]
MEol7 zxe Mg o3

MAA @) UA
UA: User Agent Client %

MTA: Message Transfer Agent 4 AR}
MAA: Message Access Agent <

Mailbox

st L ES3 2ot Seonghyeon Lee, Protocol Engineering Lab. 7
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S

7. 2AAFE HYME{C] MAA AMEH7F HIYEIA MM MAR TS
_ o
7| UAE Sl TAIHE kg

& AIXFS MAA 220l E ol Mg gt
r

@
5o

UA . g:;zgi U
% UA: User Agent %
& AR} MTA: Message Transfer Agent 2 AlR}

MTA
Client
N MAA: Message Access Agent <
~
\\
~
\\\ //
~ -
MTA MAA
Server Server
Queue Mailbox

_—
MTA MTA
Client Server

-
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PGP

.7H5_>,_

* PGP (Pretty Good Privacy)E S PNR=] J_L"OI JNIHEES
(I

= Z4d(Integrity), 215 (Authentication)2

(Prlvacy Protectlon) =g
NSot7| 2ol E EI (PhIZlmmermann)Oﬂ o|5l Tot=E

. OISt SRR DAIRIS MA s TE0f ZAS
Qg obEstA KM stE cloll A8 4+ s

WS AR

. 2740

I e N

erS st HER3 Eot Seonghyeon Lee, Protocol Engineering Lab. 12



PGP
| (1/5)

1

HF A
o

SI=l

e 0| Al K]

Data

Seonghyeon Lee, Protocol Engineering Lab. 13
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PGP

« HIAIX| K 2| & Al (2/5)
« BN

. MR EO| 2AME 25 HIAIXIo] ChE CHOlR|AE
(Digest)= A AJ5t 11 siTt CHO|MIAE S RHAIQ| 7HI7|2
FA O

ME3t0] & = US
» =AXE SARL SIFIE A2 MBE 488

M

&Lxtel APy ge

[Ty I

7HQ17| SAIxte 7HRIZ |2 Z 47|
xIg M

11D

‘ Data Digest

&z HESZ 2ot Seonghyeon Lee, Protocol Engineering Lab. 14



« HIA|X| 2| Al (3/5)

- 5
- IjZlo| 37|2 £o0|1 Egf=lof CHst BEES HFT| 215
HAIXIE FE = US
- SUME ABE 4S5 YNEIES THE ST HAKIE
AM==<S
_O H

SRkl 7H217 |2

e

ro
]
| D

Data
‘ (Compressed)

Digest =‘

&z HESZ 2ot Seonghyeon Lee, Protocol Engineering Lab. 15



» HIAIX| %{E|

a- A1 (4/5)

ARk 7HQI7|2 CI K| MEE
MR BI7IZ2 &S EHE

RE MHMZ|2 S5 5HE

Digest

Data
(Compressed)

4

2 0H
1z 40

AEE HESZ 2ot

Seonghyeon Lee, Protocol Engineering Lab. 16



« HIAIX| 2| 24l (5/5)
« H25 Hizt 221 BIOIEIE 64740l ASCII 271 TIEE 0183 AL Hel= wers olagl Al
« PGP= ™A AAHOME E&EE @6, MEstiis
HA|X|E Radix-64 HE2 A[&3t04 ASCIl 2= Ztoz
Hi5t 5104 ML
o CHHS
- PGP & &0l et 2 HIAIXIE EHHStsI0d MESE = US
- HHHSLE Slti= 42, Radix-64 #H2tE Sdll ASCll 2=
e =2 BHetE 4f 2 EHES

ef 5 st

o HEXH=Z 2ot

Seonghyeon Lee, Protocol Engineering Lab. 17




PGP

» 215 M(Certificate) (1/6) <5 T

R1E 7|EH(CA, Certificate Authority) 0| S 717 |2t AR Xt2|
-

M CEE Zgsiod dZste CIXIE QI8 A

« X.509 CIEME B7H7|0i CHet QIF F &7} 215 7|EHCA,
Certificate Authority)O|H, 218 ME flei M=
ME|Eh o~ QlE CATI 2R =

- PGP 2I& M= 37170l CHet @15
AMEX}IO|H, IS ME F7¢F
ME|Sta A=K7t

» PGPO| 2t et S5
CIEM AME| SIH7

>
O Hu
ol
N

=Qi3l

2 A 70 RH(Introducer) 2| *._|_|E_|$TFUSt);
o| M4 4(Legitimacy)E 7|HFS 2 &

ot 5 5t

1 HEQ3 Eot

Seonghyeon Lee, Protocol Engineering Lab. 18



PGP

- O1& X(Certificate) (2/6)

« NTHRE AZEIS S
« ANINAIE AlE|SIE MEO]

|
- =2 {ME|SHK| 2ES(None), —E—" (Partlal), 2t
Lt= & U2, o|cdet ZAxe A SR LR

erS st HER3 Eot Seonghyeon Lee, Protocol Engineering Lab. 19



PGP

M(Certificate) (3/6)

KIO
ol

SN
=:__4om <0 " W%
||__A T _.O.|_|”=HO_
..A Hﬁ T O“_”_ ™~ —
q__x Kl :.___A_ ._.o_n“_Au
ol = GBI =N

o’ miE
iy Yoo
b I smns

=1 Ko Hijo 2271
= o0 % - o
—9O MH— Ko —~ —,
< .“q-mEOA =151 M E_EOA

R rrdh s BIX <k
__ %0750 Loz oIk TTKI0 o
Nur7s oo 20 Z ols
/1-\.__._|n_._un <1l m:._ _HI_WD__AM
D XT S0 "N
Bl ojoson K00 ©X0 20T 0f0
kKl <Ko ol®l °  WrHo=<

™

Seonghyeon Lee, Protocol Engineering Lab. 20
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PGP

x
« 215 M(Certificate) (4/6)
- 7| Mo (2/2)
. QIEME Sol S8 7| HAL 57| olgie B,
e 28 wHoz 7| MYMS HEe 4+ ol
o 5 ALESK7L BHLE EE|HoE SIWFIE wEte
« M3t SH oM SIF|IE Bt
. HRSHOR KIS mEET T BT AR
EHHEZZIE(Fingerprint) & B 5lo4 BHdX o{F & & Qlgt
- Q[ O| QIB 7|8 0|835lo{ QIS E SIHZIE EHSEH
&z HESZ 2ot Seonghyeon Lee, Protocol Engineering Lab. 21
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PGP

- 15 M(Certificate) (5/6)
. El = I.'_-I

— o
Trust)E o|-0=| HAFS] at2|of| AEtHE

X has legitimate key

X 1 Y | Xintroduced by Y

X | 2 Xintroduced by
John Kevin Duck *an unknown entity

- Fully trusted entity

Partially trusted entity

Untrusted entity

st HESRZ 2ot Seonghyeon Lee, Protocol Engineering Lab. 22



PGP

- 15 M(Certificate) (6/6)
- 7| x|

4
o

AFAE 7|71 el E|o 9FsHK| BEC T EHEFSEIALE,
-t So| O|fE 77t £ & RHLle| SIWFIE mX|E

S M(Revocation Certificate) & T
x| Q1B ME HtEA| HX|5t2d= 2N

Hejofok otH, S7H 7| oM HX|steiE 37172
1 AE BE AEE0|H HiESHoF &

N B O 4y

>

ots 5t} | EQ3 Hot Seonghyeon Lee, Protocol Engineering Lab. 23
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PGP
. 7| 2l(Key Ring) (1/12)

« 2

- MAIRHES S T I ERee 7| 52 E#tst7| #1604
722 AMEE 5 US

- 7| &2 Aplo| 37 H 12t 3l S7H7|ol CHel 7HR17|S
XMzEshE 702l 7| 2l(Private Key Ring)1}, CHE AHE X 2]
2N7|E MEse 2K 7| E'(Publlc Key Ring)2 2 E&F &

Alice's rings Bob's rings
Private Ring Public Ring Private Ring Public Ring

tsen HER3 ot Seonghyeon Lee, Protocol Engineering Lab. 24



PGP

. 7| 2l(Key Ring) (2/12)

- 7| 2! E|0|Z(Key Ring Table) (1/9)
- 7HC1 Z| & (1/2)

« User ID

- SMZI-70e17| ‘&S AlHESET| @t 240|H, T2 AFEXIS| MAH FAY
« Key ID

- 371712] &2 8 Bytes2, S7M7|E W=7 2215t 7| f[a AASE
* Public key

« AI235t= 27H712] gro| XHEH=

Encrypted private key
- S7H7]0l|l S st 7HRIZ |7t

ors s 0 A= User Key Public Encrypted :
_ = 2tE|0] MEHE D ID key | privatekey | mestamp
* Timestamp
« ofie 7| 40| HdE . . . . .
AZtol ME=E : : : : :
Private Ring

et S5t I ER3 Eot Seonghyeon Lee, Protocol Engineering Lab. 25



PGP

. 7| 2l(Key Ring) (3/12)

. 7| 2! E|0|Z(Key Ring Table) (2/9)
- 7§21 7| & (2/2)
. O Al

« Alice7} alice@anet.netl} alice@some.comO|2t= & 7HQ| User IDE

7t UE B9

« Zt User IDO| CHEF S7H7|-70Q17| & S stLt 7HR[D

(=]
AE
« Zt Flof CHEt EIYH E 7|, Timestampll ™3 7| &2 730 et
SetdE = US

alice@anet.net AB13...45 AB13...45...59 32452398...23 031505-16:23
alice@some.com FA23...12 FA23...12...22 564A4923...23 031504-08:11

tsen HER3 ot Seonghyeon Lee, Protocol Engineering Lab. 26



PGP

. 7| 2l(Key Ring) (4/12)

. 7| 2! E|0|Z(Key Ring Table) (3/9)
- S Z1 - (1/7)
« UserID
« SFI-IHRAZ| &2 AlEsty| er 20|, 2 s JiA S| M REH FAY
« Key ID
- 37M712| 2 8 BytesZ, SM7|E =24 M2lst7| ?|5H AtSE
* Public key
- s 7HAlel SIHZ| 2fol MEE
* Producer trust
- siE 7HA|e| MEISZ0| XEHE

User Key Public | Producer . Certificate Key :
% ID ID key trust Certificate(s) trust(s) Legitimacy Timestamp
L [ ] L] L] L] L]
L L] [ ] L] L] L]
L L] [ ] L] L] L]

Public Ring

tsen HER3 ot Seonghyeon Lee, Protocol Engineering Lab. 27



PGP

. 7| 2l(Key Ring) (5/12)

. 7| 2! E|0|Z(Key Ring Table) (4/9)
=70 71 & (2/7)

 Certificate(s)
 ofL} O|& 2| CHE ATHAEZE MBS sl 7HAS| QB M7 HE E

 Certificate trust(s)
. S QB Mol AMZSZ0| MEEIH, T2 AR AMESZ
AE|IS=0| FoiE

» Key Legitimacy

rok

s

- CBEMAZESZE S50 AHbtEl 7| MEHE SZ0| HEE
* Timestamp
ol JHAof CHEt U o| ddEl AlZro| XEE
o | D | ey | st | Certieatets) | SEGEE | Legiimacy | TMestam

Public Ring

28

Seonghyeon Lee, Protocol Engineering Lab.
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PGP

. 7| 2l(Key Ring) (6/12)

- 7| & E||0|=(Key Ring Table) (5/9)
. $7H 7| & (3/7)
- 0d| Al (1/5)

. A|ICG7|' Mg 37l 7] e MYE A2, Alice A2 2t ™A AEStT
oy, olof trtet Producer trustQP Key legitimacye &88HF) S22 7+

User ID Key ID Public Key Certificate ik 267 Timestamp
trust Ieglt

Alice... @ AB...  AB......  F 0 F ...

* Alice= &3] A2|5t= Boblt S7H7|E SEIML 2 L3F3F04 370 7| Eof
Z7t3t1, Certificate 80| Key Iegltlmacyﬂ 2tMEHF) S22 7t

User ID Key ID Public Key Certificate CEiL Gy Timestamp
trust Ieglt

Alice... AB...  AB......  F 0 F ...

Bob... 12... 12...... F F

erS st HER3 Eot Seonghyeon Lee, Protocol Engineering Lab. 29



PGP
. 7| 2l(Key Ring) (7/12)

- 7| 2! E|0|Z(Key Ring Table) (6/9)
- 370 Z| & (4/7)

« 0J Al (2/5)
* Alices 26| £lZ|5t= Tedod| CHSH, Bob2 2R E{ QIS ME B2,
Bobo| AlZ|= 20 9_I6H Certificate trust7} 2H%18H(F) *'Elo == 7t &
 Ted7| 3tLt 0|é> O| gt BH(F) Certificate trustE 7HX|1 U222, sHE

3707101 CHEt Key Iegltlmacyﬂ F2 %=

User ID Key ID Public Key Certificate e Gy Timestamp
trust Ieglt

Alice... AB...  AB......  ~ F . F ..
Bob... 12... 12...... F F .
Ted... 48. .. 48. ... .. F Bob’s F F

et S5t I ER3 Eot Seonghyeon Lee, Protocol Engineering Lab. 30



PGP

. 7| 2l(Key Ring) (8/12)

. 7| 2! E|0|Z(Key Ring Table) (7/9)
- 370 Z| & (5/7)
« 0{ Al (3/5)
¢« Alicee 82MoZ AME|SH= Anneol CHEH, Bob2 2R E{ QIS ME &
Bobo| AlZ[S 2ol 2[5l Certificate trust7} 2 X8HF) AES2 S 7HE
 Anne7} StL} O| & o] 2HF8H(F) Certificate trustE 7HX|1 Qo2 2, i
=747[0d CHEt Key legitimacy?t FE2 4 &

User ID Key ID Public Key Certificate e Gy Timestamp
trust Ieglt

Alice...  AB...  AB...... k- F ..
Bob... 12... 12...... F F
Ted... 48... 48...... F Bob’s F F
Anne... 71... 71...... P Bob’s F F

et S5t I ER3 Eot Seonghyeon Lee, Protocol Engineering Lab.
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PGP

. 7| 2l(Key Ring) (9/12)

. 7| 2! E|0|Z(Key Ring Table) (8/9)
- 370 7| & (6/7)
« 0{ Al (4/5)
« Alice= &l2|5FX| &t = Johnodl CHSH, Anne2 & E-I IS ME &Rt
Annel| AE[S 20 2|3l Certificate trustZ7t 22X 2I(P) AES
« John2 stLFo| 22X QI(P) Certificate trust':'F‘> tX| Jesz, i
=707[0d CHEt Key legitimacy7t P2 27HE

User ID Key ID Public Key Certificate ik 267 Timestamp
trust Ieglt

Alice... = AB...  AB...... k- F .
Bob... 12... 12...... F F
Ted... 48... 48...... F Bob’s F F
Anne... 71... 71...... P Bob’s F F
John... 31... 31...... N Anne’s P P

et S5t I ER3 Eot Seonghyeon Lee, Protocol Engineering Lab. 32



PGP

. 7| 2(Key Ring) (10/12)

. 7| 2! E|0|Z(Key Ring Table) (9/9)
- 370 Z| & (7/7)

« O Al (5/5)
+ Alice= &Z|5tX| &f = JohnOll CHall, TedZFE{ QIS ME &2/
Ted2| A Z[SZ 0 2|5 Certificate trust7} 2t T18HF) MEIS S
.l

« John2 StLto| R EH I(P) Certificate trust@}, 5tLEo| & 9”"'°*¥
trustE 7}X|T °A'° iiE 371710l CHEt Key legitimacy?

0

M,
7+
Certificate
= AMHH

I0|

'n:ﬂm

User ID Key ID Public Key Certificate e :G Timestamp
trust Ieglt

Alice... @ AB...  AB...... S e e = A

Bob... 12... 12...... F F

Ted... 48. .. 48. ... .. F Bob’s F F ...

Anne... 71... 71...... P Bob’s F F ...
Anne’s P

John... 31... 31...... N Ted'’s r F ...

ots&tml I EQ3 Hot Seonghyeon Lee, Protocol Engineering Lab. 33
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PGP

. 7| &(Key Ring) (11/12)

- HHE == (1/2)
« DA|=
O -1
. Kix}-?-ﬁ.j% MEsH7| /sidE S 41K Key ID, & AIXES| 7117,
M

M7|, = &IREe| Key ID, =2IXLC I% H9I7 Qs
« 712l 7| Ao S AIKIC| User IDE 0| &310{ S4IKIC| Key IDE &S
- 712l 7| %'Oﬂkl S MRSl User IDE

S&Ixte| Key &Rk

| al-O:I |XI-O| 7HO|7|% 7;§<|'_|__l UselrID Passpirase  gyrokes UselrID

Passphrasea siAlsto] d2 7|= L . L o

EE; - rivate key ring Public key ring
« & LAIXEO| Key StrokesE AI':E 1 o] 3

Lk ’ét'*"ﬂa 0|&E35t04 U3

MM7|E s I
. Z7 7| 2ol M £ AIKFO| User IDE 153

0| & 5t04 —’F*._U(P O| Key ID2F Z7H [ Decn

7|18 32

PGP

v v
v v v
& 4lxtol £ 4lxtel
Key ID Key ID
S4Irtel HlIMZ| = dxto|
74017| = E

tsen HER3 ot Seonghyeon Lee, Protocol Engineering Lab.



PGP

N
o

(Key Ring) (12/12)

~ =
- ME EE (2/2)
A A | =
. TAMF
o« AEF2 MRS HEst7| ffsl = &R 2| 7HelZ|, M7,
SAXe| 77 €
« 742! 7| Zof|M = 4IXt 2| Key IDE O|&st0{ =4Ikt 2| 7HRIZ|E &1
PassphraseE Sl A|5t04 V2 7|2 5538t
« M =33 =E U2 LKL THQIF|E . . .
0|&5tod 3=l MM7|IE S5 e A
- 37 7| ”oM & AIXLO| Key IDE .
0|85tod S4lXe| SIFIE HF A
I—Ayp
_'EIYE Private key ring Public key ring
[ | |
; t
PGP

Passphrase = Rto| = B E EgarNge]
Key ID M43 Key ID

FE HAXKIZRE HE

tsen HER3 ot Seonghyeon Lee, Protocol Engineering Lab.
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PGP

 IfZ! (1/11)
- IR

« PGPO| A HIAIXR|E

° -"LH;I A _g_%

- & 5l (1/3)
* Tag

otL}

EeaoldemIlez f1YE
3llH(Generic Header) 2t Body 2 & &

Packet type

1 Session key packet encrypted using a public key
5v3 2 Signat ket
+ 1Byte 37|09 ZEE EE|H, | ke packet
X I:I |E = Ta? ?:l = L_l- EI- L = 6 Public-key packet
1 bit2 T E
= = ol S4AlS 8 Compressed data packet
i XKH I:I | I_ O'” L_—-l :l 9 _i = 9 Data packet encrypted with a secret key
I;:l' El' I-éH D:I O | T H | -U'H i 9' 11 Literal data packet
S 'Igl' = L—I' EI' = 0: Old format 13 User ID packet
1: New format
Tag (1 byte) » 1 |

Length (1, 2, or 5 bytes)

64 different packet types

ot 53t} =9I ot

Seonghyeon Lee, Protocol Engineering Lab. 36



PGP

« IfZ! (2/11)

. 25 5] (2/3)
* Length (1/2)
. LengthQ| £t 0| 192(11000000)512} 2 8L, Length_Ql
1 Byte7P LFEHAS Ztol Body2| ZO| HIO|E =7} H
* e.g., Length = 1580|2} ™, Body Length = 158 Bytes

. Len gth2| gt 0| 192(11000000) 223(11011111)0._| 8%,
(A Hdﬂﬂ H}O] —192) X 256 + T HA vlol E + 1927}
Body2| ZO| HIO|E =7t H

. e.g., Length = 200 1000|2t%, Body Length = (200 — 9) x 256 + 100
+192 = 2340 Bytes

. Len the| Zt Ol 255(11111111) | 7='—C|>—, O|% 4 Bytes&
E 24l /0] Body2| Z 0| HO|E £ 7} =
* e.g., Length = 2550|121, O|% 4 Bytes7| 397560|2}™, Body Length
= 39756 Bytes

ot

s st HES3 20t Seonghyeon Lee, Protocol Engineering Lab. 37



PGP

- I = (3/11)

53 0'|||-_—'| (3/3)
* Length (2/2)
: LengthOI 10| 224(11100000) ~ 254(11111110)Q! AL,
SAA 5ol E'wsn o) 0|2 Bodyo] Z0I7+ EI0d, oS
Body O|% Length-Body X E HF% stod AL 7t

e.g., Length = ZSOJ Body 64 Bytes Ol|O|E{ | Length = 232 | Body
= 256 Bytes ClIO|E{ | ..

 OFX|5} Bodyo'%_ o 2| 7| /M= Lengthll 10| 224 ~
2547} ofL|0{OF &t

e.g., Length = 230 | Body = 64 Bytes C|O|E{ | Length = 50 | Body
= 50 Bytes O|O|Ef

st L ES3 2ot Seonghyeon Lee, Protocol Engineering Lab.



PGP

- I Z (4/11)

Z X} Cl|0|E{ m{Z!(Literal Data Packet)
* Mode

* Length of next field

Tag: 11
) Flle name -LLII: Ol 7IO|§ L_l-El-LéI-I Bod gIen th

° F||e name (1,2,gr5b§§(tes)

- I} O|E S ASCIl 2= BEXIUZ LIEFH Mode

. T|mestamp Length of next field
File name

. HIAIX| 44 &2 Obx|2E 8 A2k LbEHg e
e Literal data e oyten)
* le |-|' E'"ﬁEE —||- MHE l }élx'” Message, . Literal data

E”OlE-IZ L} E}:H Orf'gs (Variable length)

ol &

23 HES|Z 2ot Seonghyeon Lee, Protocol Engineering Lab.
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PGP

- I Z! (5/11)

or % Of|O|E{ THZ!(Compressed Data Packet)
« Compression method

» Compressed datal| S0 AHEE &= 2
1 Byte2 L}E}

« Compressed data
o MIA|X[L} CHE THA!

o
£ m{Z!=& Compression method 2]
= _ =
HHo = =et ZutE LIEHH
Tag: 8
Length
(1 to 5 bytes)
Compression method
Packet
or ——»| Compress > Compressed data
packets

oF s st} I ER3 Eot
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PGP

- IfZ! (6/11)

» &t 331 El O|0|E| T{Z!(Encrypted Data Packet)
Encrypted data
o _u_H |'=° EHXl?l _I_El o=s Ol-%él.o} 7=|_ﬂ|.E L_l.EI.L_H

. AP%E.J OE*_' C| &2 Session Key Packetl| Encrypted
session key ZE SOl A LIEH

@ 252 A3z ers s Tag: 9

Length

@ (1 to 5 bytes)

Encrypted data

Packet
or
packets

A 4
m
3
(@]
-3
<
©
-

y

st L ES3 2ot Seonghyeon Lee, Protocol Engineering Lab. 41



PGP

- THZ! (7/11)
- M miZ!(Signature Packet) (1/2)

 Version
- A2 EIPGPL| H{ZE 1 Byte2 LIE}HA
* Length |
« Signature type} Timestamp ZE9°| ZO|E o
L-l' El' L=h ’ @ serel ez ereste : t\‘:::::es’
- Signature type T
PNBEM MEENERE = [ e
1 ByteZ LIE}H 5
+ Timestamp PR
—| D=| Ol 7:”AI' El Al 7|‘ L= 4 Bytesg Aoortim N First 2 bytes of digest
L_H \
Lt E|‘ T I p— —
* Key ID &

- M ZHB0f Tt MHEALS| Z2JHF| IDE 8 BytesE LIEHA

gsstnt HESZ 20t Seonghyeon Lee, Protocol Engineering Lab.
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PGP

- IZ! (8/11)

o | ws o | ez

+ M TZl(Signature Packet) (2/2) s
* Public-key algorithm | e S —

- CIO|MAEE MEE [ AHE 8t - = . e
SM7| LD E|EE 1 ByteZ LIEMRH =« s=mpwase -

14 SHA3-512
21 Reserved for Diffie-Hellman

) H a S h a I g O ri th m 00— 110 bt or xperimenta e 100~110  Private or experimental use
e CIOINAEE MAE

| |

o= 3
AEet Al 0 E|&S o
1 Byteg L-l' El'LélI ‘ @g{ﬂx}gl 7Hel7|2 o5 e - t\:::r:eS)
* First 2 bytes of digest e

- HFE FEYH HAALE e o, }» =
CIO|MAE Q| 3 2 Bytes& e
L’I- EI- L-EH v v Public-key algorithm

Hash Hash algorithm

* Signature

First 2 bytes of digest

- SR A MBS Lhehy

A
| Digest H Encrypt l—» Signature

®

tsen HER3 ot Seonghyeon Lee, Protocol Engineering Lab.



PGP

- I Z! (9/11) T TE—

1 RSA (Encryption or signing)
— . 2 RSA (For encryption only)

* A-” M7 | -U-H i' (SGSSlon Key PaCket) 3 RSA (For signing only)
16 ElGamal (Encryption only)

e Version 17
.- AF2EI PGPO| HHEE 1 Byte £ LIE}HH - -

19
® Key I D 20 Reserved (I_:ormerl_y E_IGamaI
encryption or signing)
® —+— A|_| xl' _Ql _C_IID_ 7H 9 | I D % 8 ByteSE L_I' El‘ L&I-'I 21 Reserved for Diffie-Hellman
100 ~ 110 Private or experimental use

* Public-key algorithm

Tag: 1

. /HI/‘=|5'|E A= M AEE S|
IEES 1 ByteE LIE}EH (s

@ +exiel 371712 25t Version

. Encrypted session key

(8 bytes)

g 1 B te I:H 7<|9| __,I_ E 7| Symmetrio-key
‘ Public-key algorithm

A=|9| + A‘”A:lal 7|' HI_OlE algorithm
9| 5t 2 Bytes& g ApRt0] e e o

MIdz]

E
_C_IID_ HalE n—?—g OI'O:| Ll-EI-Lé.I Checksum

tsen HER3 ot Seonghyeon Lee, Protocol Engineering Lab.



PGP

- IH{Z! (10/11)

« Z2717| THZ!(Public-Key Packet)

* Version

- MEEIPGPL| HHE
e Timestamp

« SIMZ[7t ‘4S8
 Validity

« 3IW7|2l RF AIZHS 2 BytesE LIEFH
* Public-key algorithm

- ME¢et 7470l CHEr SIH7|

1 ByteZ2 L}E}FE

* Public-key

- Hix S MEE SIHFIE LIEH

1 Byte 2 L} E}

El AlZH2 4 BytesZ LIEFHA

CI&S

1 RSA (Encryption or signing)
2 RSA (For encryption only)
& RSA (For signing only)
16 ElGamal (Encryption only)
17 DSS

18 ECDH

19 ECDSA

Reserved (Formerly EIGamal

20 . s
encryption or signing)
21 Reserved for Diffie-Hellman

100 ~ 110 Private or experimental use

Tag: 6

Length
(1 to 5 bytes)

Version

Timestamp

Validity

Public-key algorithm

Public key

st HERZ Hot

Seonghyeon Lee, Protocol Engineering Lab.
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PGP

 IZ! (11/11)

- User ID I{Z!(User ID Packet)

 User ID
« SAIXEC| User IDE LIEHLHH, UTF-8E R 53 E =XIE=E
MEE
« TE MARHE A0 [ME AR O|ELE T+ HE

Tag: 13

Length
(1 to 5 bytes)

User ID

&z HESZ 2ot Seonghyeon Lee, Protocol Engineering Lab. 46



PGP

o« HIAIX| (1/3)

. 2t 5 3L El HIA|X|(Encrypted Message)
- HAIXIE ¥ E3t5to{ 2 [ AFS &
- Session Key Packett aliE m{Z!o| MMF |2 & 5 5
Encrypted Data Packet@ 2 T+ MHE £+ AU

« Encrypted Data Packet2|
Encrypted data= Compressed s

Tag: 1

Data I:)a(:ke.t9 E ?- AC->I EE-I i Encrypted ;ess'

« Compressed Data Packet®]

Tag: 9

Compressed datat Literal

Data Packet 2 T A4=!

L] ZT<—7|'x—-|IO|_| EH%J% E%%l‘_ﬂXl‘ Encrypted data

stz 42, ME HIAIXIZ ™

Tag: 11

HE3HoF &

Literal data

&z HESZ 2ot Seonghyeon Lee, Protocol Engineering Lab.



PGP

« HIAIX| (2/3)

- M E HIAIX|(Signed Message)
« HIAIX|Of CHEH MES 29 m] A%

» Signature Packet} Literal Data Packet2 £ &&= = U

o Literal Data Packet2 Z!20] 2} 2% 5104 Compressed Data
Packet2 =2 ':'“=7-|L-P & =Fet = & 53504 Encrypted Data
Packeto 2 A8 4= Q)8

o MBX}L7F 04 HRI F2, B
Fte = UF

Hol

ba

8HE O] Signature PacketS

Tag: 2

Signature
packet

Signature

Tag: 11

Literal data
packet

Literal data

gsstnt HESZ 20t Seonghyeon Lee, Protocol Engineering Lab. 48



PGP

o HIA[X] (3/3)

215 M M| A|X|(Certificate Message)
« SHZ[7t aliF User IDE 7t AASKEL| SHZ(RIS
MEBo =2 2l&stod 2 I AFES e
 Signature Packet, User ID Packet, Public-key Packet2 =

A o
T & ol

. Q1ZAM Aol k2t W20l FIHE 4 AUS

Tag: 2

Signature calculated on key and user ID

Tag: 13

User ID

Tag: 6

Public key

&z HESZ 2ot Seonghyeon Lee, Protocol Engineering Lab. 49



-
G)
U

- 8L
 PGP= 7| = 0|835t01 Ar8At BE, J1el7|, 77|,
ClsM Sl EES #eEld
» PGP= ArEX} &l IS Mol ME[SEE 5045101 S717|9
MEEE Adtsta, Ol Sdll SIN7(12f A& 045 & 28
- PGP CIO|EE mZ! B2 FE5t10, HAUES| TR
HAIX|E d85101 TSH

ots 5t} | EQ3 Hot Seonghyeon Lee, Protocol Engineering Lab. 50
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¢ 12
- PGP
« S/IMIME
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S/MIME

 MIME (Multipurpose Internet Malil Extensions) (1/14)
- TR (1/2)

A
Non-ASCI| code Non-ASCII code
y

MIME MIME

A

7-bit ASCII 7-bit ASCII

7-bit ASCII
MTA > MTA
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S/MIME

« MIME (2/14)

- IR (2/2)
* MIMEOI M= Z7|& HAHE sli{of| £7HE &= /U= MIME
Header& AIE&

 MIME-Version
e AHEE MIMEL| {72 LIEHH

E-mail header

MIME-Version: 1.0
Content-Type: type/subtype
Content-Transfer-Encoding: encoding type MIME header

Content-Id: message id
Content-Description: textual explanation of nontextual contents

E-mail body

et S5t I ER3 Eot Seonghyeon Lee, Protocol Engineering Lab. 53



S/MIME

« MIME (3/14)

« Content-Type (1/7)

°7H.-C.?.

. HA|RIo| &8
HAo= L}Ef

]

RFC 822:
M2 H HAIX|2| sle{et 2

Ho
o2
IS
mo
02
o
_O'I_I
b

7| QIEAA HIAX| &

“Content-Type : <type/subtype; parameters>”

S

Text

Multipart

Message

Image

Video
Audio

Application

st HERZ Hot

Plain
HTML
Mixed
Parallel
Digest
Alternative
RFC822
Partial
External-Body
JPEG
GIF
MPEG
Basic
PostScript

Octet-stream

Unformatted.
HTML format.
Body contains ordered parts of different data types.
Same as above, but no order.
Similar to Mixed, but the default is message/RFC822.
Parts are different versions of the same message.
Body is an encapsulated message.
Body is a fragment of a bigger message.
Body is a reference to another message.
Image is in JPEG format.
Image is in GIF format.
Video is in MPEG format.
Single channel encoding of voice at 8 KHz.
Adobe PostScript.

General binary data (eight-bit bytes).

Seonghyeon Lee, Protocol Engineering Lab.
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S/MIME

+ MIME (4/14)

« Content-Type (2/7)

 Text
+ Body7t 7 Bits ASCIl ZEEZ 74
« MIMEO]| 2|8t Hd2lo| E T &

This is E-mail ...
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S/MIME

« MIME (5/14)

« Content-Type (3/7)
* Multipart

- Body7t 02 B/ FE2EE F+8E

Mixed Subtype2 FEE0| TAXAHE SLE =ME HEE

Parallel Subtype2 F 20| YHEE|X| &2 M2 HMEFH

Digest Subtype2 £ &2& 2| 90| Message/RFC8222 A&l
4

o
Alrtgrnelltive Subtype2 &2 HAIX|7} ME CHE SAIZ ALE 5104
H =
- /1 (=

--XXXX
Content-Type: text/plain;
--XXXX

Content-Type: image/gif;

--XXXX--

tsen HER3 ot Seonghyeon Lee, Protocol Engineering Lab. 56



S/MIME

« MIME (6/14)

« Content-Type (4/7)

* Message (1/3)
 Body’} CtE ™AILRE HAX[Z2 7 & E
« RFC 822 Subtype ttd HIA|X| Body A2 7o E

From: alice@example.com

To: bob@example.com

Subject: Meeting Schedule

Date: Tue, 16 Sep 2026 10:00:00

tsen HER3 ot Seonghyeon Lee, Protocol Engineering Lab. 57



S/MIME

« MIME (7/14)

« Content-Type (5/7)
* Message (2/3)

» Partial Subtype= Il2IO/E{E S3all idet HHHsSt HSE 2|1,
CHE Bl =l AMAFS T

From: alice@example.com

To: bob@example.com

Subject: Meeting Schedule

Date: Tue, 16 Sep 2026 10:00:00

erS st HER3 Eot Seonghyeon Lee, Protocol Engineering Lab. 58



S/MIME

« MIME (8/14)

« Content-Type (6/7)
* Message (3/3)

« External-body Subtype2 IlctO|EHE Sofl 2|F C|0|E 2| £|X[2t
HZ YAE el 2|F olo|Ho| CHer MEe = L &8E

The file "report.txt" is stored on the FTP server fhda.edu.
Please retrieve the file using FTP.

erS st HER3 Eot Seonghyeon Lee, Protocol Engineering Lab. 59



S/MIME

- MIME (9/14)

« Content-Type (7/7)
* Image
« Body7} O|0|X| ItUZ FAH

* Video
« Body7l HIC|2@ HLtUZ 7 M F

* Audio
* Body7| &8 Itz 7€ E

* Application
 Body7t &M SubtypeL Z HO|g ¢~ gi= HIO|HZE /& E

st L ES3 2ot Seonghyeon Lee, Protocol Engineering Lab. 60



S/MIME

NVT ASCII (Network Virtual Terminal ASCII):
¢ M I M E (1 0/1 4) ME CHE A|AE! 7H| IAEE UBE HAOR MEF7|

(@]
2|5 Ho|El E& ASCII 7|dt HHEQ T 22X £33 &4

» Content-Transfer-Encoding (1/4)
¢« 72

- HIA|X|| 535 B AlZ “Content-Transfer-Encoding: <type>"
Ao Z LIEHHS

7hbit NVT ASCII characters and short lines.
8bit Non-ASCII characters and short lines.
Binary Non-ASCII characters with unlimited-length lines.
Radix-64 6-bit blocks of data are encoded into 8-bit ASCII characters using

Radix-64 conversion.

Non-ASCII characters are encoded as an equal sign followed by an

Quoted-printable ASCI| code.

tsen HER3 ot Seonghyeon Lee, Protocol Engineering Lab.
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S/MIME

« MIME (11/14)

» Content-Transfer-Encoding (2/4)
* /bit
- 7-bit NVT ASCII £ 3 3HE AtSE
. 5t £9| x|C Z0|= 1,000 SXHE ZeHX| 2
* 8bit
. 8-bit FESHE AISE
- Bt £9| |0 Zo|= 1

MTP ZE2EZ0|

* Binary
- 8-bit FZSHE ALSH

« ASCII7} Ot EXE ™MEE = oL, 51 SMTP ZE2EEZ0|
O

N
A
L
o
1Ll
M
Rl
b
ok
1>
30
o Il
<o
it

&z HESZ 2ot Seonghyeon Lee, Protocol Engineering Lab. 62



S/MIME

« MIME (12/14)

* Content-Transfer-Encoding (3/4)
 Radix-64
+ 8-bit Non-ASCII H|O|E{E 7-bit ASCII L':||O|E-|§ He 5} 5

- 2T HIO|EHE 24-bit ;%OE B&tstn, sig 22 CHA| 6-bit
ch2F(Section) 4702 2&5t04, Zt ST 647H°| 8-bit ASCI|
= At & otLt2 BHEre

Non-ASCIL 1 44001100 | 10000001 | 00111001
data
A 4
Radix-64
converter
A 4
110011 001000 000100 | 111001
(51) (4) (57)
/ / \E \5
ASE | 01111010 | 01001001 | 01000101 | 00110101

st L ES3 2ot Seonghyeon Lee, Protocol Engineering Lab. 63



S/MIME

« MIME (13/14)

» Content-Transfer-Encoding (4/4)
* Quoted-printable

- CHEE2| ASCII
C|O[E{BF ASCII C

O oo

e JOHE M4& 3510, Non-ASCI|
E{Z g4Eret

. #2H0| LREH 1610|E H|O|EIE 535 (=)9 T HHo|E9)
16 &l 2k 2XIE|= E 216104, 37H2| ASCII EXI2 BHErS
00100110 01001100 10011101 00111001 01001011 Mixed ASCII and
& L Non-ASCII 9 K non-ASCI| data
Quoted-
printable
A 4
001(3;)110 0100L1100 0011=1101 001191001 010?;)100 001191001 0100K1011 ASCII data

ot
=

St HES3 2ot

Seonghyeon Lee, Protocol Engineering Lab.
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S/MIME

« MIME (14/14)

 Content-Id
- THE HIAIX| &g ol T3 HAIXIE 25| Alg

» Content-Description
» BodyOll CHaH AL RL7L @8 == UE HEHRE YEFH

-

- SIMIMEZ S| & &

—1 O
« 7|& MIMEO|= £2t0
O

°to| &
SubtypeO| EAStX| L2
 MIME 7122 = X|3tH S/IMIME (Secure/MIME)2
345t 7| 2I3ll, Application Content-Type 2| Subtype2 £
‘pkcs7-mime’ & F 7510 ALE &

tsen HER3 ot Seonghyeon Lee, Protocol Engineering Lab. 65



S/MIME

* CMS (Cryptographic Message Syntax) (1/5)

tlon/f)kcs7 mime Subtype2 &3l CMS &=

2{olo| CIo|HE ZLEHE Zefste

Data Content Type 7|= CMS 2EIX 93

Digested-Data ZHXxQ SAlZLS &H Z&5tod
Content Type oio|E #3E o{R E &elF
Signed-Data ZEIx0f| MRIMBEE 2 &E50d
Content Type FAY, SR elE 52 M3E
name="report.txt"; Authenticated-Data MACE 0|83tof &I 0
cb32ut67f4bhijHU210i87eryb0287hmnkisgF DoY8bc659GhIGfHE54 Gatien e 2MI oI5 S KB
3mhjkdsaH23YjBnmNybmlkzjhgfdyhGe23Kjk34XiuD678Es16s€09] - L —
y76jHuytTMDcbnmikjgfFdiuyu678543m0n3hG34un12P2454Hoi87e Encrypted-Data “E'E“::ﬁ%%r[_" ;é,’l 7l % ijﬁl ot @F’
2rybOH2MjN6KuyrisgF DoY8971k923iljk 1301 XiuD6gh78EsUy T23y Content Type e s o 5 ?Pi e
TOAI' ST = X£%0 ==

Enveloped-Data I%H =
Content Type ol

ot s

St
=l

T EOERT

Seonghyeon Lee, Protocol Engineering Lab.
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S/MIME

* CMS (Cryptographic Message Syntax) (2/5)

« Data Content Type
- 210|o| EX}(Arbitrary String) 0|0, M4 El ZHX|(Object)=
Datact™ =&
 Digested-Data Content Type
.« Qlo|o| &1} ST 2EIX 9| Digest7} ZEHE|H, MAI=
4| = digestedDatact = 2

Content R Hash N Digest N Digest +
(any type) " algorithm " 9 "| Hash algorithm

N Content
(any type)

digestedData
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S/MIME

* CMS (Cryptographic Message Syntax) (3/5)

« Signed-Data Content Type
. 2/o|o| &I} MH Zk Sgnature Value)2 Z &5, dEl
| = signedDatact !

N &) N MRt el THel7|2 M

'8
. ) Signat
N Hagh N Digest N DlgltaIS|gnature | certificate +
algorithm algorithm .
algorithm
NE)
e ; Signature +
B . e
algorithm
Content
(any type)
signedData
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S/MIME

* CMS (Cryptographic Message Syntax) (4/5)

» Authenticated-Data Content Type

- 2/0|0| K1 MAC (Message Authentication Code)7} Z &
|, *”’éS'E.J | = authenticatedDataZl 1 £ &

N @ Nedml 2= alxtol 2747|225 stE

'l Public-key
g cipher e MAGC +
certificate +
* algori thm
MAC ) k v
™ algorithm Digest
't .| Public-key .
| cipher v MAC +
Content certificate +
+ algorithms +
(any type) > MAC Digest N session key
" algorithm 9 >
Content
(any type)

authenticatedData
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S/MIME

* CMS (Cryptographic Message Syntax) (5/5)
* Encrypted-Data Content Type

. Of 5 351E Qlo|o] 230t TEE|MH AMAE A=
encryptedDataEP.T'. £ 2
* Enveloped-Data Content Type
« olo| I AS 3 El 7| U USMIF ZEE|H, HdE
ZHX|= envelopedDatazt 1 22

NE) Neml < aixtol B7H5I2 22 stE

§ Mz etzsiy 1§
Public-key | clij'la.ie f
cipher ury'; d
Session key created by . .
pseudorandom — . .
generator . .
@
o Recipient identif
P”c?;:ﬁekrey Public-key certif
Encrypted se key
Content Symmetric-key Encrypted
(any type ) cipper [ ||  content
envelo| pedData
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- 7| 2t
- Z2I7|= CARSE
- AHE A= CAQ| Al E|H
. g-é AdNEE
“must support’= BFEA| X|HSHoF 5t= L1 2|&2 olO0l"
- “should support’= X|HE HIst= d2|E2 o0lF

PN —— Sender Receive Sender Receiver
9 must support must support should support should support

Content-encryption AES-128-GCM, AES-128-GCM,

algorithm AES-256-GCM AES-256-GCM ChaCha20-Poly1305 ChaCha20-Poly1305
Session-key encryption ECDH P-256, ECDH P-256,

algorithm X25519 + HKDF-SHA-256 X25519 + HKDF-SHA-256 RERESnEr ReREsCnar

Hash algorithm SHA-256, SHA-512 SHA-256, SHA-512 - -
Digest-encryption ECDSA P-256. EdDSA(Ed25519) ECDSA P-256, ) ) ) )

algorithm = 5L} Of At EJDSA(Ed25519) 25 RSASSA-PSS + SHA-256 RSASSA-PSS + SHA-256
Message-authentication AuthEnvelopedData0| A AuthEnvelopedData0 A

algorithm ) - OI= of 5 AR o= ot s Al

tsen HER3 ot Seonghyeon Lee, Protocol Engineering Lab. 71



S/MIME

=

 MIME= MIME &lICH& 0|&35104 AT | HA|X|7}
OlHEF 9 HlolEJOIXI LHE} &

« SIMIMEE= MIMEO]| 2 2F& Subtype2 F 71504 E 20|

MRE ZEHXE M

O Lo —— = |__g|:|
- ZI7|= CAZRE{ X.509 IS ME dZ ol A& 5}0]
Z ot X|= Al At p|of| 45tk
=1 L [— =
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Thanks!

0| A % (seonghyeon@pel.sejong.ac.kr)
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HE §

. PGP AF2 2 T12|E (1/4)
« 27| € _|_E|7<

» CHOMAE MHE 2 MME7| Y E 3001 AASE
o &

1 RSA (Encryption or signing)
2 RSA (For encryption only)
3 RSA (For signing only)
16 ElIGamal (Encryption only)
17 DSS
18 ECDH
19 ECDSA
20 Reserved (Formerly EIGamal encryption or signing)
21 Reserved for Diffie-Hellman

100 ~ 110 Private or experimental use

ots&tml I EQ3 Hot Seonghyeon Lee, Protocol Engineering Lab. 74
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5 #1

- PGP At

L2 OF
O

12|E (2/4)

« CHEIZ| &0 2|&
- HIAIX| OIO|E| &5 3l0i AFRE

100 ~ 110

o N B WON -~ O

9

No encryption / Plaintext
IDEA

Triple DES

CAST5-128
Blowfish
AES-128
AES-192
AES-256

Private or experimental use

ot
=

SO HERT 2ot
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5 #1

+ PGP A2 21 2|F (3/4)

- SHA| LD 2|E&
« H|A|X| C}O|NMIAE MAMO| A2 =

1 MD5

2 SHA-1

3 RIPEMD-160
8 SHA2-256

9 SHA2-384

10 SHA2-512

11 SHA2-224

12 SHA3-256

14 SHA3-512

100 ~ 110 Private or experimental use
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HE §

+ PGP AL L TE|F (4/4)
. OHI-z‘.s oFT1
« HIAIX| CIOIE| 2501l AFSE

o | &%

0 Uncompressed
1 ZIP
2 ZLIB
3 BZip2
100 ~ 110 Private or experimental use
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» Signature Type

« O0x002} OX012 AME CHA It S/E LIEE
e 0x10 ~ Ox132 User ID & Z7HZ|ofl CHEt MEH ==&

L E}'
« O0x302 7| HX|E A& K| 2ISMHYUS LIEI

- I

0x00 Signature of a binary document (message or file).
0x01 Signature of a text document (message or file).
0x10 Generic certificate of a User ID and public-key packet. The signer does not make any particular assertion
about the owner of the key.
Ox11 Personal certificate of a User ID and public-key packet. No verification is done
on the owner of the key.
0x12 Casual certificate of a User ID and public-key packet. Some casual verification done
on the owner of the key.
0x13 Positive certificate of a User ID and public-key packet. Substantial verification done.
0x30 Certificate revocation signature. This removes an earlier certificate(0x10 through 0x13).
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HE 43

« Radix-64 £ 5 5}

0 A 11 L 22 W 33 h 44 S 95 3

1 B 12 M 23 X 34 i 45 t 56 4
2 C 13 N 24 Y 35 j 46 u 57 5
3 D 14 o) 25 y4 36 k 47 v 58 6
4 E 15 P 26 a 37 | 48 w 59 7
5 F 16 Q 27 b 38 m 49 X 60 8
6 G 17 R 28 c 39 n 50 y 61 9
7 H 18 ) 29 d 40 0 51 z 62 +
8 | 19 T 30 e 41 p 52 0 63 /
9 J 20 U 31 f 42 q 53 1

10 K 21 Y 32 g 43 r 54 2

tsen HER3 ot Seonghyeon Lee, Protocol Engineering Lab. 79



	슬라이드 1: 암호학과 네트워크 보안
	슬라이드 2: 목 차
	슬라이드 3: 목 차
	슬라이드 4: 개요
	슬라이드 5: 개요
	슬라이드 6: 개요
	슬라이드 7: 개요
	슬라이드 8: 개요
	슬라이드 9: 개요
	슬라이드 10: 개요
	슬라이드 11: 목 차
	슬라이드 12: PGP
	슬라이드 13: PGP
	슬라이드 14: PGP
	슬라이드 15: PGP
	슬라이드 16: PGP
	슬라이드 17: PGP
	슬라이드 18: PGP
	슬라이드 19: PGP
	슬라이드 20: PGP
	슬라이드 21: PGP
	슬라이드 22: PGP
	슬라이드 23: PGP
	슬라이드 24: PGP
	슬라이드 25: PGP
	슬라이드 26: PGP
	슬라이드 27: PGP
	슬라이드 28: PGP
	슬라이드 29: PGP
	슬라이드 30: PGP
	슬라이드 31: PGP
	슬라이드 32: PGP
	슬라이드 33: PGP
	슬라이드 34: PGP
	슬라이드 35: PGP
	슬라이드 36: PGP
	슬라이드 37: PGP
	슬라이드 38: PGP
	슬라이드 39: PGP
	슬라이드 40: PGP
	슬라이드 41: PGP
	슬라이드 42: PGP
	슬라이드 43: PGP
	슬라이드 44: PGP
	슬라이드 45: PGP
	슬라이드 46: PGP
	슬라이드 47: PGP
	슬라이드 48: PGP
	슬라이드 49: PGP
	슬라이드 50: PGP
	슬라이드 51: 목 차
	슬라이드 52: S/MIME
	슬라이드 53: S/MIME
	슬라이드 54: S/MIME
	슬라이드 55: S/MIME
	슬라이드 56: S/MIME
	슬라이드 57: S/MIME
	슬라이드 58: S/MIME
	슬라이드 59: S/MIME
	슬라이드 60: S/MIME
	슬라이드 61: S/MIME
	슬라이드 62: S/MIME
	슬라이드 63: S/MIME
	슬라이드 64: S/MIME
	슬라이드 65: S/MIME
	슬라이드 66: S/MIME
	슬라이드 67: S/MIME
	슬라이드 68: S/MIME
	슬라이드 69: S/MIME
	슬라이드 70: S/MIME
	슬라이드 71: S/MIME
	슬라이드 72: S/MIME
	슬라이드 73
	슬라이드 74: 부록 #1
	슬라이드 75: 부록 #1
	슬라이드 76: 부록 #1
	슬라이드 77: 부록 #1
	슬라이드 78: 부록 #2
	슬라이드 79: 부록 #3


  158


  158


   ( 첫   번 째   바 이 트 − 192 ) × 256 + 두   번 째   바 이 트 + 192


  200


  100


   ( 200 − 9 ) × 256 + 100


  + 192 = 2340


  255


  39756


  39756


   2  ( 첫   번 째   바 이 트   &   31 )


  230


  64


  232


  256


  230


  64


  50


  50

